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ibm.com and related resources

Product support and documentation are available from ibm.com®.

Support and assistance

Product support is available on the Web. Click Support from the product Web site
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PDF and other publications

You can view the PDF files online using the Adobe® Acrobat Reader for your
operating system. If you do not have the Acrobat Reader installed, you can
download it from the Adobe Web site at |ttp:/ /www.adobe.com|

See the following PDF publications Web sites:

Product Web site

IBM® DB2 CommonStore for http:/ /www-1.ibm.com /support/search.wss?rs=484|

Exchange Server & tc=SS6QHP+SSAHQR+&rank=8&dc=DA410+DA450)
&dtm|

IBM DB2 CommonStore for Lotus® |http://www-1.ibm.com/support/search.wss?rs=50|

Domino® & tc=SS6QFT+SSAHQR+&rank=8&dc=DA410+DA450|
&dtm|

IBM DB2 CommonStore for SAP http:/ /www-1.ibm.com/support/docview.wss?rs=51|
&uid=swg27007919)

IBM DB2 Content Manager http: / /www-306.ibm.com /software /sw-library /|
len_US/products/P188099E15830K64 /#Product|
%20documentation|

IBM DB2 Content Manager http: / /www-306.ibm.com /software /sw-library /|

OnDemand for Multiplatforms len_US/products/D907681]64066F10 /#Product|
%20documentation|

IBM DB2 Content Manager http: / /www-306.ibm.com /software /sw-library /|

OnDemand for i5/0S® len_US/products/(Q553734W81863K71 /#Product|
%20documentation|
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How to send your comments

Your feedback is important in helping to provide the most accurate and
high-quality information. If you have any comments about this book or any other
CommonStore documentation:

* Visit our home page at |http://www.ibm.com/software/data/commonstore/}
Click Support & downloads on top of the page. On the Support & downloads
page, click Feedback in the navigation section on the left. This will open a
feedback form where you can enter and send comments.

* Send your comments by e-mail to swsdid@de.ibm.com. Be sure to include the
name of the book, the part number of the book, the version of CommonStore,
and, if applicable, the specific location of the text you are commenting on (for
example, a page number or table number).

* Fill in one of the forms at the back of this book and return it by mail, by fax, or
by giving it to an IBM representative. The mailing address is on the back of the
Readers’ Comments form. The fax number is +49-(0)7031-16-4892.
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Contacting IBM

To contact IBM customer service in the United States or Canada, call
1-800-IBM-SERV (1-800-426-7378).

To learn about available service options, call one of the following numbers:
* In the United States: 1-888-426-4343
¢ In Canada: 1-800-465-9600

For more information about how to contact IBM, see the Contact IBM Web site at
[http:/ /www.ibm.com/contact/us/|

© Copyright IBM Corp. 1997, 2007
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Chapter 1. About this book

This book provides detailed information on the following subjects:
¢ Installing and configuring CommonStore for Lotus Domino

* Administering CommonStore for Lotus Domino

¢ Customizing archiving processes

¢ Application programming for CommonStore

Reading this book enables you to set up, control, and customize CommonStore for
Lotus Domino.

Who should read this book

This book is intended for administrators and application programmers. These
should have in-depth knowledge of Lotus Domino, Lotus Notes® Lotus Notes®
application development, and the archive system that they intend to use.

This book is not primarily intended for e-mail client users. However, it contains
some conceptual information that is relevant for users involved in archiving
procedures.

What’s new in this version

CommonStore for Lotus Domino Version 8.4 offers you the following new features:
* Automatic setup and configuration of a CSLD system for mail archiving

* Added support for mapping Notes document properties in addition to Notes
items

* Improved efficiency using text search
* Support for Notes and Domino R8 and Domino with DB2
* Support for running in an IPv6 environment

Conventions and terminology used in this book

This section describes the abbreviations, acronyms, and highlighting conventions
used in this book.

Product names

To facilitate reading, the product name CommonStore for Lotus Domino is most of
the times shortened to CommonStore or CSLD. Content Manager OnDemand is
often abbreviated to CMOD. Likewise, the acronym TSM refers to Tivoli® Storage
Manager.

The abbreviation OnDemand refers to products of the IBM Content Manager
OnDemand family.

© Copyright IBM Corp. 1997, 2007 1



Highlighting conventions

Highlighting is necessary to set product-related terms, product elements, and code
examples off from the text flow. This book uses the following highlighting
conventions:

Throughout this book, ifalics are used for
* Book titles
* Emphasis

* Options / variables / parameters / keywords

Boldface is used for the following elements:
* Check box labels

* Choices in menus

¢ Column headings

* Commands and subcommands
* Entry fields

* Field names in windows

* Forms and subforms

* Index classes

e Items

* Menu-bar choices

* Menu names

* Radio button names

* Spin button names

Monospace is used for

* Coding examples

* Entered data

* Group and user IDs

* Message text

* Transaction codes (T-codes)

Underlined bold indicates default values.

Accessibility features

Accessibility features help a user who has a physical disability, such as restricted
mobility or limited vision, to use a software product successfully.

The major accessibility features in this product enable users to:

* Use assistive technologies such as screen readers and screen magnifier software.
* Customize display attributes such as color, contrast, and font size.

* Operate specific or equivalent features by using only the keyboard.

In addition, the product documentation includes the following features to aid

accessibility:

* All documentation is available in both HTML and convertible PDF formats to
give the maximum opportunity for users to apply screen-reader software.
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* All images in the documentation are provided with alternative text so that users
with vision impairments can understand the contents of the images.
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Chapter 2. List of Abbreviations

The abbreviations used in this document are listed in

Table 1. Abbreviations used in this book

ACL
ADK
AIX®
ALF

API
AS/400°
M

DLL
ECL
GUI

ITS

IRM
NES
OCR
OLE
0S/390®
0S/400®
OTF
PDF

RE
S/390°
TCP/IP
TIFF
TSM
UNID
UNIX
URL

© Copyright IBM Corp. 1997, 2007

Access Control List

Archive Development Kit

Advanced Interactive Executive (IBM implementation of UNIX®)
Advanced List Format

Application Program Interface

Application System/400”

Content Manager

Dynamic Link Library (files with the extension dll)
Edit Control List

Graphical User Interface

Internet Transaction Server

IBM Records Manager

Network File System

Optical Character Recognition

Object Linking and Embedding

Operating System /390

Operating System /400®

Output Text Format (files with the extension otf)
Portable Document Format (files with the extension pdf)
Records Enabler

System /390%

Transmission Control Protocol/Internet Protocol
Tagged Image File Format (files with the extension tif)
Tivoli Storage Manager

Universal Notes Identifier

An operating system developed at Bell Laboratories
Uniform Resource Locator
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Chapter 3. Introduction

CommonStore for Lotus Domino (CSLD) is an archiving application for Lotus
Notes documents. It offers functions to perform the following tasks:

* Moving or copying document content or folders from Lotus Notes databases to
an archive

¢ Searching for content in an archive
* Displaying archived content

* Retrieving archived content

* Deleting archived content

What is an archive?

An archive is a repository that serves as a container for archived content. To set up
an archive that works with CSLD, you need one of the following archive systems:

* IBM DB2 Content Manager
* IBM DB2 Content Manager OnDemand
* Tivoli Storage Manager

For security and performance reasons, you usually install the archive system on a
remote computer system. This system is linked with CSLD by a network
connection. CSLD is in turn connected with a Lotus Domino server.

Why archive?

You archive content for the following reasons:

* To move information that you currently do not need out of the way.
* To free up space on your Lotus Domino servers.

* To keep your Lotus Notes databases small and manageable.

* To speed up communication with your Lotus Domino servers.

* To meet legal obligations.

* To help your users organize themselves by ridding them of obsolete information.

What exactly do | archive?

You archive the content of Lotus Notes documents or folders. Document content is
the data that a document is made up of. The content of folders consists of
documents and other folders.

When the phrases to archive documents or to archive a folder are used in this book,
they actually mean to archive the content of a number of documents or to archive the
content of a folder. Hence you have documents and folders on the one hand, and
their content on the other.

You can see the document as a shell or container for the content. When you

archive content with CommonStore for Lotus Domino, you move or copy it from
its current container (the document) to another one. This means that one or more
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containers are created as part of the archiving process, depending on the chosen
archiving method and the way the archive system handles the representation of
content in the archive.

The situation is different if you archive Lotus Notes folders because the content of
a folder consists of documents and other folders. When you archive the content of
a folder, you create a container in the archive which contains folders and the
complete documents, that is, the document content including the surrounding
shell.

Which functions does CSLD offer?

CommonStore for Lotus Domino offers archiving, search, viewing, retrieval, and
deletion functions. Some of these are automatic functions, others are manual
functions. Archiving can be both.

Automatic functions

The automatic functions are set up centrally by an administrator and are started
automatically. Your Lotus Notes users are not involved in this process. The
automatic functions of CSLD are:

* Policy-driven archiving
* Policy-driven deletion

* Administrator-triggered retrieval

You can use policy-driven archiving to archive documents on a scheduled basis.
The same applies analogously to policy-driven deletion. You create configuration
documents for the policy-driven functions in the CSLD Configuration database.
This is a regular Lotus Notes database that comes with the product. It allows you
to configure:

e Schedules
¢ Document selection criteria
* Archiving policies

* Deletion policies

You use administrator-triggered retrieval to retrieve a large number of documents,
which would be too time-consuming or labour-intensive for your users to retrieve
manually. This function does not offer selection criteria because it is impossible to
formally describe the content that users might want to retrieve. Rather, the
administrator enters a command to retrieve all documents that were archived from
certain databases. The corresponding documents are then retrieved in one go.

Manual functions

You add manual CSLD functions to your users’ databases by modifying the
database templates. This involves manual work with the Domino Designer. The
manual functions of CSLD include:

e Archiving
* Search

* Viewing
* Retrieval
* Deletion
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Code for these functions is included in the sample mail template delivered with
CSLD. You can use this code as a basis for adding similar functionality to the
database templates of existing Notes applications. Bear in mind that the following
regulations apply:

Legal information:

* Permission is granted to copy, use, modify, and merge this sample software into
your applications and to permit others to do any of the foregoing. You may
further distribute this software for commercial purposes only as part of your
application that adds significant value and function beyond that provided by
these samples. You must include this permission statement and retain the
copyright notice in all copies and modified versions of this software.

* The sample software is provided to you by IBM to assist you in developing your
applications. THIS SOFTWARE IS PROVIDED AS-IS, WITHOUT WARRANTY
OF ANY KIND. IBM SHALL NOT BE LIABLE FOR ANY DAMAGES ARISING
OUT OF YOUR USE OR THE USE BY ANY THIRD PARTY OF OF THE
SAMPLE SOFTWARE EVEN IF IT HAS BEEN ADVISED OF THE POSSIBILITY
OF SUCH DAMAGES. IN ADDITION, IBM SHALL NOT BE LIABLE FOR ANY
THIRD PARTY CLAIMS AGAINST YOU.

The users then update or replace the design of their existing mail databases so that
these include the changes made to the template.

For example, they can select documents in their databases and click a button to
archive or retrieve them. Or, they can click a button to display a query form, which
allows them to search for archived documents.

Which parts of a document can | archive?

With CommonStore for Lotus Domino, you can archive Lotus Notes documents
and Lotus Notes folders.

When you archive Lotus Notes documents you can archive the attachments in
these documents or the entire document content, consisting of the following parts:

¢ The information in the document body
* Information in other document fields (visible or invisible)
* Attachments

When you archive Lotus Notes folders, you archive the entire folder, including the
following:

¢ The documents in the folder

 Folders in the folder including the subfolders and documents therein

The parts that are actually archived are determined by the archiving type. See
[“Which archiving types can I choose?”| for more information.

Which archiving types can | choose?

CommonStore for Lotus Domino offers the archiving types listed in this section.
You can select one of these types for document archiving.

To select an archiving type for manual archiving, you must modify the mail
application. For automatic archiving, you select the archiving type when you

define a policy.
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Attachment

Entire

If you select this type, only the attachments will be archived. The format of
the attachments remains unchanged. When you retrieve archived
attachments, you can re-attach them to the documents that they came from.
If these documents do not exist anymore, the attachments are appended to
a container document, which is created during the retrieval process.

Note: Do not archive an e-mail with an attachment that is larger than 256
MB using CSLD on AIX. This limitation does not apply to Microsoft®
Windows®.

This option archives the complete document content, that is, the text, the
attachments, and all other document fields. Selecting this type, you can
choose between the following archiving formats:

Notes Also called native or Notes native. If you select this format, you
create a copy of the existing Lotus Notes document in the archive.
The entire content is archived, including the body, the information
in other fields, and the attachments.

Important: This is a CommonStore format rather than a Lotus
format. The only application that can render this format for
viewing is CommonStore.

Domino XML
If you select this option, Lotus Notes documents are converted and
archived in the Domino XML (DXL) format. DXL is a specialized
XML format offered by Lotus Notes. The entire content is archived,
including the body, the content in all other fields, and the
attachments. This archiving format allows you to view the content
of an archived Lotus Notes document in an external viewer, for
example a Web browser. If you want to review the content in a
different format, a suitable XSL style sheet is required for
displaying the content. CSLD is delivered with a sample style sheet
(Sample_Memo.xsl), which allows you to view the text part of
Memo documents (e-mail) archived in the DXL format in a suitable
browser. When you retrieve a document archived in the DXL
format, the original content and structure of the document are
restored. However, it might not be an exact restoration of the
original.

Important:

* To view archived documents, you need a viewer with an XML
parser, for example, Microsoft Internet Explorer 6 or Netscape
Navigator 7.

* Signatures (content of the field $Signature) are not archived
because the conversion to DXL makes a restoration impossible.
When you retrieve a document that was originally signed, CSLD
adds a field (CSLDDXLwassignedby) to the document that
contains the name of the user who signed it. In addition, it adds
the signature of the CSLD user (ID). This is a Lotus Notes ID
used to start archiving and retrieval processes. See
[user to start the CSLD Task” on page 75| for more information.

* The location of the XSL style sheet needed to display the
documents in the viewer is stored in the archive, along with the
documents. If you change the location later on, you might no
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longer be able to view the already archived documents. See
[Location of style sheet document for DXL export| for more
information.

* You can only archive encrypted documents if CSLD can decrypt
the documents, meaning that the encryption key must be
available to CSLD.

* The conversion of the Notes document to DXL results in a
binary encoding of the attachments. The binary encoding makes
it impossible to view the attachments of a DXL document in a
standard Web browser, even if the correct XSL style sheet is
used. Extracting the binary code of an attachment from the DXL
document and saving it as a file for displaying does not work
either because the necessary decoding step can only be done by
a specialized application.

Component
Selecting the archiving type Component results in the entire message being
archived, just like the archiving type Entire. However, component
archiving does not store the entire content in a single file, but decomposes
the document into separate attachment files and the rest into a single file.
For example, if a message consists of a message body and three
attachments, the message would logically be divided into four parts. You
store the document body (and only the body) in the archiving formats that
are also available for the archiving type Entire:
* Notes
+ DXL

The attachments are not converted to one of these formats. Using the
archiving type Component to archive a document without attachments
produces the same result as the archiving type Entire.

Component archiving in combination with the GENERIC_MULTIDOC
document model is one of the requirements for DoD or PRO2 compliance.
However, if this is not required, the document model
GENERIC_MULTIPART is recommended for Content Manager 8 archives.

Convert note
Selecting this type results in a conversion of the documents before they are
archived. You can convert notes to the following formats:

ASCII If you select this format, you archive just the document body;,
which is converted to ASCII text before it is archived. Attachments
will not be archived. When you retrieve such a document from the
archive, the ASCII document is appended to a Lotus Notes
container document in the form of an attachment. The container
document is either the original document or, if this document does
not exist anymore, a new document, which is created during the
retrieval process.

RTF  If you select this format, you archive just the document body,
which is converted to the Microsoft Rich-Text Format (RTF) before
it is archived. Attachments will not be archived. When you retrieve
such a document from the archive, the RTF document is appended
to a Lotus Notes container document in the form of an attachment.
The container document is either the original document or, if this
document does not exist anymore, a new document, which is
created during the retrieval process.

Chapter 3. Introduction 11



Other format
Selecting this format allows you to integrate an external application
(rasterizer) into the CSLD archiving process in order to convert
documents to a format that CSLD does not offer. An external
application is required, for example, if you want to convert Lotus
Notes documents to the Tagged Image File Format (TIFF) before
archiving them. The treatment of attachments and the behavior
during a retrieval depends on the capabilities and the configuration
of the external application. CSLD supports applications that create
documents with the following characteristics:

* Converted document body and attachments, whose (converted)
content is embedded in the positions where the attachments
used to be.

* Converted document body and attachments, whose (converted)
content is embedded at the bottom of the document body.

* Converted attachments only, whose content is merged into one
file. Although only attachments are archived, CSLD treats these
converted attachments as if the archiving type Entire was used.
This means that hyperlinks to the archived attachments are not
created in the original Notes document.

For example, if you convert a document to TIFF with Compart
DocBridge, you create a multi-part TIFF document in the archive,
which starts with the document body. The attachments become
additional pages in the TIFF document. When you retrieve such a
document, it is appended to a Lotus Notes container document in
the form of a single attachment. The container document is either
the original document, or, if this document does not exist anymore,
a new document, which is created during the retrieval process.

Important: On AIX, archiving type Convert is not supported
because Lotus does not provide the export filters that are required
by CommonStore to create ASCII and RTF format.

Signed content
When this archiving type is set, CSLD passes the document to an external
application, which then separates the digital signature from the content
and passes both parts back to CSLD. CSLD in turn archives the content
and stores the digital signature in a special archive attribute. For more
information about archive attributes, see [“What is the information in the]
[other Lotus Notes fields good for?” on page 16

During a retrieval, CSLD passes documents with this archiving type back
to the external application.

Important:

 If you select the archiving type Attachment, Component, or Entire in connection
with the Domino XML archiving format, and the documents to be archived are
in a MIME format, it is technically necessary for CSLD to convert these
documents to the Lotus Notes Rich Text format, which means that the original
MIME format will not be preserved and the overall document formatting might
change.

* Full document fidelity can only be granted when using the Entire archiving type
in connection with the Notes archiving format. All other archiving types or
formats might lead to a loss of information in a document or change the original
document formatting.
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What happens to the originals?

When you archive the content of a document or folder, you give instructions for
the treatment of the originals at the same time. You can:

Delete the content
In this case, CSLD treats the original documents as follows, depending on
the archiving type:

Attachment

Entire

CommonStore for Lotus Domino replaces each archived attachment
with a hyperlink or a text-only placeholder in the original
document. A click on a hyperlink shows the archived attachment in
a viewer. This can be a Web browser or the viewer of the Lotus
Notes client.

The placeholders are recomputed each time a document is
rearchived and restubbed. This ensures that the links are
up-to-date and reflect changes that might have been made between
two archiving operations.

A peculiarity is the treatment of embedded objects that are not
attachments, such as embedded images and OLE objects. Usually,
these are not removed.

Example

1. An automatic archiving process archives the attachment of a
document and inserts a text-only placeholder in the document.

2. The CSLD administrator changes the configuration. Instead of
text-only placeholders, hyperlinks are inserted when a
document is archived.

3. A user retrieves the archived content: The attachment is
restored to its original position in the Lotus Notes documents
and the placeholder is deleted.

4. At the next iteration of the automatic process, the attachment is
removed again. Instead of the text-only placeholder, a hyperlink
is inserted in its place.

For more information, see |[Appendix E, “Additional information|
[about recomputed attachment placeholders,” on page 319

The behavior is the same for the archiving formats Notes and
Domino XML (DXL):

With this archiving type, you can select to delete embedded
objects and all Rich Text content. This leaves a document with an
empty Body field or that just lists the file names of the attachments
that have been removed. A document of this type is called a stub,
and the process is called stubbing. A stub might also contain a
retrieval hotspot (this is configurable). Clicking it allows users to
retrieve the archived content. You can also choose to replace the
content with an abstract or summary.

Alternatively, you can select to delete or remove attachments. This
results in a behavior similar to the one that ensues if the selected
archiving type is Attachment. However, when this option is
selected, embedded objects, such as OLE objects, are removed in
addition to the regular attachments of a document. The
disadvantage is that hyperlinks for the retrieval of attachments will
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not be available. Instead of inserting hyperlinks or placeholders,
the file names of removed attachments are shown in a list. Since
embedded objects usually do not have a file name, their removal is
marked by an entry embedded object.

Convert note
See entry for Entire.

Component
See entry for Entire.

Signed content
See entry for Entire.

Delete the entire documents or folders
If you delete the entire documents or folders, you lose all references to the
archived content. Hence, you can only retrieve it by first locating it with
the help of a search application. For the search, you can use the query
function in CSLD or an external application.

Leave the originals untouched
If you leave the original documents or folders untouched, CSLD just
creates a copy of the their content in the archive. This is a mere backup
solution. Your databases do not shrink in size, you do not save server
space, and you do not speed up network traffic by choosing this option.

How is content organized in the archive?

The document model and the selected archiving type determine how content is
organized in the archive.

For most supported archiving systems, only one document model is available. This
document model is called the GENERIC document model.

However, if your archive system is Content Manager 8, you can choose between
the following document models:

* GENERIC_MULTIPART

* GENERIC_MULTIDOC

* BUNDLED

For Content Manager 8, the impact of selecting a particular archiving type depends
on the chosen document model: The same archiving type might lead to a different
result if another document model is used.

Structure of archived content in Content Manager 8

The chosen document model, in conjunction with the selected archiving type
(Attachment, Entire, or Component), determines how content is structured in the
archive.

The most storage-efficient way to store documents in Content Manager 8.2 or
higher is to use resource items. Resource items require that you choose the
BUNDLED document model in CommonStore. However, think about the
applications that need to work with the data archived by CommonStore and make
sure that they support the BUNDLED document model.

The result of selecting a certain archiving type in conjunction with a certain
document model is best illustrated in a diagram. See [Figure 1 on page 15|
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Figure 1. Possible combinations of archiving type and document model and their effect on the
structure of content in the archive.

Structure of archived content in Content Manager OnDemand

[Figure 2 on page 16|shows how the archiving types influence the structure of the
archived content.
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Figure 2. Impact of the archiving type on the structure of archived content in Content
Manager OnDemand

What is the information in the other Lotus Notes fields good for?

You can use the information in the other fields, that is, information not in the Body
field, for the following purpose: You can store it in so-called archive attributes (also
called key fields or database fields) to be later used as search or index information.
This can be done irrespective of the chosen archiving type. However, the archive
system must be capable of storing attributes. This is not possible in Tivoli Storage
Manager.

You can compare archive attributes with database fields: They have a certain
length and they contain values of a certain type. The storage of document field
values in archive attributes allows you to find documents in the archive by using a
search application (the CSLD query form or another search application). The
possibility to search becomes important if the original documents do not exist any
more because this means that the links to the archived documents are lost.
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To store document field values in archive attributes, you must first create the
attributes in your archive and then map the appropriate Lotus Notes fields to the
attributes. During the archiving process, CSLD extracts the information from the
Lotus Notes fields of your documents and stores it in the appropriate attributes.
The attribute information is added to the content in the archive.

Note: If the type of a field in a Lotus Notes document permits multiple values,
and that field is mapped to an archive attribute, only the first value of the
document field is stored in the attribute when the document is archived. The
behavior is different only if single-instance storing is used. In this case, CSLD
concatenates all values internally and stores the composite string in the attribute.

If your archive system supports full-text indexing (currently, this is only Content
Manager 8.2 or higher), you can additionally include these fields in the full-text
index. This allows you to perform text searches on archive attributes, meaning you
can search for portions or substrings of the values stored in the archive attributes.

How are updates handled?

You cannot update archived content. You can update the index information of
archived documents, that is, the field content that is stored in archive attributes,
key fields, or database fields. See [“Update Index Information” on page 309 for
more information.

Important: Be careful using this action on documents archived with the archiving
type Entire or Component. With these types, the field values that were used to
extract the index information are part of the archived content, which you cannot
update. If the operation Update index information is performed, the values of
archive attributes, key fields, or database fields are updated, but the field values in
the archived content remain the same. It is possible that the index information and
the corresponding values in the content differ after such an operation. This might
lead to unwanted results when you search for or retrieve these documents.

What is often mistaken for an update is the rearchiving of documents. You can
certainly rearchive documents, but this does not update the content that was
archived before.

Can | rearchive documents?

Archiving a document that has been archived before is possible for certain
combinations of archiving type and archiving format. Rearchiving is often caused
by automatic archiving processes: A document was archived automatically; a user
retrieved it from the archive; the automatic archiving process archives it again
during the next run. Always bear in mind, however, that by rearchiving a
document, you do not update archived content.

You can influence the rearchiving behavior of CSLD by a parameter called
checkArchivelntegrity. The result depends on the setting of this parameter. See
[‘Checking the archive integrity” on page 234 for more information.

How does retrieval work?

Your options to retrieve archived documents depend on what you did to the
original documents after they were archived, on the chosen archiving type, and on
the way CSLD is configured.
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 If you deleted just the content, retrieval works as follows, according to the
archiving type:

Archiving type Attachment
You need to customize the design of your users’ mail databases. For
example, you can add a retrieval button to one or more views. If CSLD
is properly set up, your users can select the documents whose
attachments were archived, and retrieve the attachments by clicking the
button.

Archiving type Entire
You can configure CSLD so that retrieval hotspots are inserted in the
document stubs. This allows users to retrieve the archived content by
clicking the hotspot. Doing so restores the original document content.

Alternatively, you can customize the design of your users” mail
databases as described for attachment archiving.

Note:

— If documents were archived in DXL format, the retrieved versions
might look slightly different from the originals.

— In the earlier versions of CSLD, the complete original document was
restored. In the context of archives where the single instance feature is
enabled, this might have lead to a loss of certain properties (for
example, the graphical indicator of whether a mail was replied or
forwarded) of the stub mail after a retrieve was performed. Starting
with this version of CSLD, only the document content or body is
restored. Other properties of the stub document are not replaced by
the original document and thus no properties are lost.

Archiving type Component
You have the same options to invoke retrieval as for the archiving type
Entire. The retrieval process restores the original documents (body and
attachments are retrieved).

Archiving type Convert note
You can configure CSLD so that retrieval hotspots are inserted in the
document stubs. This allows users to retrieve the archived content by
clicking the hotspot. Doing so results in the archived content being
attached to the document stub.

Alternatively, you can customize the design of your users’ mail
databases as described for attachment archiving.

Archiving type Signed content
CSLD retrieves the archived content from the archive. The handling and
restoring of the original document and the attachments is left to the
external application that processes this content.

* If you deleted the original document entirely after archiving it, you must first
locate the document by using a search application. You can add a search
function to the Lotus Notes clients of your users by adapting and integrating the
appropriate design elements from the sample mail template (see [“Search 1;|
[archive” on page 309 and |[“Query for ‘"Memo’ form” on page 312). You can create
customized query forms with the help of the setupDB tool, which is also
included in the product package (more information in [“The setupDB tool” on|

page 249).

When this function is employed, search results are displayed on a hit list or as
multiple result documents. The hit list contains buttons for viewing and

18 CommonStore for Lotus Domino: Administrator’s and Programmer’s Guide



retrieving matching documents. Multiple result documents are intended for
display in customized Lotus Notes views; you must include the retrieval
function in the view.

Note: Archived content can only be restored to its originating document if this
information is passed in the restore request (as the target document for the
restore operation). For documents archived with archiving type Entire, the
information about the originating document is part of the archived content,
hence the target document need not be passed explicitly.

* If you archive folders, CSLD moves the whole content of the folders to the
archive, leaving empty folders in the Lotus Notes database. You can retrieve
folder content by selecting the empty folder and then launching the retrieval
function. You can also retrieve folder content by specifying the name of the
folder you want to retrieve.

How archived content is identified

To each original document or stub that is left after archiving, CSLD adds a hidden
field called CSNDArchivelID. This field contains one or more identifiers (IDs) for
any archived content.

If the archiving type is Attachment, an ID for each attachment is written to this
field. In addition, the name of each attachment is stored in a field called
CSNDOrigFilenames during a retrieval. This way, the names of the original
attachments can be restored."

If the archiving type is Entire, this field contains a single ID for the entire content
(document body plus attachments).

If the archiving type is Component, the first value corresponds to the document
body, while the other IDs refer to the attachments (one value for each attachment).

The values of CSNDArchivelD are used to identify archived content in retrieval
operations, and you can use the field name as a variable in programming logic.

Archived folders are identified by the following:

* Folder name

* Alias name

* Name of originating database

¢ Lotus Notes user ID of the person who archived the folder
* Archive ID added during the archiving process

How the CSLD query function displays results

Query results are displayed on a hit list or as multiple result documents.

The hit list displays all matching documents or folders on a single list. Each
document is represented by a text entry that contains all or a subset of its index
information (attribute, key field, or database field values) in the archive. This
allows you to identify a document. Clicking the View button next to an entry

1. This is different from previous versions of CSLD: Before, the attachment names were stored in the placeholder that was inserted
for each archived attachment. The information to reconstruct the original attachment name was taken from the placeholder. When
a document was retrieved, the placeholder was hidden. This behavior has changed: The placeholders are now completely
removed when a document is retrieved. The capability to recompute attachment placeholders each time a document is archived
made this change necessary.
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displays the document content in a Web browser. You retrieve a document by
clicking the Fetch button. It is possible to retrieve all documents on the list by
clicking Fetch All.

Folders are represented in the following way: Additional text in the hit-list entry
marks the entry as a folder.There is only one button next to the entry, the Open
button. Clicking it displays the content of the folder on another hit list. You can
thus browse through the content of an archived folder structure just as you browse
through the hierarchy of a file system.

Important: These folders are archive folders, that is, folders created in the archive
system in order to structure content in the archive. Do not confuse them with
Lotus Notes folders. Although you can archive and retrieve Lotus Notes folders,
these are never returned as results of a query.

A hit list contains the following information in addition to the entries or hits:

* A hidden CSNDArchivelD field, which holds the archive IDs of all documents
and folders on the list

* The Lotus Notes user ID of the person who launched the query
* The date and time when the query was started

Note: Hit lists display results as rows in a table. This table is a Rich Text object in
a Lotus Notes document. Due to a limitation in Lotus Notes, the size of these
tables is limited to 250 rows. Thus more than 250 results cannot be displayed. All
other results have to be ignored by CSLD.

If multiple result documents are used, a result document containing the index
information is created for each matching document or folder. When opened, a
result document shows the index information of the underlying document or
folder. A hidden field in a result document indicates if the associated content in the
archive is a document or a folder.

If the result document refers to an archived document, it contains a Retrieve
button on the action bar and a View button at the bottom. The Retrieve button
works in the same way as the Fetch button on a hit list. The View button works in
the same way as the View button on a hit list.

If the result document refers to a folder, you only find the Retrieve button. If you
click this button, you receive further result documents, one for each document or
folder in the folder.

Furthermore, result documents that represent folders contain a hidden field named
CSNDIsFolder. This field is set to the value 1. Result documents that represent
ordinary documents do not have this field.

You can display result documents in a special Lotus Notes view, with the index
information as column values.

How to view archived documents

You can view archived attachments in your Web browser before retrieving them.
This allows you to decide whether you really want to retrieve an attachment.
Documents of the archiving type Entire Notes cannot be viewed in a browser as
this format is not browsable and will lead to an error message. They can only be
retrieved.
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The options for viewing an archived attachment depend on the treatment of the
original documents after archiving:

If the original document was deleted entirely:
Launch a query using the CSLD query function. Click the View button
next to the hit-list entry or in the result document.

If just the content of the archived document was deleted:
Open the original document in Lotus Notes and click the hyperlink CSLD
has inserted in place of the attachment. You can also launch a query and
proceed as described before.

Note: To make this feature available, you must configure your browser
accordingly. See [“Enabling browser viewing” on page 153| for more information.

Components

[Figure 3 on page 22| shows the various components of CommonStore for Lotus
Domino.
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Figure 3. Components of CommonStore for Lotus Domino

archpro
The main program of the CommonStore Server. It processes all archiving,
viewing, search and retrieval requests.

agents The agents are the connectors between the CommonStore Server (archpro)
and the archive system. There is a different agent for each supported
archive system. The agents are installed as part of the CommonStore Server
and are automatically started by it. You can run several instances of the
same agent at the same time.

archive
A content repository in your archive system.
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archwin
A component needed for mobile user support.

Domino dispatcher
The interface between the CSLD Task and the CommonStore Server. The
Domino dispatcher translates and passes the requests (archiving, retrieval,
index-update, search, viewing, and deletion) to the CommonStore Server.
The Domino dispatcher is installed as part of the CommonStore Server and
is automatically started by it. You can run more than one Domino
dispatcher at the same time.

HTTP dispatcher
A Web server for CSLD, which allows you to view archived content in a
Web browser. The HTTP dispatcher is installed as part of the
CommonStore Server and is automatically started by it.

CSLD Task
The program that directly interacts with your Lotus Notes/Domino
environment. It looks for jobs in the CSLD Job database, which is the place
were all user requests are collected before they are processed further. The
CSLD Task converts the jobs or requests, which are Lotus Notes
documents, into files and passes the files to the Domino dispatcher. You
can run several instances of the CSLD Task at the same time.

Note: Most of the times when this book uses the term CSLD Task, it refers
to a particular instance of the task that is defined by a configuration
document (database profile).

CSLD Job database
A Lotus Notes database in which all client requests (archiving, retrieval,
search, viewing) are collected before they are picked up by a CSLD Task.
The CSLD Job database is located on a Lotus Domino server.

CSLD Configuration database
A Lotus Notes database that holds configuration documents for CSLD. It
contains, for example, configuration documents for the CSLD Task and the
policies needed for automatic archiving. The CSLD Configuration database
is located on a Lotus Domino server.

Crawler
The program that is responsible for the creation of jobs in connection with
the automatic functions of CSLD. The crawler directly accesses the
databases on your Lotus Domino servers and looks for documents that
match the criteria laid out in your policies. It then creates corresponding
archiving and deletion jobs, as well as retrieval jobs that were centrally
triggered by an administrator. The crawler just creates jobs. The actual
processing of the jobs is performed by CSLD Task instances.

CSLD-enabled Notes application
A Lotus Notes database to which you have added CSLD functions by
modifying the database template.

Which security measures are available?

CSLD offers the following features to protect documents, archives, and processes
related to these:

* Users who want to use CSLD functions need Author access to the CSLD Job
database.
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* CSLD only accepts digitally signed job documents. This prevents users from
starting a request under the ID of another user.

* If set up correctly, the configuration database can only be accessed with the user
IDs of the CSLD administrator and the ID created to process CSLD jobs.

» CSLD accesses the backend archives through agents. The agents are started by
the CommonStore Server and behave like clients of the archive system. They can
only log on to the archive with the correct user ID and password.

* You can restrict the retrieval of archived documents to the database of origin or
to the user who archived them. This prevents access to archived documents from
other databases or other users.

* Additional security, protection, and control of the documents in the archive can
be supplied using the IBM Records Enabler for Content Management extensions
for CommonStore. See [Chapter 9, “Using Content Manager Records Enabler in|
[the CSLD environment,” on page 213 for more information.

For more information, see [‘Creating a user to start the CSLD Task” on page 75/ and
[*Adjusting the security level” on page 137
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Chapter 4. Installation and basic configuration

The components of CSLD can be installed on different systems and computers
connected over a TCP/IP network. A working setup requires the following
software:

CSLD

The CommonStore server (archpro) and the CSLD task instances that talk to this
server must be installed on the same machine.

Lotus Domino

Lotus Notes runtime environment if CSLD and Lotus Domino are on different
computers. On a Windows system, the Lotus Notes runtime is provided as part
of the Notes client, on AIX it is provided as part of the Domino server.

Archive server software, such as Content Manager

Connector, that is, a software connecting CSLD with the archive server. You
must install the connector on the same machine as CSLD.

Each software usually runs on a separate computer. However, it is possible to run
more than one software on the same physical computer. See [Figure 4 on page 26|
for further clarification.
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Figure 4. A typical CSLD setup

Software prerequisites

Before you start with the preparations for installing CommonStore for Lotus
Domino, check the prerequisites by following the appropriate links.

* Supported versions of Lotus Domino:

[http:/ /www.ibm.com /support/docview.wss?rs=50&uid=swg27010342#DOM|

* Supported versions of Lotus Notes:

[http:/ /www.ibm.com /support/docview.wss?rs=50&uid=swg27010342#NOT]|

* Supported archive servers:

[http:/ /www.ibm.com /support/docview.wss?rs=50&uid=swg27010342#ARC]

* Operating system and Lotus Notes runtime for the CSLD Task:

[http:/ /www.ibm.com /support/docview.wss?rs=50&uid=swg270103424CTK|

* Lotus fix packs for archiving in DXL format:

[http:/ /www.ibm.com /support/docview.wss?rs=50&uid=swg270103424TSE_1|

* QOperating system for the CommonStore Server:

[http:/ /www.ibm.com /support/docview.wss?rs=50&uid=swg27010342#CSRV]
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* Required connector on the CommonStore Server machine:
[http:/ /www.ibm.com /support/docview.wss?rs=50&uid=swg27010342#CON|

Creating a backend archive for CommonStore

You need a backend archive, which serves as a repository for the documents you
are going to archive with CommonStore.

Refer to one of the following sections, according to the archive system that you
use:

* [“Setting up a Content Manager 8 archive”|

* [“Setting up a Content Manager for iSeries archive” on page 42|

* |“Setting up a Content Manager OnDemand archive” on page 47|

* [“Setting up a Tivoli Storage Manager archive” on page 56|

Setting up a Content Manager 8 archive

The steps for configuring Content Manager Version 8 archives are similar to those
for configuring earlier Content Manager archives. However, there are a few
differences regarding the setup and the naming of objects in the System
Administration Client.

Be aware that this section only describes a basic setup because a discussion of all
the details of an external product is beyond the scope of this book. For information
that is not covered here, see the appropriate product manual.

If your current archive system is Content Manager 7 and you want to upgrade to
Content Manager 8, you must first migrate the existing archives. To do so, follow
the steps in [“Migrating from Content Manager 7 to Content Manager 8.”|

To continue with the archive setup after the migration, or create a new archive
because you do not need to migrate old archives, follow the instructions in
[“Setting up a new Content Manager 8 archive” on page 29|

Migrating from Content Manager 7 to Content Manager 8

To migrate Content Manager 7 index classes to Content Manager 8 item types, you
must perform the following tasks:

—_

. ["Migrating data”}

. “Changing the server configuration profile” on page 28|

2
3. [“Changing document mappings” on page 28|
4. [“Changing content-type mappings” on page 29|

Migrating data:

To move your archived documents from a Content Manager 7 index class to a
Content Manager 8 item type, use the Content Manager migration wizard. See IBM
Content Manager for Multiplatforms: Migrating to Content Manager 8 for more
information.

Important:

* In Content Manager 8, there is no equivalent to the item name concept.
Therefore, item names are migrated to attributes. The values of item names
become attribute values.
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In Content Manager 7, item names are used to actually hold the original file
names (values of the Lotus Notes field OrigFilename).

* To migrate item names in Content Manager 8.1, start the migration wizard by
using the following command:
frn2icml -i

* To migrate item names in Content Manager 8.2, select the Itemname check box
in step 6 of the migration wizard.

¢ The migration program frn2icml generates a Content Manager 8 item type. The
name of this item type is determined by the migration program and cannot be
predicted exactly. Check what the name of this item type is and make a note of
this name. You must specify it when you follow the steps in
lserver configuration profile.”|

Changing the server configuration profile:

You must change the server configuration profile (usually archint.ini) to make
CommonStore choose the new Content Manager 8 item type as your back-end
repository in future archiving and retrieval operations.

1. Make a backup copy of your current server configuration profile.
2. Open the current profile in an editor and add an ARCHIVE statement for the

item type that was created as a result of the migration. Set the keywords as in
the section New statement of the following example:

0Old statement

ARCHIVE Al
STORAGETYPE VI
LIBSERVER LIBSERV1
INDEX_CLASS Domal
VIUSER CSUSER

New statement

ARCHIVE Al
STORAGETYPE CM
LIBSERVER LIBSERV2
ITEM_TYPE DOMA1
CMUSER CSUSER

Notes:

¢ The migration process assigns the migrated data to another library server.
For that reason, the example shows LIBSERV2 instead of LIBSERV1 in the new
statement.

* In general, index-class names are converted to uppercase during the
migration. To indicate this, the example shows DOMAL in the new statement in
contrast to Domal in the old statement. However, the item-type name is not
necessarily just the index-class name in uppercase. Often, it is a name similar
to this example: DOMA_0001.

3. Remove the old ARCHIVE statement related to the Content Manager 7 index
class.

4. Save your changes.

Changing document mappings: During the migration process, the old attribute
names of the Content Manager 7 index class are automatically changed to new
names. Your document mappings must reflect these changes. Therefore, change
your existing mappings in the CSLD Configuration database to the automatically
generated attribute names in the item type. See the example in [Table 2 on page 29|
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Table 2. Required attribute mapping change

Lotus Notes form field Attribute name
Old mapping (index class) FromSender FromSender
MailSubject MailSubject
New mapping (item type) FromSender FROMSENDER
MailSubject MAILSUBJEC_001

Note: The display names in Content Manager 8 are not unique, which is why
CommonStore uses attribute names for attribute mappings.

Changing content-type mappings: In contrast to previous Content Manager
versions, Content Manager 8 no longer uses its own content classes. Instead, it uses
MIME types. In theory, this means that you no longer have to map file extensions
to content types because MIME types are known types, and the mapping can be
done automatically.

However, experience has shown that sometimes, the automatic mapping is not the
mapping that was intended. In cases like this, you probably cannot display an
archived document properly. Using the content-type mapping facility of
CommonStore to map the file extensions to MIME types is therefore recommended.
Doing so gives you an additional advantage: You can omit creating reverse content
type-to-MIME type mappings for browser viewing in the csmimes.properties file.

After installing CommonStore, map the file extensions to MIME types in the
configuration database. See [“Defining content-type mappings” on page 100| for
more information. [Table 3|lists the corresponding MIME types of common content
types.

Table 3. Content types and their corresponding MIME types

Content Manager 7 content types Content Manager 8 MIME types
TIFF6, TIFF5 image/ tiff

ASCII, TEXT text/plain

JPG image/jpeg

AFP image/afp

HTML text/html

BINARY application/octet-stream

Setting up a new Content Manager 8 archive
This section lists the tasks you need to perform in order to set up a new Content
Manager 8 archive.

Important: If you want to use the text-search function of CommonStore (see
[Chapter 8, “Using the CommonStore text-search function,” on page 175), make sure
that the database of your Content Manager 8 library server is a Unicode (UTF-8)
database. The code page of the database must be set to 1208. You can check this on
a DB2 database by using the following command:

db2 get db cfg for icmnlsdb

where icmnlsdb is typically the name of your library server. If your library server
has a different name, change the command accordingly.
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Setting up a Content Manager 8 archive includes the following steps:

1. [“Creating a Content Manager 8 archive user ID for CommonStore”|

2. [“Creating attributes”]

3. [“Creating item types” on page 36|

Creating a Content Manager 8 archive user ID for CommonStore:

To create new users in Content Manager Version 8, follow these steps:
1. Start the Content Manager System Administration Client and log on.
2. Expand the Authentication folder in the tree view on the left.

3. Right-click the item Users in the expanded view.
4

. Select New from the context menu. A wizard starts that guides you through the
remaining steps. Create a user for CommonStore and specify a password.

Make a note of the user ID and password. You need this information when you
start the CommonStore Server for the first time.

Tip: If you use Content Manager 8.2 and the performance is low, switch off public
access. To do so:

1. If necessary, start the Content Manager System Administration Client and log
on.

Expand the Library Server Parameters folder in the tree view on the left.
Right-click the item Configuration in the expanded view.

Select Explore from the context menu.

Right-click the item Library Server Configuration in the right pane.

ook wbd

Select Properties from the context menu. A tabbed notebook opens, with the
Definition page in front.

Click Advanced.
8. Clear the check box Public access enabled.
9. Click OK to close the Advanced Library Server Configuration panel.

N

10. Click OK again to close and save the Library Server Configuration notebook.

Creating attributes: To be able to search for documents in the archive using the
search function or an external application, you must create one or more attributes.

Searches become necessary if a handle to an archived document (stub), which
allows direct retrieval, does not exist because the original document or stub has
been deleted.

Content Manager attributes store, for example, the content of attribute fields like
Subject or From in an e-mail.

Content Manager 8 attributes for CommonStore:

You must create a number of attributes to be later included in the item types you
create in [’Creating item types for the document models GENERIC_MULTIPART]
and GENERIC_MULTIDOC” on page 37| or |[“Creating item types for the document]
model BUNDLED” on page 38

Some of the attributes are mandatory if you want to use certain features of CSLD,
such as folder archiving or the available security features. All other attributes are
optional. They can be created, but need not.
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Note that it makes sense to create optional attributes only if equivalent fields exist
in the Lotus Notes forms used by your documents. Later, in [‘Defining document|
[mappings” on page 91]you can map your form fields to the attributes you define
here. You can also map attributes that are members of attribute groups. Use your
own judgement when you create optional attributes. Decide if the information in a
form field is useful for document queries so that it makes sense to mirror that
information in the archive.

To give you an idea about the parameters that you must specify when defining an
attribute, the left column of [Table 4] provides examples of attributes for a standard
mail database.

Note:

¢ Remember that attribute names, item-type names, user names, and so on are
case-sensitive in Content Manager.

* The names of these example fields are not compulsory, and can be replaced with
names of your own choosing. In contrast, the names of the mandatory fields are
compulsory; if you change them, CSLD folder archiving or the selected security
features will not work. The fields that are meant to be examples are indicated as
such. The character lengths of these fields are also examples, and might have to
be adjusted to your needs.

Before creating the attributes and continuing with the setup, consider using
single-instance storing. In short, single-instance storing means that the same
document or message is stored only once in the archive, although more than one
instance exists in several mailboxes. The use of single-instance storing requires a
different setup and additional attributes. See [“Single-instance storing for Content|
[Manager 8” on page 168

Also consider that archiving errors occur if the value of a Lotus Notes field is too
long to be stored fully in an archive attribute. A way to overcome this limitation is
full-text indexing, a step required for the use of the CommonStore text-search
function. For more information, see [Chapter 8, “Using the CommonStore|
[text-search function,” on page 175,

To use the item type for folder archiving, you must define the attributes in right
column.

Table 4. Attributes for document or folder archiving

E-mail archiving (documents) Folder archiving

CSLDMailSubject (example) CSLDFolderName (mandatory)

Holds the content of the Subject field in Holds the names of Lotus Notes folders that

e-mails. were archived.

* Attribute type: Variable character * Attribute type: Variable character

* Character type: Extended alphanumeric * Character type: Extended alphanumeric

¢ Maximum character length: 254 * Maximum character length: Long enough
to hold a path that leads to the deepest
level of your folder structure.
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Table 4. Attributes for document or folder archiving (continued)

E-mail archiving (documents) Folder archiving

CSLDMailFrom (example) CSLDFolderAlias (mandatory)

Holds the content of the From field (sender) |Holds the alias names of archived Lotus
in e-mails. Notes folders.

* Attribute type: Variable character * Attribute type: Variable character

* Character type: Extended alphanumeric * Character type: Extended alphanumeric
* Maximum character length: 100 * Maximum character length: 100

CSLDPostedDate (example)

Holds the posting date and time of e-mails.
* Attribute type: Time stamp

CSLDOrigUser (optional) CSLDOrigUser (mandatory)

Holds the Lotus Notes user IDs of the See the entry in the left column.
owners of the archived documents.

* Attribute type: Variable character

* Character type: Extended alphanumeric
* Maximum character length: 254

CSLDOrigDB (optional) CSLDOrigDB (mandatory)
Holds the replica IDs of the Lotus Notes See the entry in the left column.
databases that e-mails have been archived

from.

* Attribute type: Character
* Character type: Extended alphanumeric

e Length: 17

CSLDDocUNID (mandatory if CSLDDocUNID (mandatory if
single-instance storing is used) single-instance storing is used)
Holds the Lotus Notes unique identifiers See entry in left column.

(UNIDs) of archived documents.
* Attribute type: Character

* Character type: Alphanumeric
e Length: 32

CSLDDigSig (mandatory if you want to
archive digitally signed documents using the
special user exit for this)

Holds digital signatures as returned by the

user-exit for digital signature support. The

signatures are encoded as hexadecimal text

characters.

* Attribute type: Variable character

e Character type: Alphanumeric

* Length: Depends on the length of the
digital signatures. 5000 works for most
applications.

Also define a default value of 0 in the item
type that this attribute becomes a part of.

Recommendation

¢ CSLDOrigUser and CSLDOrigDB are required to restrict the retrieval of
archived documents to certain users and databases. Define these attributes even
if you do not know whether you want to use the security features because it is
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complicated to add attributes when an item type already contains archived
documents (see [“Restricting access to archived documents” on page 138| for more
information).

Define these attributes as optional attributes because once the archive contains
data, there is no way to switch the security features off if the attributes are
defined as required attributes.

* Also define CSLDDocUNID. This field will be used for the purpose of holding
identifiers for the parts that have been archived using the Component archiving
type and the GENERIC_MULTIDOC document model.

* Like other archive systems, Content Manager 8 does not store attribute values if
these are longer than the defined maximum length of the corresponding
attribute. In fact, documents or messages that contain values like that are not
archived. However, you can use the TRUNCATE_ATTRIBUTE keyword to
reduce the actual values to the defined maximum length. In the server
configuration profile, add the keyword to the ARCHIVE section of the archive in
question. See the following example:

ARCHIVE Al
STORAGETYPE CM

TRUNCATE_ATTRIBUTE YES

CommonStore does not cut off attribute values if their completeness is
considered to be crucial. So if values that are longer than the defined maximum
are to be stored in one of the following attributes, an error is returned:
CSCDISIS

- CSCRISIS

CSLDOrigUser

CSLDOrigDB

CSLDDocUNID

Consider that cutting off the attribute values creates a problem if you want to
perform attribute queries, that is, specify an attribute value as the search term in
order to find documents in the archive. To score a hit, you must enter the
shortened value as the search term. In practice, this is hard to do because you
would need to know how many characters were cut off.

You can overcome this problem by using the CommonStore text-search function.
If this function has been set up properly, the attributes values that you want to
search for are written in full length to an additional text-search index. Thus, you
are still able to find documents by using the original attribute value in a query.
See [Chapter 8, “Using the CommonStore text-search function,” on page 175 for
more information, in particular [‘Virtual-content attribute-definition file” on page|

* CSLDDigSig: If a single archive handled both signed and unsigned content, the
processing time would be longer for all documents. To avoid this situation,
maintain the signed and unsigned content in separate archives.

Attributes for single-instance storing:
To use single-instance storing, also define the following attributes.

Important:

* Before continuing, make sure that you have read [‘Single-instance storing for]
[Content Manager 8” on page 168
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The row starting with Child component does not mean that you have to create an
attribute with the given name or any other name. It is just there to indicate that
the attributes below it will eventually become the members of a child
component (multi-value attribute).

Remember that child component names are unique. You can use a child
component name only once per Content Manager system. Therefore, make sure
that the name you choose is not used in another item type.

Table 5. Required attributes for single-instance storing

Name Attr. type Char. type Char. Min. char. Max. char.
length length length

CSCDISIS Char. Alphanum. 32 N/A N/A

Child component: SISCHILD (example)

CSCRISIS Char. Alphanum. 32 N/A N/A

CSLDDocUNID Char. Alphanum. 32 N/A N/A

CSLDDocSeqNum Char. Alphanum. 25 N/A N/A

CSLDOrigDB Char. Extended 17 N/A N/A

alphanum.
Important:

Note the difference between CSCDISIS and CSCRISIS.

Each attribute must occur only once. The feature will not work properly if the
same attribute is specified as a child attribute and also as a parent attribute. If
you copied an existing item type in order to modify and save it under a
different name, you are prone to accidentally copy CSLDOrigDB as parent
attributes. Remove all unwanted parent attributes from the list if this is the case.
Transaction integrity is a must when you use single-instance storing. Therefore,
make the CSCDISIS attribute a required and unique attribute in Content Manager
8.

As the CSCDISIS attribute is used for each and every archive operation against
a single-instance store archive, for performance reasons, it is strongly
recommended to set an index on this attribute.

When creating an item type for single-instance storing, it is essential to set the
version policy in Content Manager to Never create.

If versioning is enabled in Content Manager, single-instance storing (SIS) creates
a new document version each time the same document is archived. This means
that a different archive ID is returned each time the document is archived and
when the document is retrieved, the archive ID in the SIS record does not match
that of the latest version returned by the CommonStore Server. The archive IDs
differ because CSLD stores the version at archiving time as part of the
CSNDArchivelD in the SIS record.

If the item type is left at its default value of Never create, the version number
will always be 1 no matter how many SIS records are added.

Attributes for records management:

To enable records management with Records Enabler, additionally define the
attributes in [Table 6 on page 35|
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Table 6. Attributes for records management

Attribute

Attribute properties

eRecord (name mandatory)

 Attribute type: Variable character
* Character type: Alphabetic

* Minimum character length: 2

* Maximum character length: 3

eRecordID (name mandatory)

* Attribute type: Variable character

* Character type: Extended alphanumeric
* Minimum character length: 0

* Maximum character length: 64

FIPInCmpntNm (name mandatory)

* Attribute type: Variable character

* Character type: Extended alphanumeric
* Minimum character length: 0

* Maximum character length: 200

FIPInCmpntTtl

Attributes for other Lotus Notes field types:

* Attribute type: Variable character

* Character type: Extended alphanumeric
* Minimum character length: 0

* Maximum character length: 200

To create attributes for other Lotus Notes field types, see to determine the

proper attribute type.

Table 7. Lotus Notes field types and matching Content Manager 8 attribute types

Lotus Notes field type

Content Manager attribute type

Text

Character
Variable character
CLOB

BLOB

Number

Short integer
Long integer
Decimal
Double

Date only

Date

Time only

Time

Date and Time

Time stamp

Note: CLOBs and BLOBs are both large objects (LOBs), which are treated
differently from all other object types. The use of LOBs might have an impact on
the performance, on sizings, and on other things. Read the appropriate Content
Manager or DB2 documentation before using objects of this type.

Attributes for other Notes field types:

Notes documents have a set of document properties that cannot be accessed as a
document field, and hence can usually not be mapped to archive attributes.

However, for convenience purposes, the following basic Notes document

properties are provided for mapping;:
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Table 8. Lotus Notes document properties for mapping

Content Manager attribute
Lotus Notes property Mapped as type
Document’s Universal ID @DocUNID Character with length 32
Document’s creation date @Created Timestamp
Document’s last update @LastUpdated Timestamp
Document’s form @DocumentType Variable character
CS document date @CSDocumentDate Timestamp

Note: @CSDocumentDate is not a Notes document property but rather a
computed item that is used to ensure that a valid date is set for each mail
document. For a received mail, the value is set to the value in the DeliveredDate
Notes field. If this value is not valid or not set (for example, for a sent mail) it will
be set to the value in the PostedDate Notes field. If this value is also invalid or not
set, the document’s last update property will be used.

Creating Content Manager 8 attributes for CommonStore:

1. If necessary, start the Content Manager for Multiplatforms System
Administration Client and log on with administrator privileges.

n

In the navigation tree on the left, expand the Data Modelling folder.

w

Right-click Attributes and select New from the context menu. A tabbed
notebook called New Attribute opens.

On the Definitions page, enter the name of the attribute in the Name field.
Select the appropriate radio button under Attribute type.
Select the appropriate radio button under Character type.

N o o s

Enter the required minimum and maximum character lengths by typing the
numbers in the Minimum and Maximum fields or by using the spin buttons
to the right of the fields.

8. Click Apply.
9. Repeat steps El through [8| until you have defined all the attributes.
10. Click OK.

Important: You can only use single-value attributes.

Creating item types: Item types group documents within a Content Manager 8
archive. An item type is associated with a set of attributes. All documents or
messages grouped within an item type thus share the same set of attributes.

You must create a different item type for each type of document that you want to
archive, that is, for documents that share certain characteristics. These can be
documents that use the same Lotus Notes form, or documents that use different
forms, but have the same value in a common field.

For example, if you use a form for e-mail documents and a form for online orders,
and you want to archive the documents that use these forms, create one item type
for the documents using the e-mail form and one for the documents using the
online-order form.

An example of the other option would be an item type for all documents that have
the value Peter Smith in the From field.
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You can set up an item type to contain Lotus Notes documents or Lotus Notes
folders. It is not possible to archive both in the same item type. Therefore, you

must decide on the purpose of the item type you create. The purpose (document
or folder archive) determines which of the attributes created in

[attributes” on page 30| you must select for the item type.

What sort of item type you must create depends on the document model that you
want to use. See the appropriate section:

+ [“Creating item types for the document models GENERIC_MULTIPART and]
GENERIC_MULTIDOC”]

* [“Creating item types for the document model BUNDLED” on page 38|

Creating item types for the document models GENERIC_MULTIPART and
GENERIC_MULTIDOC:

1. If necessary, start the Content Manager System Administration Client and log
on with administrator privileges.

2. Click Data Modelling in the tree view on the left to expand this folder.
3. Right-click the Item Types folder.

4. Select New from the context menu. A tabbed notebook opens with the
Definition page in front.

5. On the Definition page, enter a name for the item type in the Name field.
6. From the Item type classification drop-down list, select Document.

7. Enable this item type for text search in documents by selecting the Text
searchable check box. For more information, see [Chapter 8, “Using the|
[CommonStore text-search function,” on page 175

8. Click the Document Management tab.

9. On the Document Management page, click Add. A window with the title
Define Document Management Relations opens.

10. From the Part type drop-down list, select ICMBASE and click OK. The
selected part type is listed in the box on the Document Management page.

ICMBASE is a required part type for basic parts, holding document content,
such as attachments, images, and so on.

11. Repeat step [L0| to select the part type ICMBASETEXT. Click OK. The selected
part types are listed in the box on the Document Management page.
ICMBASETEXT is a part type for text-searchable content. For the text search
function to work, the part type ICMBASETEXT must exist in the item type. In
addition, you must enable text search for the item type by setting the
TEXT_SEARCHABLE keyword to YES in the server configuration profile.

12. Click the Attributes tab. The available attributes are listed in the box on the
left.

13. To create an item type for Lotus Notes documents or attachments, select the
attributes you created for document (e-mail) archiving in [“Creating attributes”|
Also include CSLDOrigUser and CSLDOrigDB if you have
defined them. See the left column of for an example. To create an item
type for folder archiving, select all the attributes in the right column.

Table 9. Attributes for document or folder archiving

Document archiving Folder archiving
CSLDMailSubject (example) CSLDFolderName (mandatory)
CSLDMailForm (example)

CSLDPostedDate (example)

CSLDFolderAlias (mandatory)
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Table 9. Attributes for document or folder archiving (continued)

Document archiving Folder archiving

CSLDOrigUser (optional) CSLDOrigUser (mandatory)

CSLDOrigDB (optional) CSLDOrigDB (mandatory)
CSLDDocUNID (mandatory if CSLDDocUNID (mandatory if
single-instance storing is used. For more single-instance storing is used. For more
information, see [’Single-instance storing for] ~ information, see |“Single-instance storing for|
[Content Manager 8” on page 168) [Content Manager 8” on page 168)

CSLDDigSig (mandatory if you want to
archive digitally signed documents using the
special user-exit for this. Only available for
document archiving. See |"Integratin§|
lexternal software for the creation and|

verification of digital signatures” on page 148|
for more information)

To enable records management, also select the following attributes:
* eRecord (mandatory)

* eRecordID (mandatory)

* FIPInCmpntNm (mandatory)

¢ FIPInCmpntTtl (mandatory)

For the use of single-instance storing, also select the following:
+ CSCDISIS

* The child component that you have created for single-instance storing.
Make sure that the child component contains the following attributes:

— CSCRISIS

— CSLDDocUNID
— CSLDDocSeqNum
- CSLDOrigDB

— CSLDOrigUser

Important: Make absolutely sure that none of the attributes in the child
component are also defined as parent attributes for the same item type.

14. Click Add. The selected attributes are displayed in the Selected attributes and
components box on the right.

Make a note of the selected attributes. You need the names when you create
document mappings. See |“Defining document mappings” on page 91| for more
information.

To remove attributes from this box, select one or more attributes and click
Remove.

15. Click OK to complete the item type.

Creating item types for the document model BUNDLED:

1. If necessary, start the Content Manager System Administration Client and log
on with administrator privileges.

2. Click Data Modelling in the tree view on the left to expand this folder.
3. Right-click the Item Types folder.

4. Select New from the context menu. A tabbed notebook opens with the
Definition page in front.

5. On the Definition page, enter a name for the item type in the Name field.
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10.

11.

12.

From the Item type classification drop-down list, select Resource item.

From the Media Object (XDO) Class drop-down list, select the appropriate
media object class (one of the following):
* DKImageICM

Important: Do not use this media object class if you want to use the item
type in connection with the text-search function of CommonStore. See
[Chapter 8, “Using the CommonStore text-search function,” on page 175 for
more information.

* DKLobICM

* DKTextICM

Click the Default Storage tab.

On the Default Storage page, select the appropriate resource manager from the
Resource manager drop-down list.

Select a proper collection from the Collection drop-down list. Select a
collection that will store the content outside of the database. That is, choose a
collection whose name does not start with TABLE.

Click the Attributes tab. The available attributes are listed in the box on the
left.

To create an item type for Lotus Notes documents or attachments, select the
attributes you created for document (e-mail) archiving in [“Creating attributes”|
Also include CSLDOrigUser and CSLDOrigDB if you have
defined them. See the left column of for an example. To create an
item type for folder archiving, select all the attributes in the right column.

Table 10. Attributes for document or folder archiving

Document archiving Folder archiving
CSLDMailSubject (example) CSLDFolderName (mandatory)
CSLDMailForm (example) CSLDFolderAlias (mandatory)
CSLDPostedDate (example) CSLDOrigUser (mandatory)
CSLDOrigUser (optional) CSLDOrigDB (mandatory)
CSLDOrigDB (optional) CSLDDocUNID (mandatory if

single-instance storing is used)

CSLDDocUNID (mandatory if
single-instance storing is used)

13.

14.
15.

Click Add. The selected attributes are displayed in the Selected attributes and
components box on the right.

Make a note of the selected attributes. You need the names when you create
document mappings. See [‘Defining document mappings” on page 91| for more
information.

To remove attributes from this box, select one or more attributes and click
Remove.

Click OK to complete the item type.

For the new item type, that is, on the same library server, define the following
MIME type:

application/csbundled

If you use the CommonStore text-search function, also select Text-search
enabled for the MIME type. Otherwise, do not select this option.
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Indexing attributes

To optimize the search performance when the number of values in the item types
increases massively, make the attribute values part of the full-text index. This way,
a user searching for a specific attribute value can take advantage of the full-text
search engine’s more efficient search capabilities.

If the search is not aided by the full-text index, CommonStore must perform a
complete scan for the attribute value in the underlying database table of the item
type, which can be, depending on the table size, a lengthy and thus expensive
operation.

To optimize the performance as item types grow in size, you can index the
CSLDOrigDB and CSLDOrigUser attributes if these are defined in your item
types. Index these attributes in all item types used for CommonStore archiving.

To make an attribute and thus its values part of the full-text index, perform the
following steps:

1. Add the attribute to the virtual-content attribute-definition file. See |”Addin§|
[field definitions to the virtual-content attribute-definition file” on page 193]

2. Add the attribute to the set of Content Manager attributes that are processed by
the CommonStore text-search user-exit. See [“Adding Content Manager §|
[attributes to the configuration file icmfce_config.ini” on page 195

3. In the server configuration profile (usually archint.ini), in the ARCHIVE section
related to the item type, add the value CS_CMATTR to the TEXT_SEARCHABLE
keyword.

Using Content Manager 8 item-type subsets

Using Content Manager 8 item-type subsets, you can limit the view on documents
and document attributes. As an example, think of a service provider who stores
files for different customers in the same item type because the documents are
similar. The provider wants to prevent customer A from accessing customer B’s
documents and vice versa. Therefore, the service provider creates different subsets
for each customer, based on the same item type.

To use subsets, specify the name of the subset instead of the item-type name as the
value of the ITEM_TYPE keyword in the configuration profile of the CommonStore
Server (usually archint.ini). If you use multiple subsets derived from the same item
type, define a logical archive in the server configuration profile for each subset.

Configuration of item-type subsets (views) in CommonStore: The item-type
subsets are configured in the same way as if item types were used directly. Instead
of the item-type name, you must specify the name of the item-type subset in the
configuration profile of the CommonStore Server (archint.ini).

Example

ARCHIVE Al
STORAGETYPE CM
LIBSERVER ICMNLSDB
CMUSER CMUSER
ITEM_TYPE ItemTypeSubset
ARCHIVETYPE GENERIC_MULTIPART

where ItemTypeSubset is the name of an item-type subset.

Configuration of item-type subsets in Content Manager 8:
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This section describes how to create an item-type subset in Content Manager 8.
Item-type subsets are based on existing item types, so before it is possible to create
an item-type subset an item type must exist.

To create item types, see the product manual of your IBM Content Manager
product. To create an item-type subset, open the Content Manager 8 System
Administration Client and perform the following steps:

1. Click Data Modeling » Item Types > <ITEM_TYPE_NAME> - Item Type
Subsets, where <ITEM_TYPE_NAME> stands for the name of an existing item
type.

2. Right-click the Item Type Subsets folder.

3. Select New from the context menu. A tabbed notebook opens with the
Attributes page in front.

4. Specify the name and the display name of the item-type subset.
5. Specify the access control list.

6. Move the attributes that you need for the subset from the Available attributes
box to the Assigned attributes box by selecting an attribute and clicking the
Add button.

7. Select the access properties for the selected attribute.

8. Steps IEI and Izl must be performed for all attributes needed in the item-type
subset.

9. Set the attribute filter needed for the subset.
10. Click OK to complete the item-type subset.

Handling of filters in Content Manager subsets: Content Manager can restrict
access to documents by using filters. You can define filters in the configuration
object for the item-type subset (Attribute filter for view).

CommonStore makes sure that only those documents are archived in a subset that
can later be viewed and retrieved from the subset. This means, it only archives
documents that meet the filter criteria. You can choose between the following
options to make sure that filter criteria are met:

* You can include attributes for which a filter is set in an attribute mapping object.
In this case, CommonStore checks if the attribute values of the documents meet
the filter criteria and can thus be archived in the item-type subset.

* If the filtered attribute does not exist in the documents to be archived,
CommonStore can add it automatically and assign a value allowed by the filter
definition. This is only done if the attribute is not included in a property
mapping and if the keyword ADDVIEWFILTERATTR is set to ON.

Example
ARCHIVE Al
STORAGETYPE CM
LIBSERVER ICMNLSDB
CMUSER CMUSER
ITEM_TYPE ItemTypeSubset
ADDVIEWFILTERATTR ON
ARCHIVETYPE GENERIC_MULTIPART

Important: CommonStore does not check compliance with the filter criteria if a
filter is set for a multi-value attribute. Furthermore, CommonStore cannot add
attributes that are defined as multi-value attributes in Content Manager.
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Setting up a Content Manager for iSeries archive

This section explains how to prepare a Content Manager for iSeries® archive for
use with CommonStore. Be aware that it only describes a basic setup because a
discussion of all the details of an external product is beyond the scope of this
book. For information that is not covered here, see the appropriate product
manual.

Note: If a Content Manager for iSeries archive is used, the corresponding instance
of the CommonStore Server cannot work on other archives in the following archive
systems:

* Content Manager for Multiplatforms Version 7

* Content Manager for z/OS and OS/390 Version 2.3

The archive setup includes the following steps:

. |“Creating a user profile for CommonStore”|

. |“Creating an access list”|

. |"Defining key fields” on page 43|

AW DN =

. [/Creating index-classes to contain archived documents or folders” on page 46|

5. [“Other tasks for Content Manager for iSeries archives” on page 46|

Creating a user profile for CommonStore

You must ensure that the CommonStore Server, a component that you will install
later, can access your Content Manager for iSeries archive. Therefore, you must
create a Content Manager user ID with sufficient access rights on the iSeries
computer.

1. Log on to Content Manager for iSeries with the user ID of the Content
Manager administrator. This is usually QVIADMIN.

Select 1, Profile maintenance from the Content Manager menu.

Select 2, Work with user profiles.

Select 1 to create a user profile. The Create user profile panel opens.

Type the name of the user next to User ID.

It is recommended that you also type a description next to User description.

Press F4 next to Privilege set. Select *ALLPRIV from the list of existing
privilege sets.

No oo koD

8. Specify 1 (Retrieval to DASD) next to Retrieval method from optical.
9. Leave the default setting *ANY next to Initial server ID.

10. Leave the default setting Y next to Activity protocol.

11. Press CTRL.

Creating an access list

Content Manager for iSeries requires that you specify an access list when you
create index classes. Therefore, create an access list for this purpose. You can put
the user you created in [‘Creating a user profile for CommonStore”| on this access
list or just create an empty access list.

1. If necessary, log on to Content Manager for iSeries with the ID of the Content
Manager administrator (usually QVIADMIN) and select 1 for Profile
maintenance.

2. Select 4, Work with access lists.
3. Select 1 to create an access list.
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1.

12.

13.

Type the name of the access list next to Access list.
Optionally, type a description next to Text.
Press CTRL. You return to the Work with Access Lists panel.

To create an empty access list, just press CTRL again. The access list is created
and you return to the Profile Maintenance menu. To put a user profile on the
list, proceed with the following steps.

In the Option column, place the cursor next to the name of the access list you
just created.

Select 8, Work with access list entries.

In the Option column, select 1 on the first line to add a user profile to your
access list. The Add Access List Entry panel opens.

Type the name of the user profile you created in|“Creating a user profile for|
[CommonStore” on page 42{ next to User ID or press F4 to select it from the list
of available profiles.

Type *ALLPRIV next to Privilege set or press F4 to select this privilege set
from the list of available sets.

Press CTRL three times to return to the Profile Maintenance menu.

Defining key fields

To be able to search for documents in the archive using the CSLD search function
or an external application, you must create one or more key fields. Searches
become necessary if a handle to an archived document, which allows direct
retrieval, does not exist because the original document or stub has been deleted.
Key fields store, for example, the content of attribute fields like Subject or From
from an e-mail.

Creating Content Manager for iSeries key fields for CommonStore:

1.

If necessary, log on to Content Manager for iSeries with the ID of the Content
Manager administrator (usually QVIADMIN) and select 1 for Profile
maintenance.

Select 5, Work with key fields.

Place the cursor on the first line in the Option column. In the next steps, you
will create a number of key fields to be later included in the index classes you
create in [“Creating index-classes to contain archived documents or folders” on|

lpage 46

One of these fields (OrigFilename) is mandatory. Some other fields are
mandatory if you want to use certain features of CSLD, such as folder
archiving or the available security features. All other key fields are optional.
They can be created, but need not.

Note that it makes sense to create optional key fields only if equivalent fields
exist in the Lotus Notes forms used by your documents. Later, in
[document mappings” on page 91|you can map your form fields to the key
fields you define here. Use your own judgement when you create optional key
fields. Decide if the information in a form field is useful for document queries
so that it makes sense to mirror that information in the archive.

Important:

* Content Manager for iSeries restricts key field names to a maximum length
of 8 characters. The names of mandatory CSLD attributes are longer than
that. For that reason, CSLD uses the information in the Text fields rather
than the actual key field names. Therefore, type the real attribute names
next to Text rather than Key field. In consequence, you are also required to
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map Lotus Notes form fields to the descriptions in the Text fields rather
than the key field names when you define document mappings.

* Bear the limits of the Content Manager for iSeries archive system in mind
when you create attributes:

— The maximum number of key fields per index class is eight.
— The maximum length of the attribute description (Text) is 20 characters.
— The maximum length of the attribute value is 40 characters.

To give you an idea about the parameters that you must specify when
defining a key field, the left column of [Table 11| provides examples of key

fields for a standard mail database.

Note: The names of these example fields are not compulsory, and can be
replaced with names of your own choosing. In contrast, some of the
description names next to Text are mandatory; if you change them, archiving,
folder archiving or the selected security features will not work. The fields that
are meant to be examples are indicated as such. The character lengths of these

fields are also examples, and might have to be adjusted to your needs.

To use the index class for folder archiving, you must define the key fields in

the right column.

Table 11. Key fields for document or folder archiving

E-mail archiving (documents)

Folder archiving

ORGFILE (The name is an example. The
field itself, however, is mandatory:.)

Holds the original file name of archived
documents.

* Text: OrigFilename (mandatory)

* Type: Character

* Length: 40

FONAME (The name is an example. The
field itself, however, is mandatory.)

Holds the path names of archived Lotus
Notes folder structures.

» Text: CSLDFolderName (mandatory)

* Type: Character

* Length: 40

SUBJECT (example)

Holds the information in the subject field of
Lotus Notes e-mails

¢ Text: Subject (example)

* Type: Character

* Length: 40

FOALIAS (The name is an example. The
field itself, however, is mandatory.)

Holds the alias names of archived Lotus
Notes folders.

* Text: CSLDFolderAlias (mandatory)

* Type: Character

* Length: 40

ORIGUSER (optional)

Holds the Lotus Notes names of the owners
of archived documents.

¢ Text: CSLDOrigUser (mandatory)

* Type: Character

* Length: 40

ORIGUSER (The name is an example. The
field itself, however, is mandatory.)

Holds the Lotus Notes names of the owners
of archived documents.

* Text: CSLDOrigUser (mandatory)

* Type: Character

* Length: 40

ORIGDB (optional)

Holds the replica IDs of the Lotus Notes
databases that the archived documents came
from.

 Text: CSLDOrigDB (mandatory)

* Type: Character

* Length: 17

ORIGDB (The name is an example. The field
itself, however, is mandatory.)

Holds the replica IDs of the Lotus Notes
databases that the archived documents came
from.

* Text: CSLDOrigDB (mandatory)

* Type: Character

e Length: 17
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Table 11. Key fields for document or folder archiving (continued)

E-mail archiving (documents) Folder archiving

SENDER (example)

Holds the information from the From field of
Lotus Notes e-mails

 Text: Sender (example)

* Type: Character

* Length: 40

POSTED (example)

Holds the mailing dates of Lotus Notes
e-mails

e Text: DatePosted (example)

* Type: Character

e Length: 26

Important:

* When defining the CSLDFolderName key field, note that you cannot
archive folders that, represented by a string of path names, exceed 40
characters in length.

* For CSLDFolderAlias, you can specify a length of less than 40 characters if
your folders do not have alias names.

¢ CSLDOrigUser and CSLDOrigDB are required to restrict the retrieval of
archived documents to certain users and databases. Define these fields even
if you do not know whether you want to use the security features because
it is complicated to add key fields when an index class already contains
archived documents (see |[“Restricting access to archived documents” on|
for more information).

Define these key fields as optional fields because once the archive contains
data, there is no way to switch the security features off if the key fields are
defined as required fields.

 All Lotus Notes field types must be mapped to the Content Manager for
iSeries key field type Character. Bear this in mind when creating key fields
for other Lotus Notes field types.

* Like other archive systems, Content Manager for iSeries does not store
attribute values if these are longer than the defined maximum length of the
corresponding key fields. In fact, documents with attribute values like that
are not archived. Due to the limited maximum length of key fields, Content
Manager for iSeries is very prone to this kind of error. To prevent a high
number of recurring archiving failures, the attribute values must be cut off
to make sure that they fit the allowed maximum length. Therefore, the
setting of TRUNCATE_ATTRIBUTE YES in the server configuration profile is a de
facto requirement.

* Due to the limited maximum length of key fields in Content Manager for
iSeries, attribute values can often not be stored fully in this field. The
normal behavior in this situation is to reject the archiving of a document
and return an error message. You therefore need to make sure that attribute
values are cutHowever, you can use the TRUNCATE_ATTRIBUTE keyword
to reduce the actual values to the defined maximum length. In the server
configuration profile, add the following keyword to the ARCHIVE section
of the archive in question: TRUNCATE_ATTRIBUTE YES

4. Select 1 to create a key field. The Create key field panel opens.
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Type the name of the key field next to Key field.

Type the mandatory or freely chosen attribute name next to Text.
Specify 1 (Character) next to Type.

Type the required number of characters next to Length.

Press CTRL.

Repeat steps through El until you have defined all your key

fields.

©C 0 ®»NOO

Creating index-classes to contain archived documents or folders
You must create a different index class for each type of document that you want to
archive. These can be documents using the same Lotus Notes form or documents
that have the same value in a field that exists in different forms.

For example, if you use a form for e-mail documents and a form for online orders,
and you want to archive the documents that use these forms, create an index class
for the documents using the e-mail form and one for the documents using the
online-order form.

An example of the other option would be an index class for all documents that
have the value Peter Smith in the From field.

You can set up an index class to contain Lotus Notes documents or Lotus Notes
folders. It is not possible to archive both in the same index class. Therefore, you

must decide on the purpose of the index class you create. The purpose (document
or folder archive) determines which of the key fields created in

[fields” on page 43| you must select for the index class.

Creating index classes:

1. If necessary, log on to Content Manager for iSeries with *ALLPRIV rights and
select 1 for Profile maintenance.

Select 6, Work with index classes.

Place the cursor on the first line in the Option column.

Select 1 to create an index class. The Create Index Class panel opens.
Type the name of the index class next to Index class.

o ok wDN

Type the same name or an alternative name next to Text. Make a note of this
name. You must specify this name later, when you refer to the index class in
the configuration profile of the CommonStore Server (see [“Configuring the]

[CommonStore Server” on page 68| for more information).

7. Type the name of the access list you created in |“Creating an access list” on|
next to Access list or press F4 to select it from a list.

8. Type the name of a key field you defined in [‘Defining key fields” on page 43|
next to Key field 1 or press F4 to select it from the list of available key fields.

9. Specify N (No) next to Required.

10. Repeat steps [§| and El for Key field 2, Key field 3, and so on until your index
class contains all necessary key fields.

11. Press CTRL.

Other tasks for Content Manager for iSeries archives
Consider the following points when preparing a Content Manager for iSeries
archive for use with CommonStore. Take the appropriate action if necessary.
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1. Make sure that an object server is defined. To do so, select 9, Work with
servers, from the Profile Maintenance menu. At least one server must appear in
the list on the Work with Servers panel.

2. The file system of the used object directory on the object server must be of the
type Root or QDLS. To check this, select 10, Working with object directories,
from the Profile Maintenance menu.

Setting up a Content Manager OnDemand archive

This section explains how to set up a Content Manager OnDemand (CMOD)
archive to contain the documents archived by CommonStore. The information
applies to the following products:

* Content Manager OnDemand for Multiplatforms
* Content Manager OnDemand for iSeries
¢ Content Manager OnDemand for z/OS and OS/390

CMOD offers numerous configuration options. This section, however, only explains
how to create a simple archive that works with CommonStore. Refer to the CMOD
documentation for any additional settings you might need. A discussion of all the
details of an external product is beyond the scope of this book. To create the
archive, you use the OnDemand Adminstrator.

The setup of a CMOD archive for use with CommonStore includes the following
tasks:

1. [“Creating a CMOD user for CommonStore”|

2. |“Creating a CMOD application group for documents or folders” on page 48|
3. ['Creating a CMOD application” on page 52|

4. [“Creating a CMOD folder” on page 52|

5. [“Configuring the connection to a remote OnDemand server” on page 53|

Creating a CMOD user for CommonStore

You must create a CMOD user (ID) for CommonStore on the CMOD library server
that will host your backend archive. This is necessary because CommonStore must
be able to access the archive.

Create a user by following these steps:
1. Start the OnDemand Administrator.

2. In the navigation tree on the left, expand the folder OnDemand Servers by
clicking on the plus sign. A list of server names unfolds.

3. Double-click the name of the server that you want to use for your backend
archive. The Logon to Server window opens.

4. Enter your administrator user ID and password in the appropriate fields and
click OK.

5. In the navigation tree on the left, right-click Users and select New User from
the context menu. A tabbed notebook opens, with the General page in front.

6. On the General page, enter a user ID in the User ID field.
7. Enter a password for the user in the Password field.
8. Enter the password again in the Verify Password field.

Make a note of the user ID and password. You need this information when
you start the CommonStore Server for the first time.
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9. Optionally, enter a long name, for example the real name of the user, in the
Name field. You can also add a description in the Description field.

10. Select the User radio button in the User Type group box.
11. In the group box that is labeled Inactivity Time Out, select Never Time Out.
12. Click OK.

Creating a CMOD application group for documents or folders
Create CMOD application groups to hold your archived documents or Lotus Notes
folder structures.

You must create a different application group for each type of document that you
want to archive.

These can be documents using the same Lotus Notes form or documents that have
the same value in a field that exists in different forms.

For example, if you use a form for e-mail documents and a form for online orders,
and you want to archive the documents that use these forms, create an application
group for the documents using the e-mail form and one for the documents using
the online-order form.

An example of the other option would be an application group for all documents
that have the value Peter Smith in the From field.

CMOD database fields for CommonStore: CMOD database fields are required if
you want to search for documents in the archive using the CSLD search function
or an external application like the OnDemand Client.

Searches become necessary if a handle to an archived document (stub), which
allows direct retrieval, does not exist because the original document or stub has
been deleted. The CMOD database fields store, for example, the content of
attribute fields like Subject or From in an e-mail.

Some of the database fields are mandatory if you want to use certain features of
CSLD, such as folder archiving or the available security features. All other fields
are optional. They can be created, but need not.

Note that it makes sense to create optional database fields only if equivalent fields

exist in the Lotus Notes forms used by your documents. Later, in

[document mappings” on page 91]you can map your form fields to the CMOD
database fields you define here. Use your own judgement when you create
optional database fields. Decide if the information in a form field is useful for
queries so that it makes sense to mirror that information in the archive.

CMOD database fields and properties for CommonStore for Lotus Domino:

To give you an idea about the parameters that you must specify when defining a
CMOD database field, the left column of [Table 13 on page 50| provides examples of
CMOD fields for a standard Lotus Notes mail database.

Note: The names of these example fields are not compulsory, and can be replaced
with names of your own choosing. In contrast, the names of the mandatory fields
are compulsory; if you change them, CSLD folder archiving or the selected security
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features will not work. The fields that are meant to be examples are indicated as
such. The character lengths of these fields are also examples, and might have to be
adjusted to your needs.

You can also define the fields listed as example fields. To use CSLD security
features, also define the appropriate optional fields (CSLDOrigUser and/or
CSLDOrigDB. Note that the names of these fields are mandatory). To archive Lotus
Notes folders, you must define the fields in the right column of

Table 12. Database fields for document or folder archiving

E-mail archiving (documents) Folder archiving

DOC_ID (mandatory) DOC_ID (mandatory)
CONTENT_TYPE (mandatory) CONTENT_TYPE (mandatory)
WORKBASKET (mandatory) WORKBASKET (mandatory)
ITEMTYPE (mandatory) ITEMTYPE (mandatory)
FOLDER (mandatory) FOLDER (mandatory)
ORIGFILENAME (mandatory) ORIGFILENAME (mandatory)
CSLDMailSubject (example) CSLDFolderName (mandatory)
CSLDMailForm (example) CSLDFolderAlias (mandatory)
CSLDPostedDate (example) CSLDOrigUser (mandatory)
CSLDOrigUser (optional) CSLDOrigDB (mandatory)
CSLDOrigDB (optional)

DATE_TIME_C (recommended) DATE_TIME_C (recommended)
Recommendation

CSLDOrigUser and CSLDOrigDB are required to restrict the retrieval of archived
documents to certain users and databases. Define these fields even if you do not
know whether you want to use these security features because it is complicated to
add database fields if an application group already contains archived documents
(see [“Restricting access to archived documents” on page 138| for more information).

Define these database fields as optional fields because once the archive contains
data, there is no way to switch the security features off if these database fields are
defined as required fields.

When creating a new OnDemand application group, you are strongly encouraged
to add the DATE_TIME_C field, and to select the Segment check box for this field.
The segmentation of stored data is controlled by this field. If this field is missing,
the stored data is not segmented which reduces search performance and can lead
to problems when documents have expired and should be deleted.

The information that you should add this field was missing in the earlier
documentation, and consequently this field does not exist in old application
groups. However, starting with CSLD V8.4, if DATE_TIME_C is found in a new
application group, it will be filled with the archive timestamp automatically by the
CommonStore OnDemand agent. DATE_TIME_C cannot be added to existing
application groups that were created without this field.

For each field you define, properties as shown in [Table 13 on page 50| are
recommended.
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Table 13. Properties to define for each CMOD database field

Field Type Data Type  Case Type Length
DOC_ID Index String Mixed Variable 60
CONTENT_TYPE Filter String Mixed Variable 80
WORKBASKET Filter String Mixed Variable 128
ITEMTYPE Filter String Mixed Variable 254
FOLDER Filter String Mixed Variable 60
ORIGFILENAME Filter String Mixed Variable 254
CSLDMailSubject Filter String Mixed Variable 254
CSLDMailFrom Filter String Mixed Variable 100
CSLDPostedDate Filter String Mixed Variable 30
CSLDFolderName Filter String Mixed Variable 254
CSLDFolderAlias Filter String Mixed Variable 100
CSLDOrigUser Filter String Mixed Variable 254
CSLDOrigDB Filter String Mixed Fixed 17
DATE_TIME_C Filter Date/Time N/A N/A N/A

To create CMOD database fields for other Lotus Notes field types, see to
determine the proper CMOD data type.

Table 14. Lotus Notes field types and matching CMOD data types

Lotus Notes field type CMOD data type Format

Text String

Number Integer, Small Integer or Decimal

Date only Date %Y-%m-%d

Time only Time %H.%M.%S

Date and Time Variable String Minimum length 30
characters

Creating an application group:

This section describes how to create a Content Manager OnDemand application
group that includes the database fields you have defined for CommonStore.

1.

If necessary, start the OnDemand Administrator and log on to the library

server that you want to use for the application group. To log on, perform
s tough

In the navigation tree on the left, right-click the Application Groups folder,
and select New Application Group from the context menu. A tabbed
notebook opens with the General page in front.

On the General page, enter a name for your application group in the Name
field.

Click the Storage Management tab.

On the Storage Management page, select a storage set from the Storage Set
Name drop-down list.

2. Long enough to hold a path that leads to the deepest folder in your folder structure.
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6. From the Expiration Type drop-down list, select Segment or Document.
7. Click the Permissions tab.

8. On the Permissions page, select the user you created in [“Creating a CMOD)]
[user for CommonStore” on page 47]in the Users/Groups scroll box.

9. Click Add. The user name appears in the box on the right.

10. In the Document group box on the lower left, select the following for the user:
* View
* Add
* Delete
* Update
11. Click the Field Definition tab to define CMOD database fields.

12. Depending on the purpose of the application group, define an appropriate set
of fields on the Field Definition page. To archive e-mails in the application

group, you must define the mandatory fields in the left column of [Table 12 o
Hae 49

Define each field by typing the name in the Database Field Name field, and
then clicking the Add button. The field names appear in the box on the right.

Make a note of each database field you define. You need the names when you
create document mappings. See |“Defining document mappings” on page 91|
for more information.

13. Click the Field Information tab.

14. On the Field Information page, you define additional properties for the fields

ou defined in step |12} Specifiy properties for each field according to [Table 13

To define properties for a single field, proceed as follows:

a. Select the field from the Name drop-down list.
b. Select the Type of the field.

c. Select the Data Type of the field. A group box appears on the right of the
page, which allows you to specify the other values listed in
The controls in the group box change according to the selected
data type.

15. Repeat steps through for each field you have defined.
16. Click OK.

Important: Like other archive systems, Content Manager OnDemand does not
store attribute values if these are longer than the defined maximum length of the
corresponding database field. In fact, documents or messages that contain values
like that are not archived. However, you can use the TRUNCATE_ATTRIBUTE
keyword to reduce the actual values to the defined maximum length. In the server
configuration profile, add the following keyword to the ARCHIVE section of the
archive in question. See the following example:

ARCHIVE Al
STORAGETYPE 0D

TRUNCATE_ATTRIBUTE YES

CommonStore does not cut off attribute values if their completeness is considered
to be crucial. So if values that are longer than the defined maximum are to be
stored in one of the following attributes, an error is returned:

* CSLDOrigUser

* CSLDOrigDB

¢ CSLDDocUNID

Chapter 4. Installation and basic configuration 51



Creating a CMOD application
You must also create at least one CMOD application for each application group
you have created and associate the application with the application group.

1. If necessary, start the OnDemand Administrator and log on to the library server

that you want to use for the application group. To log on, perform steps
through

2. In the navigation tree on the left, right-click the Applications folder, and select
New Application from the context menu. A tabbed notebook opens with the
General page in front.

3. On the General page, specify a name for the application in the Name field. It is
recommended that you use the same name as for the application group.

4. From the Application Group drop-down list, select an application group you
created by following the steps in [’Creating a CMOD application group for|
[documents or folders” on page 48]

5. For fields of the type Date, Time, or Date/Time, click the Load Information tab.
If you did not define fields of these types, continue with step El

6. Select a Date, Time, or Date/Time field from the Application Group DB Name
drop-down list.

7. Specify the appropriate Format value. See [Table 15

Table 15. Format values for Date, Time, or Date/Time fields

Field Type Format

Date %Y %m%d

Time %H%M%S

Date/Time %Y %m%d %H%M%S

8. Repeat steps El through IZI for each Date, Time or Date/Time field.
9. Click OK.

Creating a CMOD folder

CommonStore requires that you create a folder for each archive application group,
and that you define folder fields for at least the mandatory database fields.

CMOD folders are similar to database views. When you create a folder, you define
folder fields and associate them with the database fields of your application
groups. Normally, this feature is used to restrict the number of database fields that
authorized users are allowed to view and search because applications like the
OnDemand Client search the information in the folders.

However, CommonStore requires that you create a folder for each archive
application group, and that you define folder fields for at least the mandatory
database fields. To create such a CMOD folder, follow these steps:

1. If necessary, start the OnDemand Administrator and log on to the library

server_that you want to use for the application group. To log on, perform
step through L on page 7]

2. In the navigation tree on the left, right-click the Folders folder, and select New
Folder from the context menu. A tabbed notebook opens with the General
page in front.

3. On the General page, specify a name for the folder in the Name field. It is
recommended that you use the same name as for the application group and
the application.
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4. From the Application Groups drop-down list, select one of the application
groups you have created in[‘Creating a CMOD application group for|
[documents or folders” on page 48|

5. Click Add. The selected application group appears in the box on the right.
This action allows you to refer to the fields in an application group.
6. Click the Permissions tab.

7. On the Permissions page, select the user you created in [‘Creating a CMOD)]
[user for CommonStore” on page 47| from the Users and Groups drop-down
list.

8. Click Add. The user name appears in the box on the right.

9. Select the Access check box for this user.
10. Select the Fields check box for this user.
11. Select the Yes radio button in the User/Group Fields box for this user.
12. Click the Field Definition tab.

13. On the Field Definition page, define folder fields for the fields of the
application group you selected in step El

For any folder fields representing database fields of the type Date, Time, or
Date/Time, select the corresponding Field Type. For all other folder fields,
select a Field Type of String.

Select a Mapping Type of Single for all other folder fields.
14. Click the Field Information tab.

15. For folder fields representing database fields of the type Date, Time, or
Date/Time, select the field in question from the Name drop-down list and
specify the appropriate Display Fmt and Defaults Fmt values. See

Table 16. Display Fmt and Defaults Fmt values for Date, Time, or Date/Time fields

Field Type Display Fmt Defaults Fmt

Date %m/%d/%Y %m/%d/%Y

Time %H:%M:%S %H:%M:%S

Date/Time %m/%d/%Y %H:%M:%S %m/%d/%Y %H:%M:%S

16. Click the Field Mapping tab.

17. On the Field Mapping page, map your folder fields to application group fields
(database fields). To do so, proceed as follows:

a. Select one of the folder fields you have defined from the Name drop-down
list.

b. Select an application group field in the box at the bottom of the page.
c. Click Add. The mapping appears in the box on the right.

d. Repeat steps through until each application group field is mapped
to a folder field.

18. Click OK.

Configuring the connection to a remote OnDemand server

If the OnDemand server holding your application group resides on a system other
than the one on which CommonStore runs, you must perform a few configuration
steps to make sure that the remote server can be accessed.

Configuring the connection to a remote CMOD server if CSLD is on an AIX
system:
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1.

Edit the ars.ini file and add an entry for the OnDemand server. Include the host
name and the port number, as in the following example:

[@SRV@_ARCHIVE]
HOST=mckinley.boulder.ibm.com

PROTOCOL=2

PORT=1500

SRVR_INSTANCE=ARCHIVE
SRVR_INSTANCE_OWNER=root
SRVR_0D_CFG=/opt/ondemand/config/ars.cfg
SRVR_DB_CFG=/opt/ondemand/config/ars.dbfs
SRVR_SM_CFG=/opt/ondemand/config/ars.cache

Make sure that the value of the ODHOST keyword of the corresponding
archive definition in the server configuration profile (usually archint.ini)
matches the value of SRVR_INSTANCE. In the previous example, this value is
ARCHIVE. The ODHOST keyword is discussed in|’Adapting the sample profile|
[for Content Manager OnDemand archives” on page 70.]

Configuring the connection to a remote CMOD server if CSLD is on a Windows
system:

1.

© o N O

10.

11.
12.

Start the OnDemand Configurator on the system hosting CSLD. (The
OnDemand Configurator was installed as part of the CMOD server you
installed as the connector to your archive server.)

Right-click the File folder and select New Server. Complete the necessary
steps to create a local definition of the remote server.

Expand the new server definition in the tree view.

Select the item Instances under the name of your new server instance. An

instance appears in the right pane. This is the default instance of your new
server definition. The name of this instance varies.

Right-click the default instance in the right pane and select New. A wizard
opens.

Enter a name for the instance in the appropriate field on the first wizard page.
Click Next to go to the next page.

Select Remote Library Server.

In the Library Server Name field, enter the TCP/IP host name or the IP
address of the OnDemand server.

Optionally, click the Communications button. This allows you to change the
port number for the server connection, which is 1445 by default.

Click Finish.

Make sure that the value of the ODHOST keyword of the archive definition in
the server configuration profile (usually archint.ini) matches the name of the
remote server instance. This is the name you gave the new instance in step Ia
The ODHOST keyword is discussed in [“Adapting the sample profile for
[Content Manager OnDemand archives” on page 70|

Running CommonStore with OnDemand in a multilingual
environment

You can run Content Manager OnDemand for Multiplatforms 8.3 in a multilingual
environment.

The following requirements must be met:

* The Content Manager OnDemand server version must be 8.3.

¢ The Content Manager OnDemand library server database must be set up in

UTE-8.
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Setting up a CMOD UTF-8 database on AIX:

1.

After installing the CMOD server, check the ars.cfg file for the following values:

ARS_LANGUAGE=ENU

ARS_CODEPAGE=1208

ARS_CODESET=UTF-8

ARS_LOCALE=en_US

ARS_USE_LOCALE=1

If the values are not the same, change them. Add missing parameters if
necessary.

To create the CMOD database, use the arsdb command from the CMOD
command line:

arsdb -c

A UTF-8 database with the name ARCHIVE is created.

When the creation of the database has finished, check whether the database has
been created as a UTF-8 database. Open a DB2 command-line window and
enter the following command:

db2 get db cfg for ARCHIVE

where ARCHIVE is the instance name. The database code page must be set to
1208 and the database code set must be set to UTF-8.

If the database settings are correct, the settings for the CMOD system log

facility must be created. For an OnDemand instance named ARCHIVE, enter
the following command:

arssyscr -I ARCHIVE -1

Before starting the OnDemand server, make sure that the environment locale of
the shell is set to EN_US.UTF-8. This can be configured by a script, for
example:

#!/bin/ksh

export LANG=EN_US.UTF-8
/usr/1pp/ars/bin/arssockd

After that, the setup of the CMOD UTF-8 database is complete.

Setting up a CMOD UTF-8 database on Windows:

1.

After installing the OnDemand server, check the registry key
HKEY_LOCAL_MACHINE\IBM\OnDemand for WinNT\
@SRVR@_ARCHIVE\CFG (ARCHIVE must be the instance name) for the
following values:

ARS_LANGUAGE=ENU

ARS_CODEPAGE=1208

ARS_CODESET=UTF-8

ARS_LOCALE=en_US

ARS_USE_LOCALE=1

If the values are not the same, change them. If necessary, add missing
parameters to the registry.

To create the CMOD database, you can use the arsdb command from the
command line. To create an OnDemand instance named ARCHIVE, enter the
following command:

arsdb -cv

When the creation of the database has finished, check whether the database is
created as a UTF-8 database. Open a DB2 command-line window and enter the
following command:

db2 get db cfg for ARCHIVE
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where ARCHIVE is the instance name. The database code page must be set to
1208 and the database code set must be set to UTE-8.

5. If the database settings are correct, create the settings for the OnDemand
system log facility. For an OnDemand instance named ARCHIVE, enter the
following command:

arssyscr -I ARCHIVE -1

This completes the setup of an OnDemand UTF-8 database.
Setting up a Tivoli Storage Manager archive

This section explains how to set up a Tivoli Storage Manager (TSM) archive for use
with CommonStore.

If you use tape drives or optical disks for archiving, you must perform additional
steps to configure the server for the chosen storage media. Information on how to
do this is not provided here because a discussion of all the details of an external
product is beyond the scope of this book. This section merely describes a simple
setup, which allows you to archive documents on the computer where the TSM
server is installed. For all other information, see the appropriate product manual.

Setting up a basic TSM archive comprises the following steps:

1. [“Registering a TSM node for CommonStore”]

2. [‘Creating a TSM management class”|

3. ['Creating a TSM archive copy group” on page 57|
4. |"Activating the STANDARD policy set” on page 57|

Registering a TSM node for CommonStore

You must register a new TSM node for CommonStore.

1. From a command prompt, change to the directory in which the program
dsmadmc is installed.

2. Enter dsmadmc to start the command-line interface for administering the TSM
server.

3. Log on with the user ID and password of an administrator. If you have just
installed TSM, the initial user ID and password are both admin. After a
successful logon, the TSM prompt is displayed: tsm: <NODE>

4. Enter the following command to register a new node for CommonStore:
register node <name> <password> archdel=yes

where <name> is the name of the new node and <password> the password to log
on to that node. The parameter archdel=yes specifies that the node can be
deleted.

Creating a TSM management class

Create a new TSM management class.
1. If necessary, start the dsmadmc program and log on to the TSM server.
2. Enter the following command to create the management class:

def mgmtclass standard standard <class_name>
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where <class_name> is the name of the new management class, for example
CSLDMAIL. The additional parameters standard standard specify that the
management class is to be created in the STANDARD policy domain, using the
STANDARD policy set.

Creating a TSM archive copy group

Create a TSM archive copy group:
1. If necessary, start the dsmadmc program and log on to the TSM server.
2. Enter the following command to create the archive copy group:

def copygroup standard standard <class_name> type=archive
dest=diskpool retver=nolimit ser=static

where <class_name> is the name of the management class you created in step El
The other parameters specify the following:

standard
Use the STANDARD policy domain.

standard
Use the STANDARD policy set.
type=archive
Create an archive copy group as opposed to a backup copy group.

dest=diskpool
Use DISKPOOL (hard drives) as the primary storage pool.

retver=nolimit
There is no restriction with regard to the number of days that a file is kept
in the copy group. Files will stay in the copy group indefinitely.

ser=static
Makes sure that a file is only archived by TSM if it is not being modified.
TSM attempts to archive a file only once.

Activating the STANDARD policy set

Before activating the STANDARD policy set, make sure that no configuration
errors occurred.

1. If necessary, start the dsmadmc program and log on to the TSM server.
2. Enter the following command to validate the STANDARD policy set:

validate policyset standard standard

If the configuration was successful, a message similar to this one is displayed:

ANR15151 Policy set STANDARD validated in domain STANDARD
(ready for activation).

3. If no errors were detected during the validation, you can activate the policy set
by entering the following command:

activate policyset standard standard

You receive a response similar to this one:
ANR15141 Policy set STANDARD activated in policy domain STANDARD.
4. To quit the dsmadmc program, enter quit.
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Using Tivoli Storage Manager options
CommonStore supports the following Tivoli Storage Manager options:

* PASSWORDACCESS PROMPT
* PASSWORDACCESS GENERATE

Both options are specified on the client side rather than on the Tivoli Storage
Manager server. See the necessary settings for each option below.

Tivoli Storage Manager option settings: shows the settings for the
options PASSWORDACCESS PROMPT and PASSWORDACCESS GENERATE.

Table 17. Settings for the Tivoli Storage Manager options PASSWORDACCESS PROMPT
and PASSWORDACCESS GENERATE

PASSWORDACCESS PROMPT PASSWORDACCESS GENERATE

dsm.sys SERVERNAME <my_srv> SERVERNAME <my_srv>
or<my_srv>.opt ~ PASSWORDACCESS PROMPT PASSWORDACCESS ~ GENERATE
NODENAME <my_node>
archint.ini ARCHIVE <xx> ARCHIVE = <xx>
STORAGETYPE TSM STORAGETYPE TSM
SERVER <my_srv> SERVER <my_srv>
MGMT_CLASS  <my_mgmt> MGMT_CLASS  <my_mgmt>

ADSMNODE <my_node>

The node is specified in the <my_srv>.opt file or in the server configuration profile,
but never in both files (see the table above).

The use of PASSWORDACCESS PROMPT presupposes that you specified a
password for the Tivoli Storage Manager node that the option relates to. You must
specify the same password when you install CommonStore:

archpro -f serverpasswd

This password is used for all connections. When it expires, update it on the Tivoli
Storage Manager server and (if a new password is used) on the CommonStore
Server.

The use of PASSWORDACCESS GENERATE presupposes that you manually set an
initial password for the node that the option relates to. You must specify this initial
password when you connect to the Tivoli Storage Manager node for the first time.
Tivoli Storage Manager changes the initial password to an automatically generated
one after the first access. Later, Tivoli Storage Manager updates the generated
password automatically. The generated password is stored in a safe place on the
client machine and on the Tivoli Storage Manager server. All subsequent
connections are established by using the generated password.

Connect to the Tivoli Storage Manager node for the first time by entering the
following commands in a Command Prompt window:

1. dsmc -se= <my_srv> (login on TSM server)

2. dsmc> g mgm (query management classes)

After entering the command for querying the management classes, Tivoli Storage
Manager prompts you for the initial password.
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Recommendation

PASSWORDACCESS PROMPT is easy to set up. This setting is recommended for
initial testing. PASSWORDACCESS GENERATE is a little more difficult to set up,
but once this step is done, you no longer need to concern yourself with passwords
and password expiration. The latter is therefore the preferable solution for
everyday use of CommonStore.

Installing CSLD on AIX

This section describes how to install the CSLD software on an AIX system.

Before you start

Make sure that you fulfill the installation prerequisites.

1. Check the list under [“Software prerequisites” on page 26

2. Make sure that the software for the computer or system running CSLD is
installed on your system.

Installing the CSLD software package

To install the CSLD software package, follow these steps:
1. Log on as root user to your AIX computer.

2. To install from the product CD, insert the CommonStore for Lotus Domino
CD in your CD-ROM drive.

Open a command-line window.

Enter smitty.

Select Software installation and maintenance.

Select Install and update software.

Select Install and update from latest available software.

Enter the mount point of the installation drive, for example /dev/cdrom.
Press the F4 key to list installable software packages.

Select the CSLD package. It might happen that the CSLD is not listed if you
do not install from the CD. The reason is usually an obsolete toc file. To
correct this error, proceed as follows:

© 0N

—_

a. Exit smitty.
b. Delete the current toc file.
C. Restart smitty.

Hint: If you transfer the installation package from another computer, check if
you have sufficient access rights to perform the installation.

11. Press the F7 key.
12. Start the installation by pressing the return key.

Enabling I/O completion ports

Make sure that the I/O completion ports are enabled on your AIX system. To do
SO, you can use smitty:

1. Log on to the AIX computer as root user.
2. Open a command-line window.
3. Enter smitty.
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4. Select Devices.

5. Select I/O Completion Ports. The status of the I/O completion ports is
displayed. If they are not enabled, enable them by selecting the appropriate
option on the panel.

Creating a user ID for CSLD

It is recommended that you create a user ID especially for the purpose of running
CSLD. To create a user ID, you can again use the smitty program. Proceed as
follows:

1. Log on to the AIX computer as root user.
Open a command-line window.

Enter smitty.

Select Security & Users.

Select Users.

Select Add a User.

Create a user, for example, with the name CSLD.

N oo weN

Setting up the AIX environment for CSLD

After installing CSLD on AIX 5.2 or 5.3, CSLD cannot be started because the
dependent module libvacbaseb.a (core50.s0) cannot be loaded. To start CSLD, copy
/usr/vacpp/lib/aix50 to aix52 or aix53 depending on your OS level.

CSLD is delivered with shell scripts setting up the environment correctly when
run. It is advisable to copy these scripts to the home directory of the user you
created in [’Creating a user ID for CSLD.”| This enables you to adapt them to your
needs. Additionally, running the scripts from the home directory of the CSLD user
ensures that no one else can modify the CSLD environment. Proceed as follows:

1. Log on to your AIX computer using the ID you created in [“Creating a user ID)
or CSLD.”

2. Open a command-line window.

3. Copy the following shell scripts to the home directory of the CSLD user:
e /usr/lpp/csld/bin/csenv.sh
e /usr/lpp/csld/bin/notesenv.sh

4. Change to the home directory of the CSLD user.

5. Open the the log-on profile of the CSLD user (.profile) in an editor and add the
following lines:

. $HOME/csenv.sh
. $HOME/notesenv.sh

6. Verify that the paths in the notesenv.sh file point to the correct Lotus Notes
installation directories.

7. Save your changes and close the profile. The shell scripts run automatically
when the CSLD user logs on. This ensures that the necessary environment
variables are always correctly set when you want to run CSLD.

To set the environment variables immediately, run the log-on profile of the
CSLD user by entering the following command:

. ./.profile
8. Create a directory named notesdata in the home directory of the CSLD user.
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9. To change the language (locale) used to extract messages from the message
catalog and display them on the console, refer to the AIX operating system
manual or man pages.

Additional configuration for users of Content Manager 8

You must perform a few extra steps to customize your environment if your archive
system is Content Manager 8. If you use another archive system, skip this section.

Content Manager 8 users must perform the following steps:

1. [“Setting the DB2 environment”]
2. [“Setting JDBC to level 27|

3. [“Setting the environment for the Content Manager 8 connector”’

N

. "Applying the environment settings” on page 62|

Setting the DB2 environment

To set the DB2 environment for Content Manager 8, you must run the db2 profile
program. It is recommended that you modify the logon profile (.profile) of the
CommonStore instance user so that the environment is set automatically at each
logon.

Add the following entry to the /.profile file of the CommonStore instance user:
. /home/db2inst1/sq11ib/db2profile

Note the space between the period (.) and the first slash (/).

Setting JDBC to level 2

For Content Manager 8, you must use JDBC level 2. DB2 Version 8.1 uses JDBC
level 2 as the default. You do not need to change anything. However, DB2 Version
7.2 uses JDBC level 1. If your version of DB2 is 7.2, you must run a small program
called usejdbc2 to correct the JDBC level.

Add the following line to the logon profile (.profile) of the CommonStore instance
user so that the correct level is set at each logon:

. /home/db2inst1/sql1ib/usejdbc2

Note the space between the period (.) and first slash (/).
Setting the environment for the Content Manager 8 connector

To apply the correct environment settings for the Content Manager 8 connector,
you can run a shell script called cmbenv81.sh.

To run this script automatically at each logon of the CommonStore instance user,
add one of the following lines to the logon profile (/.profile) of this user:

If your connector is an IBM Information Integrator for Content up to version 8.2
. /usr/1pp/cmb/bin/cmbenv81.sh

If your connector is the IBM Information Integrator for Content version 8.3 or
later
. /opt/1BM/db2cmv8/bin/cmbenv8l.sh

Note the space between the period (.) and the first slash (/).
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Applying the environment settings
After modifying the logon profile, the CommonStore instance user must log off
and then log on again to let the changes take effect.

Creating a link to the taf_data directory

The CSLD installation for AIX installs the TAF data file set, which is used by the
summarization function, in a subdirectory of the CSLD installation directory. This
subdirectory is called taf_data. After installing the CSLD package and creating the
CSLD instance, perform the following steps.

1. Create a link that points from the CSLD instance directory to the taf_data
directory.

2. Name the link taf data.
3. Give the ID used to start the CSLD Task instance read permissions.

Installing CSLD on Windows

This section describes how to install the CSLD software on a Windows system.

Before you start

Make sure that you fulfill the installation prerequisites.

1. Check the list under [“Software prerequisites” on page 26|

2. Make sure that the software for the computer or system running CSLD is
installed on your system.

Installing the CSLD software package

To install the CSLD software on a Windows computer, follow these steps:
1. Log on to your Windows machine with administrator privileges.
2. Insert the CommonStore for Lotus Domino CD in your CD-ROM drive.

3. Run setup.exe in the Win32 directory of the CD ROM and follow the
instructions on the screen.

Additional configuration for users of Content Manager 8

You must perform a few extra steps to customize your environment if your archive
system is Content Manager 8. If you use another archive system, skip this section.

Content Manager 8 users must perform the following steps:
1. [“Setting JDBC to level 2’

2. [“Setting the environment for the Content Manager 8 connector” on page 63

Setting JDBC to level 2

For Content Manager 8, you must use JDBC level 2. DB2 Version 8.1 uses JDBC
level 2 as the default. If you use DB2 Version 8.1, you do not need to change
anything. However, DB2 Version 7.2 uses JDBC level 1. If your version of DB2 is
7.2, you must run a small program called usejdbc2.bat to correct the JDBC level.

Run usejdbc2 from a Windows Command Prompt. The program is located in the

\sqllib\javal2 directory, which is a subdirectory of your DB2 home directory
(%DB2HOME%).
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Setting the environment for the Content Manager 8 connector

To apply the correct environment settings for the Content Manager 8 connector,
you can run a batch program called Agentenv_CMS8.bat. This program is delivered
with CommonStore.

Run Agentenv_CM8.bat from a Windows Command Prompt. If you accepted the
default installation path, this program is located in the following directory:

C:\Program Files\IBM\CSLD\bin
Verifying the system path

It is vital that the system path of the CSLD Task machine points to the directory in
which the file nnotes.dll resides.

1. Check if this is the case.

2. If it is not the case, add the path to the nnotes.dll file to the PATH environment
variable.

Note: If you have more than one nnotes.dll file, choose a path of a Lotus Notes
client installation.

Selecting another language for the message catalog

CSLD uses the language defined in the Regional and Language Settings (locale) for
extracting messages from the message catalog and displaying the messages on the
console.

To switch to another language, you must change the value of the environment
variable CSLD_LANG.

To do this:

In the CSLD shell in which you start CSLD, set the environment variable to one of
the supported languages using the shell SET command. For example, if you want
to change to German, enter SET CSLD_LANG=German.

The following languages are supported and can be used as values of the
CSLD_LANG variable.

Table 18. Support languages for CSLD_LANG

Arabic Chinese Czech
English French German
Greek Hebrew Hungarian
Italian Japanese Korean
Polish Portuguese Russian
Slovak Spanish

Creating an initial CSLD configuration for mail archiving

CSLD provides a tool that helps you to create an initial CSLD configuration that
you can use to start archiving mails without having to set any configuration data
manually.
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The initial configuration focuses only on mailbox management and compliance
archiving, that is, the document type to be archived is always assumed to be a
mail document and the backend archive supported is limited to a Content
Manager archive. You can still archive other document types and use other
backend systems with CSLD, only for these scenarios you will need to enter the
configuration definitions manually as described in other sections of the CSLD
documentation.

The configuration tool is intended only to create an initial configuration. However,
you can use the initial configuration as an example if you want to manually extend
your configuration, for example, to include further document mappings and
archives.

The initial CSLD configuration tool guides you through the environment specific
parameter settings that are required to perform an initial configuration of the
CSLD system. The initial configuration includes:

* Configuring a Content Manager 8 archive for e-mail archiving and folder
archiving

* Providing a pre-filled configuration database with CSLD task definitions for
mailbox management and journal archiving, a document mapping for e-mail
documents as well as crawler policy definitions. The configuration also includes
the settings to create the corresponding job databases.

* Setting up the CSLD server and task runtime environment (creating a server .ini
file and scripts to run the server, tasks and the crawler)

Running the initial configuration tool

When you run the initial configuration tool, all default configuration parameters
necessary to set up a complete initial CSLD configuration, including the Content
Manager item type, the CommonStore server archint.ini file, and the CSLD
configuration database are read from the CSLDAutoConfig.properties file. The
remaining environment specific parameters are queried by the tool when it is
started.

To run the initial configuration tool, you must have installed the text search
user-exit on the Content Manager server.

To create an initial CSLD configuration:

1. Run the command line tool called CSLDAutoConfig.<sh |bat> in the autoconfig
directory below the bin directory of your CSLD installation directory.

2. Add your environment specific parameters. These parameters include:
* Installation location of the CommonStore server
e CommonStore server TCP/IP host name
e Content Manager server name

* Content Manager administration User ID and password to be used by the
tool

* Content Manager user ID and password to be used as the CommonStore
archive user

* Installation location of the CommonStore text-search user exit on the Content
Manager server

¢ CSLD home server, administration ID, and password
* CSLD task user ID and password

¢ Installation location and name of the CSLD configuration database
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¢ The Domino servers to be archived by CSLD
* CSLD job database directory

3. Click StartConfig to begin the initial configuration. The individual steps that
are carried out are displayed on the console. If the initial configuration has run
successfully is displayed on the console.

4. Click Finish to close the tool.

Starting the CSLD server
To start the CSLD server:

Run the startServer_autoconfig.<sh Ibat> script in the instance directory.

The script stopServer_autoconfig.<sh | bat> stops the server.
Starting the CSLD tasks and crawler

The scripts to run and stop the CSLD tasks and the crawler are:

* startTask_<server_name>_autoconfig.<sh I bat> and
stopTask_<server_name>_autoconfig.<sh|bat> for the task where
<server_name> stands for the Domino server name

e startCrawler.<sh | bat> and stopCrawler.<sh | bat> for the crawler

What are the initial configuration settings?

After you have run the initial configuration tool, you can view the settings in the
configuration database.

Content Manager settings

The initial configuration creates two Content Manager item types for both:
¢ E-mail archiving
* CSLD folder archiving

The created item types support single-instance storing and are created as resource
items, that is as bundled archives.

CommonStore configuration settings
Server settings

On the CommonStore server side, the initial configuration creates a valid CSLD
server configuration file (called archint.ini) for communication between the Content
Manager archive and CSLD, and provides scripts to start and stop the
CommonStore server (archpro). The created configuration file is called
archint.autoconfig.ini.

Tracing in this configuration file will be set to On to ensure that everything is
traced on the CommonStore server during the initial run phase. You are
recommended to switch this tracing off again as soon as the system runs smoothly.

Database profiles

The CSLD configuration database contains configuration documents (database
profiles) for the following common e-mail archiving tasks:

* Interactive archiving
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* Policy based mailbox archiving

* Compliance (journal) archiving

The database profiles are named as follows. The xxx stands for the respective
Domino server name.

MailboxMgmt_xxx_archive
For mailbox management archiving. The polling interval is set to every 10
minutes between 8 pm and 4 am.

MailboxMgmt_xxx_retrieve
For mailbox management retrieval. The polling interval is set to every 5
seconds in 24 hours.

Journaling_xxx
For journal archiving. The polling interval here is every 15 minutes in 24
hours.

The other task profile parameters in the database profiles are set as follows:
* Mobility support is disabled
* Retrieval is permitted only to the databases that the e-mails were archived from.

* The archiving status of a task is tracked without modifying existing views and
folders. Tracing will be set to All to ensure that everything is traced during the
initial run phase. You are recommended to switch the tracing off as soon as the
system runs smoothly.

The database profiles created during the initial CSLD configuration are an example
of what document profiles for common e-mail archiving tasks could look like.
Refer to [“Creating database profiles” on page 83| for how to manually create your
own database profiles.

Document mappings

The initial configuration creates one document mapping for the Notes form memo
and includes typical e-mail attributes such as Subject, Sender, From, and CopyTo.

Refer to [“‘Defining document mappings” on page 91| for how to manually define
and create your own document mappings.

Normally, documents are added to different archives based on a document’s
@CSDocumentDate. To support this, two special document mappings are created
during the initial configuration, one for emails, whose @CSDocumentDate is
sometime in 2005 and one where it is sometime in 2006. However, these mappings
will not be activated during the initial configuration and have been included for
you to use as an example of how to exploit special mappings to distribute mails
across different archives. To create your own special mappings, refer to
[special mappings” on page 103 |

Content type mappings

The set of content type mappings for the initial configuration includes documents
that map many of the file extensions encountered in e.mail archiving to their
corresponding MIME types.

To define your own content type mappings, refer to|Defining content-type]
[mappings” on page 100
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Policies

The following policies are included in the initial configuration to support e-mail
archiving:

MailboxMgmt default
This policy selects all documents for archiving that have not been modified
in the past 90 days and have not yet been archived (CSNDArchivelD is not
set). The required parameters in the policy are archiving type Entire and
archiving format Notes with subsequent document stubbing.

Journaling default
This policy selects all documents for archiving. The required parameters
are archiving type Entire and archiving format Notes with subsequent
document deletion.

Restubbing default
This policy selects all documents that have not been modified in the past
30 days and is limited to documents that have already been archived
before (where CSNDArchivelD is set). The required parameters are
archiving type Entire and archiving form Notes with subsequent document
stubbing.

Retention 2 years, Retention 5 years, or Retention 10 years
These policies select documents with creation dates older than 2 years, 5
years, and 10 years.

To create your own archiving or deletion policy in the configuration database, refer
to [‘Creating archiving and deletion policies” on page 105

Database sets

The database sets associated with the pre-configured policies are:

MailboxMgmt default
Uses the MailboxMgmt default and the Restubbing default pre-configured
policies

Journal _<xxx>
Uses the Journaling default policy where xxx stands for the Domino server
name

No database sets have been added to the initial configuration for the retention
policies. If you want to use any of the example retention policies, you must
associate a database set with these policies manually. For how to do this, or for
how to create a database set from the configuration database, refer to
[database or user sets” on page 108

Scheduled tasks

The initial configuration includes two crawler instances:

MailboxMgmt
This task is scheduled to run daily at 8 pm and runs against the
MailboxMgmt default database set.

Journaling
This task is scheduled to run once every hour and runs against the
Journal_<xxx> database sets.
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For information on how to define scheduled tasks, refer to [“Defining scheduled|
[tasks” on page 109

Configuring the CommonStore Server

Essentially, configuring the CommonStore Server means to modify the server
configuration profile to tell the CommonStore main program archpro which
backend archives and parameters to use. The server configuration profile is a text
file that is called archint.ini unless you use more than one instance of the
CommonStore Server. In the latter case, each additional instance has its own server
configuration profile with a different name.

CommonStore is delivered with sample profiles for each supported backend
archive. Thus you can copy the appropriate sample profile and modify the copy
instead of creating a profile from scratch.

There are numerous keywords you can add to the profile to fine-tune the behavior
of the CommonStore Server. See [Appendix A, “Keywords in the server|
[configuration profile,” on page 271 for more information. This section, however,
discusses only the very basic settings so that you can start using CSLD.

See the appropriate section for your archive system:

* |“Adapting the sample profile for Content Manager 8 archives”|

+ |“Adapting the sample profile for Content Manager for iSeries archives” on page

69

* [“Adapting the sample profile for Content Manager OnDemand archives” on|

page 70|

+ [“Adapting the sample profile for Tivoli Storage Manager archives” on page 71|

Adapting the sample profile for Content Manager 8 archives

To create a server configuration profile for a Content Manager 8 archive, follow

these steps:

1. Open the sample profile archint_sample_cm8.ini in an editor. If you accepted the
default installation path, this file resides in one of the following directories on
the computer or system where CSLD is installed:

AIX  /usr/lpp/csld/bin
Windows
C:\Program Files\IBM\CSLD\Server\instance01
2. Save the file as archint.ini in the same directory.
3. Use the search function of your editor to locate the following section:

ARCHIVE Al
STORAGETYPE CM
LIBSERVER  LIBSCM
ITEM_TYPE  CSLD_MAILDEMO
CMUSER CSLD
ARCHIVETYPE GENERIC_MULTIDOC

4. Change the values of the following keywords to reflect your own setup:

ARCHIVE
You can replace Al with a name of your choice. Write down the name that
you enter. You need it in later steps.
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LIBSERVER
Replace LIBSCM with the (alias) name of the library server.

ITEM_TYPE

Replace CSLD MAILDEMO with the name of the item type you created in
“Creating item types for the document models GENERIC_MULTIPART and|
GENERIC_MULTIDOC” on page 37| or ['Creating item types for the
document model BUNDLED” on page 38|

CMUSER
If you did not create a user named CSLD in [“Creating a Content Manager §|
larchive user ID for CommonStore” on page 30 replace CSLD with the name
you chose. Otherwise leave the line as it is.

Add the following line directly under the line starting with CMUSER to enable
text search operations in your archive:

TEXT_SEARCHABLE YES

Note: In section [“Creating item types for the document models|
[GENERIC_MULTIPART and GENERIC_MULTIDOC” on page 37,you created a
text-searchable item type. Although this is not necessary, it was made part of
the instructions because it is difficult to change an existing item type later on.
In [“Creating item types for the document model BUNDLED” on page 38| this
was left as an option. However, if you did select Text-searchable for a
BUNDLED item type, you also have to set the keyword here.

6. Save your changes.

Adapting the sample profile for Content Manager for iSeries

archives

To create a server configuration profile for a Content Manager archive, follow these
steps:

1.

Open the sample profile archint_sample_cm400.ini in an editor. If you accepted
the default installation path, this file resides in the following directory on the
computer or system where CSLD is installed: C:\Program Files\IBM\CSLD\
Server\instance01

Save the file as archint.ini in the same directory.

Use the search function of your editor to locate the following section:

ARCHIVE Al
STORAGETYPE VI400
INDEX_CLASS CSLD_MAILDEMO
LIBSERVER LIBSVI
VIUSER CSLD

TRUNCATE_ATTRIBUTE ON
Change the values of the following keywords to reflect your own setup:

ARCHIVE
You can replace Al with a name of your choice. Write down the name that
you enter. You need it in later steps.

INDEX_CLASS
Replace CSLD MAILDEMO with the name of the index class you created in
“Creating index-classes to contain archived documents or folders” on page]
m|
LIBSERVER
Replace LIBSVI with the name of the Content Manager library server that
your index class belongs to.
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VIUSER
If you did not create a user named CSLD in [“Creating a user profile for]
[CommonStore” on page 42| replace CSLD with the name you chose.
Otherwise leave the line as it is.

5. Save your changes.

Note: If a Content Manager for iSeries archive is used, the corresponding instance
of the CommonStore Server cannot work on other archives in the following archive
systems:

* Content Manager for Multiplatforms Version 7

* Content Manager for z/OS and OS5/390 Version 2.3

Adapting the sample profile for Content Manager OnDemand
archives

To create a server configuration profile for a Content Manager OnDemand
(CMOD) archive, follow the instructions in this section. The information is valid
for the following CMOD systems:

¢ Content Manager OnDemand for Multiplatforms 7.1 and 8.3
* Content Manager OnDemand for iSeries 5.2 and 5.3
* Content Manager OnDemand for z/OS and OS/390 7.1

Create a profile by following these steps:
1. Open the sample profile archint_sample_cmod.ini in an editor:

If you accepted the default installation path, this file resides in one of the
following directories on the computer or system where CSLD is installed:

AIX /usr/lpp/csld/bin
Windows
C:\Program Files\IBM\CSLD\Server\instance01
2. Save the file as archint.ini in the same directory.

3. Use the search function of your editor to locate the following section:

ARCHIVE A2
STORAGETYPE ONDEMAND
ODHOST ODSERVER
APPGROUP 'CSLD_MAILDEMO'
APPLICATION 'CSLD_MAILDEMO'
FOLDER 'CSLD_MAILDEMO'
ODUSER CSLD
4. Change the values of the following keywords to reflect your own setup:
ARCHIVE

You can replace A2 with a name of your choice. Write down the name that
you enter. You need it in later steps.

ODHOST
Replace ODSERVER with the instance name of the library server of the
application.

APPGROUP
Replace 'CSLD_MAILDEMO' with the name of the application group you

created in [“Creating a CMOD application group for documents or folders”|
fon page 48] Enclose the name in single quotes.

APPLICATION
Replace 'CSLD_MAILDEMO' with the name of the application you created in
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|“Creating a CMOD application” on page 52 and associated with your
application group. Enclose the name in single quotes.

FOLDER
Replace 'CSLD MAILDEMO' with the name of the folder you created in
[“Creating a CMOD folder” on page 52]Enclose the name in single quotes.

ODUSER
If you did not create a user named CSLD in [“Creating a CMOD user for]
[CommonStore” on page 47, replace CSLD with the name you chose.
Otherwise leave the line as it is.

5. Save your changes.

Adapting the sample profile for Tivoli Storage Manager
archives

To use CSLD with Tivoli Storage Manager (TSM), create an appropriate server
configuration profile.

In addition, the following steps are required for TSM archives:

1. [“Creating client option files” on page 72|

2. [‘Setting environment variables for TSM API clients” on page 72|

Creating a server configuration profile for TSM

To create a server configuration profile for a Tivoli Storage Manager (TSM) archive,
follow these steps:

1. Open the sample profile archint_sample_tsm.ini in an editor. If you accepted the
default installation path, this file resides in one of the following directories on
the computer or system where CSLD is installed:

AIX  /usr/lpp/csld/bin

Windows
C:\Program Files\IBM\CSLD\Server\instance01
2. Save the file as archint.ini in the same directory.

3. Use the search function of your editor to locate the following section:

ARCHIVE Al
STORAGETYPE TSM
SERVER ADSMSERV
MGMT_CLASS CSLD_MAILDEMO
ADSMNODE CSLD
4. Change the values of the following keywords to reflect your own setup:
ARCHIVE

You can replace Al with a name of your choice. Write down the name that
you enter. You need it in later steps.

SERVER
Replace the sample name with the name of the TSM server you logged on
to in [“Registering a TSM node for CommonStore” on page 56

MGMT_CLASS
If you created a management class with a name other than
CSLD_MAILDEMO in [“Creating a TSM management class” on page 56 |
replace CSLD_MAILDEMO with the name of your management class.
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ADSMNODE

If you registered a node with a name other than CSLD in

[TSM node for CommonStore” on page 56| replace CSLD with your node
name.

5. Save your changes.

Creating client option files
A Tivoli Storage Manager archive server is addressed in the server configuration
profile by the following keywords:

e ARCHIVE xx
e STORAGETYPE TSM
¢ SERVER servername

If the Tivoli Storage Manager server is on a Windows system, there must exist a
separate client option file servername.opt containing all Tivoli Storage Manager
parameters required for connecting to the specified server. It is recommended that
you keep all client option files in a separate directory. To create the client option
files, you can use the following procedure:

1. Copy the dsm.opt file, which comes with your Tivoli Storage Manager product
package, to the appropriate directory.

2. Create another copy of the dsm.opt file under another name in the target
directory. Specify the new name by replacing the prefix dsm with the required
server name. You now have a copy of dsm.opt and the required servername.opt
file.

All client option files must reside in the same directory. This directory must
contain a copy of the dsm.opt file. Although CommonStore ignores the contents of
dsm.opt, dsm.opt must exist, and the environment variable DSMI_CONFIG must
point to it. To avoid potential errors, it is recommended that you delete the content
of the dsm.opt file, that is, keep it as an empty file. See [‘Setting environment]
[variables for TSM API clients.”|

If the Tivoli Storage Manager server is on a UNIX system, an entry with the same
name for each server must exist in the dsm.sys file. This file contains all the Tivoli
Storage Manager parameters required for connecting to the specified server. Edit
this file and add entries for each server as necessary. In addition, a file named
dsm.opt must exist. Although CommonStore ignores the contents this files, it need
to be there, and the environment variable DSMI_CONFIG must point to it. To
avoid potential errors, it is recommended that you delete the content of the
dsm.opt file, that is, keep it as an empty file. See ['Setting environment variables|
[for TSM API clients.”|

Setting environment variables for TSM API clients
You need to set the following environment variables so that the Tivoli Storage
Manager API can locate certain files:

DSMI_CONFIG
Fully qualified name (path and file name) of the client option file dsm.opt.
Examples

AIX  DSMI_CONFIG=/usr/tivoli/tsm/client/api/bin/dsm.opt

Windows
DSMI_CONFIG=C:\Program Files\IBM\ CSLD\server\adsm opt\
dsm.opt
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In this example, it is assumed that you have created a directory
C:\Program Files\IBM\CSLD\server\adsm_opt containing all client
option files with the extension *.opt.

DSMI_DIR

On a Windows system, this variable points to the path that contains
dscenu.txt and any NLS message file.

On a UNIX system, this variable holds the path to the directory that
contains the dsm.sys and dsmtca files, as well as the en_US subdirectory,
and any other national language support (NLS) subdirectory. The en_US
subdirectory must contain the file dsmclientV3.cat.

Examples
AIX  DSMI_DIR=/usr/tivoli/tsm/client/api/bin

Windows
DSMI_DIR=C:\Program Files\Tivoli\tsm\api

DSMI_LOG

Path to the directory in which the Tivoli Storage Manager error log file
dsmerror.log or dsmierror.log resides.

Examples

AIX  DSMI_LOG=/usr/tivoli/tsm/client/api/bin

Windows
DSMI_LOG=C:\Program Files\IBM\ CSLD\server\adsm opt

Enrolling the CommonStore license

Note: If you use a Try & Buy license, you can skip this section.

Before you can run CSLD, you must enroll your license for the CommonStore
Server. You only have to do this initially, that is, before you start the CommonStore
Server for the first time. On the computer where CSLD is installed, perform the
following steps:

1.

If CommonStore was delivered on a CD, insert the CD. If you use a UNIX
system, mount the CD-ROM drive.

Open a command-line window and change to the instance directory. This is the
directory containing your server configuration profile (usually archint.ini).

Examples
AIX /home/<csldusr>/

where <csldusr> is the ID of the user you created for the purpose of
running instances of the CommonStore Server.

Windows
C:\Program Files\IBM\CSLD\Server\instance01
Enter the following command:
archpro -f Ticense
A screen similar to this one is displayed:

> archpro -f license
>

>
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5.

> khhkkhkhkhkhkhkhkhkhkhkhkhkhhkhkhhhkhhhkhhhhkhhhkhkhkhkhkhhhdhhhhdhhhhdhhdhhhhhhhhhhhhhhdrhhxx
> * IBM CommonStore - Server 8.4.0.0 *
> * (c) Copyright IBM Corporation, 1997, 2007. A1l rights reserved.*
> * Build 8.4.0.0, Compiled at Sep 5 2007. *
> khkhkhkhkhkhkhkhkhkhkhkhkhkhhhkhhhkhhhhhhhhhhhhhhhhhdhhdhdhdhdhdhdhhhhhhhhhhhhhdrhhdkdddx

>
> (SS02131I: Please enter the name of the certificate file:

Enter the name of the license file including the full path. The license file resides
in a directory called licensekey. Depending on the delivery method, this
directory is located in the root directory of the CommonStore CD or in the
directory you chose to unzip the CommonStore package.

Examples

AIX  /cdrom/licensekey/CSLD8.lic

Windows
E:\licensekey \CSLD8.lic

Press the Enter key.

Note: To use more than one instance of the CommonStore Server, you must enroll
a license for each instance. See [“Creating multiple server instances” on page 159|
for more information.

Starting the CommonStore Server for the first time

Start the CommonStore Server:

1.

4.

for more information.

If necessary, open a command line window and change to the instance
directory.

Enter the following command to permit CommonStore access to your backend
archives. You only have to do this once, before you start the CommonStore
Server for the first time. If the archive server password has changed, this log-on
password for CommonStore should also be updated:

archpro -f serverpasswd

Note: If the archive server password has changed, this log-on password for
CommonStore must also be updated.

You are prompted for the passwords of each archive defined in the server
configuration profile (archint.ini file). In addition, you might be prompted for
the names of a logon server and a node. The passwords are written to the
server configuration file archint.cfg in encrypted form. See|“archpro” on page

Enter the passwords you are prompted for.

You specified the passwords when you worked yourself through one or more
of the following sections, depending on the archive systems that you use:

+ |“Creating a Content Manager 8 archive user ID for CommonStore” on page]
50

* [“Creating a user profile for CommonStore” on page 42|

+ [“Creating a CMOD user for CommonStore” on page 47|

+ [“Registering a TSM node for CommonStore” on page 56|

Enter archpro.

The CommonStore Server starts. The startup procedure is complete if one of the
last lines reads:
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Archpro is fully initialized.
Hint for users of Try & Buy licenses
If you use a Try & Buy license, a message is displayed saying that a license file

could not be found. In that case, type 2 and press Enter to continue. The Try &
Buy license expires after 90 days.

Creating the job and configuration databases

CSLD requires a job database and a configuration database. For these databases,
CSLD provides Lotus Notes database templates. Follow these steps:

1. On the computer where CSLD is installed, change to the directory containing
the following templates:
¢ CSLDConfig.ntf
* CSLDJobs.ntf

If you accepted the default installation path, the templates reside in one of the
following directories:

AIX  /usr/lpp/csld/data

Windows
C:\Program Files\IBM\CSLD\data

2. Copy the templates to the notes\data directory of an existing Lotus Domino
server.

3. Open the template in the Domino Administrator and sign it with an
administrator ID or server ID that is valid in your environment.

4. Start the Lotus Notes client of the Lotus Domino administrator and create the
following databases on the Domino server:

CSLD Configuration
Use the template CSLDConfig.ntf to create this database.

CSLD Jobs
Use the template CSLDJobs.ntf to create this database.

Important: The database template CSLDConfig.ntf contains a script library called
CreateCSN]Jobs. You need this script library later to add CSLD functions to your
Lotus Notes users’ mail databases. To be able to work, the CreateCSNJobs script
library needs to know the names of a Lotus Domino server to be serviced by CSLD
and the corresponding job database. You can specify these names in a profile
document and then copy this document to all your users’ mail databases, or you
can hard-code the names directly into the script library. The latter method is not
recommended because you need to re-specify these names each time you replace
the script library.

Creating a user to start the CSLD Task

You need a Lotus Notes user to start the CSLD Task component, a so-called CSLD
user (the configuration and start of the CSLD Task are discussed elsewhere in this
document). All archiving and retrieval jobs will run under the ID of this user. This
ID is a regular user ID. For security reasons, it should neither be the ID of an
existing user nor the ID of the CSLD system administrator.
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Create this user like any other user. Follow the steps in the Domino Administrator’s
Guide. You can also create more than one CSLD user ID. This allows you to run
different CSLD Tasks under different CSLD user IDs.

The id file of the new user must reside in the directory that the KeyFilename entry
in the notes.ini file points to. By default, this is one of the following directories:

AIX $HOME/notesdata

Windows
notes\data

Therefore, when you have created the user ID, you must copy the corresponding
id file to the appropriate directory of the system on which the CSLD Task resides
(one of listed directories if the default location is used). Use the copy in this
directory to log on.

The user you create must be on the access control lists (ACLs) of the following
databases:

CSLD Configuration database
The CSLD user requires Reader access so that it can read the configuration
data stored in this database.

CSLD Job database
The CSLD user requires Editor access to this database. In addition, the
Delete documents check box must be selected. This access level is
necessary because CSLD must be able to read, modify, and delete job
documents that were created by somebody else.

In addition, assign the CSLD user the role [CSLDUsers]. This role makes it
possible for the CSLD user to read CSLD job documents. Job documents
are protected against unauthorized reading. Only those users who have
created job documents or have been assigned the [CSLDUsers] role are
allowed to read them. The role itself is already defined if you created the
job database from the job database template.

Databases serviced by CSLD (for example, the mail databases of your users)
The CSLD user requires Editor access to these databases, plus the right to
Delete documents. This access level is necessary because CSLD must be
able to read, modify, and delete documents that were created by somebody
else.

Setting up the Lotus Notes environment for CSLD

You need to adjust the Lotus Notes environment for CSLD. CSLD provides sample
notes.ini files that you can adapt to fit your environment. The sample notes.ini files
contain only entries that are absolutely necessary to run CSLD. In addition, using
these files makes it unnecessary to specify a password for the CSLD user.

The names of the sample notes.ini files are:

For AIX:
AIX_sample_notes.ini.

For Windows:
WIN_sample_notes.ini

The entries in these files are:
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Directory
Enter the full path to the directory in which the names.nsf file resides that
you want CSLD to use as the local address book. A separate Notes
directory for each CSLD instance, each of which containing a copy of
names.nsf and log.nsf, is recommended because it ensures that other Lotus
Notes applications do not share the same Notes session, and thus cannot
interfere with CSLD.

Make sure to match the exact case and to use the correct path separator
when you enter the path information. Specify an existing directory that can
be written to because Lotus Notes will write internal debug and other
information to it.

Location
Per default, CSLD takes the first location document it finds in its names.nsf
file. The order in which location documents are searched is alphabetical. If
you want CSLD to use the location that comes first in the alphabet, you
can leave this entry without a value. Lotus Notes will add an appropriate
value automatically on the first CSLD run. However, if you want to use
another location, enter it here. Since running CSLD with its own copy of
names.nsf is recommended, you might want to remove all location
documents but the one you intend to use and leave the specification of a
value to Lotus Notes.

MailType
Specifies where the mail database for the current key file name (see
KeyFilename) resides. Set this parameter to 0 if it resides on a server. Set it
to 1 if the mail file is a local Lotus Notes database. Generally, this
parameter will be set to 0, since it would be rather unusual to let CSLD
use a local replica of a mail database.

MailServer
Enter the name of the Domino server that the CSLD user will use as the
home server. Enter the name in full canonical format. This will also be the
server on which the CSLD crawler expects to find the Domino directory
used for user-based policies.

MailFile
Enter the relative path to the mail database of the CSLD user. Lotus Notes
expects a mail database if you configure CSLD to send error mails to
administrators or users.

KeyFilename
Set this parameter to the Lotus Notes id file of the CSLD user. This file will
be searched for in the PATH environment.

In addition to these parameters, which must be customized for each CSLD
installation, there are a few others, which can be used with their default values:

TCPIP TCPIP=TCP, 0, 15, 0

Ports Ports=TCPIP specifies that TCPIP is used for communication between
CSLD and the Domino servers it accesses.

NAMES
NAMES=names.nsf specifies the name of the address book that is used by
CSLD as the local address book.

ExtMgr_Addins
Causes CSLD to bypass the Notes password prompt. AIX_sample_notes.ini
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contains the entry ExtMgr_Addins=1ibextpwd.a, whereas
WIN_sample_notes.ini contains ExtMgr_Addins=CSLDExtPwd.d11

CSLDTimestampsInUTC
Enables or disables the conversion of timestamps to coordinated universal
time (UTC). By default, conversion to UTC is enabled. To switch it off, set
the parameter to the value 0, or remove the entry completely. See
fcoordinated universal time (UTC)” on page 133| for more information.

CSLDMimePartsInArchive
Enables or disables the support of alternative MIME parts during archiving
of MIME mails and of documents where the chosen archiving type is
Entire. The default is 0. To switch the support on, set the parameter to 1.

If you enable the support for archiving alternative MIME parts by setting
the value to 1, you must also set the keyword INDEX_ALL_MIME_PARTS
in the icmfce_config.ini file to 1 to enable indexing. See |”Enablina
falternative MIME parts in icmfce_config.ini” on page 200,

CSLDAdditionalFormNames
Extends the existing set of document Form values so that if a document
has any of the new form values, it will be considered a mail document
eligible for single-instance storing. For example,

CSLDAdditionalFormNames = forml, form2, form3

Documents that have form1, form2, or form3 as a value in the Form
document field are treated as mail documents. See [“Calculation of SIS hash|
[keys” on page 172 for more information.

CSLDAdditionalSysItems
Extends the set of fields that is used for calculating the hash key
considered during single-instance storing.

CSLDAdditionalSysItems = fieldl, field2, field3

The fields field1, field2, and field3 are added to the calculation of the hash
code key. See [’Calculation of SIS hash keys” on page 172 for more
information.

CSLDDoNotCreateViewLinks
Specifies whether VIEW links should be created or not in the result list or
result documents. Set this parameter to 1 to prevent VIEW links from
being created. If the parameter is set to 0, or if this parameter is not
specified at all, VIEW links will be created.

When you are finished adapting the sample file, proceed as follows:

For AIX:
1. Make a backup copy of your original CSLD notes.ini file.

2. Copy the modified version of AIX_sample_notes.ini as notes.ini to the
proper location.
It is possible that more than notes.ini file exits on the same AIX
machine, for example, if the Domino server is installed on this machine
as well. Ensure that the notes.ini you modify is the CSLD notes.ini and
that, as it is required to start CSLD, it is the first notes.ini listed in the
PATH environment variable.

For Windows:

* If your archiving type is Convert/ASCII or Convert/RTF, add the
following entries to the WIN_sample_notes.ini:

78  CommonStore for Lotus Domino: Administrator’s and Programmer’s Guide



EDITEXP1=ASCII Text,2, XTEXT,,.C,.H,.PRN,.RIP,.TXT,. UNKNOWN,,1,
EDITEXP3=Microsoft RTF,2, XRTF,,.DOC,.RTF,,4,

* Copy the modified version of WIN_sample_notes.ini as csld.ini to the
same directory as the existing notes.ini file.

When you start the CSLD Task as described in [“Starting and stopping the

[CSLD Task” on page 104 you must use the csld command with the -i

option to specify the location of the csld.ini file. Otherwise, the csld
program uses the notes.ini file.

Starting an automatic archiving process

The easiest way to find out if your CSLD installation works is to start an automatic
or scheduled archiving process.

1. Follow the instructions in these sections:

. |“Creating database profiles” on page 83|

[“Defining document mappings” on page 91|

[‘Defining content-type mappings” on page 100|

[“Starting and stopping the CSLD Task” on page 104|

[“Creating archiving and deletion policies” on page 105|

~® o0 T p

[‘Creating database or user sets” on page 108|

g. ["Defining scheduled tasks” on page 109|

Use the sample settings in Sample settings could not be provided for
the database profile, the document mapping, and the content-type mappings
that you need because the settings in these documents largely depend on your
requirements, and the table would grow too large if all possibilities were
covered. Therefore, merely lists these configuration documents as a
reminder so that you will not forget creating them. If controls are not covered
in this table although the table lists sample settings for the configuration
document to which these controls belong, leave the predefined control settings
as is. It might be useful to print this table before you continue.

Table 19. Test settings for automatic archiving

Configuration Notebook page Field or control Value
document

CSLD Task-related settings
Database profile
Document mapping
Content-type
mapping

Crawler-related settings

Policy Basics Policy name Any

Policy type

Archiving policy

Selection criteria Select documents by

Size (clear Age box)

Archive documents
larger than

1 KB

Request parameters | Archiving method

Notes
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Table 19. Test settings for automatic archiving (continued)

Configuration Notebook page Field or control Value
document
Database/user set Basics Name Any
Policy/Policies Select the policy you
created.
Based on User sets
Address book Pick an address book
and select a test user
from it.
Choose users Selected users
Scheduled task Databases Task name Any
Based on Server address book
Address book Select an address
book.
Job database Enter path and name
of the job database
(relative to the
notes\data directory).
on server Name of the Domino
server on which the
job database is
located (abbreviated
format)
Scheduling Scheduling mode Hourly
Run every 1 hour(s)
Administration Shutdown port Unused port number

> 1028. Make a note
of this number. You
might need it later to
stop the crawler.

Enable tracing

Yes

2. Start a crawler instance by entering the following command:

csc -n <config_db> -s <server> -p <scheduled_task> -once

where

<config_db>

is the name of your CSLD Configuration database.

<server>

is the name of Lotus Domino server on which the CSLD Configuration

database resides.

<scheduled_task>
is the name of the scheduled task document you created.

If everything is properly configured, the CSLD crawler immediately starts
selecting documents greater than 1 KB from the mail database of the selected
test user. In a subsequent step, archiving jobs are created for these documents.
The -once parameter ensures that the crawler instance runs just one time rather
than every hour (as configured in the scheduled task document).
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3. Check your job database. If you find job documents in the job database, CSLD
works and is able to connect.

4. To avoid that the documents selected for the test run are really archived, delete
the job documents.

Migrating user archives created before the deployment of CSLD

When CSLD is deployed, you can configure it to archive user e-mails stored on
their Lotus Domino servers. However, if the users had used the Lotus Notes client
archive and removed the e-mail documents from the server, CSLD is not able to
access these e-mails. To aid in moving the locally archived documents to the
central repository, CSLD has a migration tool that allows a user to submit these
archives for processing.

See |“Using migration policies” on page 111| for more information.
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Chapter 5. CSLD - Setup

This chapter describes the configuration steps that are necessary to use the
functions of CSLD.

Creating configuration documents for the CSLD Task

This section deals with the “upper half” of the CSLD Configuration database, that
is, with everything you find in the folder Configuration Profile. The documents
you can create and administer here are related to the CSLD Task.

The CSLD Task is the interface between your Lotus Domino servers and the
CommonStore Server. It processes all archiving, retrieval, deletion, and query jobs,
including those that were triggered by automatic functions. Hence the
configuration documents described in this chapter are, if not stated otherwise,
required for all CSLD functions.

The program code for the CSLD Task is installed only once per machine. By
starting the program several times, each time with another configuration
document, you can create several instances of the CSLD Task. Multiple instances of
the CSLD Task can run in parallel.

Creating database profiles

The configuration documents for the CSLD Task are called database profiles. For
example, you might have a database profile for archiving, index updates, and
deletion, and another one for retrieval and search. Most of the times when this
book uses the term CSLD Task, it refers to an instance of the task defined by a
configuration document (database profile). A database profile is thus a collection of
parameters or instructions for the CSLD Task.

To create a database profile document, follow these steps:

1. Open the CSLD Configuration database.

2. In the navigator on the left, click Configuration Profiles » Database Profiles.
3. Click New Database Profile on the action bar. A tabbed notebook opens.
4

. On each notebook page, enter parameters as required. Some parameters are
mandatory, others are optional.

a. On the Basic page, you can find the following fields and controls:

Profile name (required)
Enter a name for the profile you are creating. To start the CSLD
Task program csld.exe with this profile, you specify the name using
the -p parameter. Do not use blanks in the profile name.

CSLD Task will perform
Select the appropriate button to create a task profile for archiving or
retrieval jobs. An archive task handles document archiving, as well
as index update and document deletion. A retrieve task handles the
retrieval of individual documents as well as search requests.
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Poll between
Enter start and end times to define the active period of the CSLD
Task instance per day. The instance only processes jobs during the
specified time.

Notes:

* Make sure that none of your task instances scans the job database
for a long time without finding any jobs. Each started instance
takes up resources and thus lowers the performance of the others.
Shorten the polling interval if necessary.

* If you want the CSLD Task instance to run all day, do not enter
00:00 a.m. till 12:00 p.m. because both time specifications mean
the same. The interval is thus 0 hours long. Instead, enter 00:01
a.m. till 11:59 p.m.

* Pending jobs are always completed. This even holds true in the
following cases:
— An archiving job is started one second before the end of the
active period.
— You stop the CSLD Task program (csld.exe).

every Enter a number of seconds. Each time the specified time
interval has elapsed, the CSLD Task program csld.exe looks
for jobs in the job database.

The shortest possible interval is one second. Consider,
however, that each polling event requires a search of the job
database. Very short polling intervals thus lower the
performance.

For archiving, it is in most cases sufficient to scan the job
database once per day. For retrieval, the frequency must be
much higher because users expect an immediate response.
Start with a value of 5 seconds.

on Click the button next to the field to select the weekdays on
which you want the CSLD Task instance to be active.

Enable mobility thread
Select Yes to switch mobile user support on. Doing so results in
delayed postprocessing operations for databases that CSLD could
identify as being mobile databases with the local archiving
capability switched on. For these databases, an extra polling thread
is started.

Poll between
Only visible if Enable mobility thread is set to Yes. Set the polling
interval for the additional mobile databases thread just as described
before for ordinary user databases.

every Only visible if Enable mobility thread is set to Yes. Set the
polling frequency for the mobile databases thread as
described for ordinary databases.

on Only visible if Enable mobility thread is set to Yes. Select
the weekdays on which you want the mobile databases
polling thread to be active. Use the same method as
described before for ordinary databases.

Mobility timeout
Only visible if Enable mobility thread is set to Yes. Specify a
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number of days in this field. The period you specify sets the time
frame for delayed postprocessing. Delayed postprocessing is
performed for documents archived from mobile databases.

Example

If you specify 30 days, and the archiving type set in the policy is
Attachment, then the attachments are removed from the original
documents in mobile user databases no later than 30 days after they
were archived. The actual removal usually takes place much earlier,
that is, during the automatic archiving run started after the users
have archived the documents in their local archives. After 30 days,
however, the attachments are removed, no matter if the users have
archived the documents locally or not.

Create query results as
This set of controls is only visible if you selected Retrieval before.

Select Single hit list to present query results on a single hit list. A
list entry is created for each document that meets the search criteria.
The user who started the query retrieves documents by clicking the
appropriate button.

Select Multiple result documents to create a result document for
each archived document that meets the search criteria.

b. On the Working DBs page, you can find the following fields and controls:

Task will process jobs in
Select one of the following options to define the job source of the
CSLD Task instance:

All databases
The CSLD Task processes all jobs in the job database. This
mode may not be suitable for a large number of databases.

Important: You cannot start two or more instances in this
mode if all instances operate on the same job database. The
instances would try to process the same jobs.

Selected Domino servers
The CSLD Task only processes jobs that were created in
databases on one of the listed Lotus Domino servers. The
option is suitable for a large number of databases (for
example, e-mail archiving) because the CSLD Task program
starts a thread for each listed server. Jobs from different
servers are thus processed simultaneously. It is good
practice to start a CSLD Task instance for each mail server.

When you select this option, an additional field labeled
Servers is displayed at the bottom. It allows you to enter
the names of Domino servers. Separate each entry by a
comma. Enter the server names in abbreviated format. The
CSLD Task does not find job documents if you enter the
server names in canonical format.

Example
NotesSrv1/ACME

Selected databases or data directories
The CSLD Task only processes jobs from certain databases.
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You select these databases by entering their names or the
names of data directories. If you enter directory names, jobs
from all the databases in these directories are processed. As
this option allows you to further limit the number of jobs
processed by one CSLD Task instance, it is especially
suitable for Lotus Domino servers with numerous or very
big databases.

When you select this option, additional fields labeled
Servers and Names of databases or data directories are
displayed at the bottom.

In the Servers field, enter the names of the Lotus Notes
servers on which your databases or data directories reside.
Separate entries by a comma.

Important: Enter the server names in abbreviated format.
The CSLD Task does not find job documents if you enter
the server names in canonical format.

In the Names of databases or data directories field, enter
the names of the Lotus Notes databases or data directories.
Specify names and paths relative to the notes\data
directory. Separate entries by a comma.

Important:

* When you specify multiple database directories, make
sure that you include the wildcard character (for example,
"maill\*", and not "maill”) as this helps CSLD
distinguish between database names and directories.

* You can use only the asterisk (*) as a wildcard character,
and this only at the end of the string that you enter. For
example, you can enter mail\B+, but not mail\*mail.nsf.

e Also, make sure that the use of wildcards does not cause
multiple CSLD Task instances to process the same
databases. For example, if one database profile has the
entry mail\B* and another database profile has mai1\B1x,
then both threads related to these profiles would process
databases whose names start with B1. The working of
multiple task instances on the same set of jobs is not
supported and leads to unpredictable results.

Example

Servers
NotesSrv1/ACME

Name of the Domino server on which to find the
databases and directories specified in the Names of
databases or data directories field.

Names of databases or data directories
mail2\user2.nsf,mail3\*

Database user2.nsf in directory mail2 and all
databases in directory mail3.

C. On the Job DB page, you can find the following fields and controls:
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Database name (required)
Enter the path and name of the job database, relative to the
notes\data directory. During the active period (start and end times
entered under Poll between), the CSLD Task periodically checks
this database for jobs. The period between two checks is defined by
the value you entered in the every field.

Example
cslddatabases\CSLDJobs.nsf

Note: When in use, the job database slowly grows in size, and
reading or writing documents to it takes increasingly longer. To
solve this problem, compact the job database from time to time.
Compact it when the CSLD Task that works on it is idle. Check the
Poll between times to identify times of inactivity. If you compact
the job database while it is being accessed, the CSLD Task stops,
and you must restart it.

on server (required)
Enter the name of the Lotus Domino server on which the job
database resides. The server must be listed in the public address
book.

Important: Enter the server name in abbreviated format. The CSLD
Task does not find job documents if you enter the name in canonical
format.

d. On the Error page, you can find the following fields and controls:

On error notify users via e-mail
Select Yes to inform users by e-mail of a job failure. The e-mail is
sent automatically to the person who created the request. It contains
the job document.

Notify the following CSLD administrators
Select users to notify in case of severe errors (for example, full
disks, undefined archives, or lost network connections) by clicking
the button, which opens the address book dialog. If a severe error
occurs, the listed users receive an e-mail notification including the
job document of the job processed at the time of the error.

Note: Always select users from the address book dialog. If you
enter the names manually, the feature might not work.

e. On the Security page, you can find the following fields and controls:
Only archiving user can retrieve documents

Select YES to limit the possibility to retrieve a document to the user
who archived it.

Conditions

* The feature only works if YES was already selected at the time a
document was archived.

¢ The documents must have been archived with CSLD.

* The attributes (key fields, database fields) CSLDOrigDB and
CSLDOrigUser must be defined in each item type, index class, or
application group that users might want to retrieve from.
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Attention: Only enable this feature when you are archiving
e-mails or if documents are not archived automatically, that is, if
you are not using archiving policies. When archiving automatically,
CSLD will try to determine the database owner of the database it
archives documents from. This is only possible for mail databases. If
you are archiving from different Notes applications, the archiving
user is the user who starts the CSLD task. It is not the user who
initially received the document and from whose database it was
archived. Enabling this feature when policies are in use would
permit only the CSLD Task user to retrieve documents, and exclude
all other users from retrieval.

Restrict retrieval to point of origin
Select YES to permit retrievals only to the databases that documents
were archived from. The feature is subject to the same conditions as
Only archiving user can retrieve document. The point of origin is
identified by use of the information in the CSLDOrigDB attribute.

Important: If single instance-storing is enabled, CSLD always uses
the CSLDOrigDB attribute in order to identify which archive copy
to return.

Allow only requester to read retrieved documents
Select Yes to hide a retrieved document from all other users but the
person who started the retrieval job.

Important:

* If you select this option, the CSLD mobile-user support (CSLD
V8.3.0, only) does not work.

Additional readers for retrieved documents
Select additional users to enlarge the number of people who can
read a retrieved document that is otherwise protected by the Allow
only requester to read retrieved documents option. Select users by
clicking the button, which opens the address book dialog.

Notes:

* Always select the CSLD User ID as an additional reader, or
otherwise CSLD will not be able to process these documents any
further after a retrieval.

* Always select users from the address book dialog. If you enter
the names manually, the feature might not work.

f. On the Environment page, you can find the following fields and controls:

Transfer directory (required)
Specify a directory that the CSLD Task and the CommonStore Server
can use to exchange temporary files. If the directory does not exist,
the CSLD task will create it. The file system containing this directory
must have enough space and must not contain system swap files.
The CSLD task creates a subdirectory using the same name as the
task profile in this directory in which it stores all temporary files. It
will delete this subdirectory during startup and shutdown to remove
possibly dangling temporary files. Hence, if you are running several
CSLD tasks with similar profile names, it is your responsibility to
ensure that these tasks all use different transfer base directories.
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Task TCP/IP port (required)
Enter the number of an unused TCP/IP port. The CSLD Task
receives shutdown requests over this port. You must use a different
shutdown port for each instance of the CSLD Task. Make a note of
the Task TCP/IP port that you enter. You need this number later to
stop the CSLD Task.

CommonStore TCP/IP port
Enter the number of an unused TCP/IP port for communication
between the CSLD Task and the CommonStore Server. The number
must be the same as the value of the DOMINOPORT keyword in the
server configuration profile (usually archint.ini).

CommonStore host name
Enter the name of the computer on which the CommonStore Server
runs. You can enter an IP address or a DNS name. It is
recommended that you specify the full DNS name.

Example
serverl.location.company.com

Note: Changing the host name after documents have been archived
causes problems because the URLs can no longer be resolved.

CommonStore Web port
The port number of the CommonStore Web dispatcher, which is
used for browser viewing. The number must be the same as the
value of the WEBPORT keyword in the server configuration profile
(usually archint.ini). Leave the default setting (8085) as it is if you
have only one CommonStore Server.

Folder Archive ID
To archive Lotus Notes folders, enter the ID of a suitable archive as
defined in the server configuration profile (usually archint.ini). In the
item type, index class, or application group whose ID you specify,
the proper attributes for folder archiving must be defined. For more
information, see the appropriate section for your archive system:

* [“Creating Content Manager 8 attributes for CommonStore” on|

page 36|

* [“Creating a CMOD application group for documents or folders”|

on page 48|

g. On the Advanced page, you can find the following fields and controls:

Write state to

Select the field to write the document state to. The document state
is a value indicating the processing state of a document. You can
choose between the following options:

CSNDArchiveID field (CSLD R2.1 behavior)
Select this option to write the document state to the
CSNDArchivelD field. CSLD adds this field to each
document it archives. The value written to this field is error
if the archiving job failed. If the job was successful, one or
more archive IDs are written to this field, depending on the
chosen archiving method.

This option is deprecated. Only select this option to achieve
backward compatibility for documents archived using
CommonStore for Lotus Domino Version 2.1.
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Special field
Select this option to write the document state to a field of
your choice. Archiving IDs are still written to the
CSNDArchivelD field. This is the recommended option: It
gives you more flexibility and allows you to re-archive
documents. Selecting Special field results in the display of
the following additional controls:

Status field name
Enter the name of the preferred field in this field.

Status field type
Select String or Number to determine the field type.

Success value
Enter the character string or numerical value
(according to the selected status field type) that you
want to use to indicate success.

Error value
Enter the character string or numerical value
(according to the selected status field type) that you
want to use to indicate failure.

Tracing level
When set to None, no trace information is written to a file. When
set to Errors Only, only error information is written to the trace
files. When set to All, all available trace information is written to a
file.

During initial system setup and for error analysis, it is
recommended to always set the tracing level to All

Maximum tracefile size
The maximum size of all trace and log files in KB. This size cannot
be exceeded. If it is reached, older entries are overwritten. Set this
value to at least 2 MB.

Trace file directory
The path to the directory in which the trace file is stored.

To change the location of the trace file, set or change the
CSINSTANCEPATH environment variable for the shell from which
the task instance is started. The trace file is stored in the directory
that this variable points to.

Note: CSLD starts tracing before it has read the trace file directory
from the database profile. Up to this point, the location of the trace
file is determined by the environment variable
CSNINSTANCEPATH. The location that is specified in the database
profile becomes valid after the profile has been read. If the location
in the database profile is different from the one specified by
CSNINSTANCEPATH, two trace are created in different locations.
To avoid this, leave this field empty.

If you want to have separate trace files for multiple CSLD Task
instances, you can start each instance in a runtime environment of
its own. This allows you to set CSNINSTANCEPATH to a different
value for each instance.
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Log file directory
The path to the directory in which the log file is stored. This field is
obsolete and only kept to ensure backward compatibility. If possible,
leave it empty.

To change the location of the log file, set or change the
CSINSTANCEPATH environment variable for the shell from which
the task instance is started. The log file is stored in the directory
that this variable points to.

5. Click Save & Close when finished.

Important:

* A task instance is not automatically started when you have created and saved a
database profile. You must start the CSLD Task program csld or csld.exe and
submit the name of the profile as one of the parameters. See
lstopping the CSLD Task” on page 104] for more information. Also, do not forget
to create at least one document mapping.

* You are not allowed to start more than one CSLD Task instance with the same
profile.

* Database profiles are read during CSLD Task startup. To put a modified profile
into action, you must shut down the running CSLD Task and restart it.

* You also need to restart a CSLD Task instance if you made changes to the
archive definition in the server configuration profile (for example, if you
mapped an archive ID to another item type) or to the archive itself (for example,
if you added attributes to an item type).

Defining document mappings

To define which documents to archive, you create CSLD document mappings.
When creating a document mapping, you choose selection criteria for documents
that you want to archive and assign a destination archive for those documents
fulfilling the criteria.

In the following sections, reference to all documents implies all documents in the
databases that the CSLD Task is configured to work on.

You can choose between the following selection criteria:

Archiving type
Select all documents according to their archiving types. All documents
with the same archiving type are archived in the same backend archive.
Selecting this criterion will, for example, result in the archiving of all those
documents whose archiving type is Entire. Since CSLD provides support
for digitally signed documents, this selection criterion can be used to
archive signed content in a separate backend archive. The corresponding
archiving type, Signed content, is set by the external application that
handles the digital signatures.

Document forms
Selects all documents that use the same Lotus Notes form.

Document field values
Selects all documents with the same value in a certain Lotus Notes text
field. The documents can use different forms, provided that they have a
text field with the same name and type in common.
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Note: You can only use this feature in connection with Lotus Notes text
fields.

The order of this list is also the order in which CSLD checks for the various
selection criteria. That is, it first looks if documents have to be selected by
archiving type, then by document form, and finally by document field value.

In addition, the document mapping form allows you to specify a number of
custom Lotus Notes agents, which you might want to employ in order to perform
various pre- and post-archiving tasks.

Notes:

* You cannot define more than one document mapping for a form, but you can
define multiple special mappings for the same form. To achieve a different
archiving behavior for documents that use the same form, create one document
mapping and several special mappings. See [ Defining special mappings” on|

for more information.

* Document mappings are read when the CSLD Task starts. To apply new
document mappings, you must restart all running CSLD Task instances.

* The Lotus Notes form names you specify in document mappings are
case-sensitive.

* If you map more than one form to the same target archive, the position of the
document mappings in the Document Mappings view of the configuration
database becomes important: The first document mapping (from the top of the
view) determines the form that is used for retrieved documents.

Example

Suppose you have created a document mapping for form A, which specifies
archive X as the target archive for all documents using this form. A document
mapping for form B also exists. Documents using form B also end up in archive
X. Now you retrieve one of the archived form A documents. The first document
mapping in the CSLD Configuration database is for form B. The retrieved
content is thus inserted into a new document that uses form B. The retrieved
document is thus not an exact restoration of the original.

* To be able to search for archived documents, you must create query and result
forms for each form you have mapped. See [“CSNQueryForm” on page 242 and
[‘Displaying query results” on page 243| for more information. You can create
these forms by yourself, by adapting the forms in the sample mail template, or
by using the setupDB tool. This tool is shipped with CSLD. See

[tool” on page 249| for more information.

How CSLD determines the correct mapping for a document

When the CSLD Task inspects the assigned databases for documents to archive, it
also checks if there is a suitable mapping for the forms that the documents use or
for certain field values. This is the reason why you must create document
mappings for all documents that you want to archive. The CSLD Task checks for
suitable mappings in the following order:

1. Is there a mapping for the request type of the document? If yes, then use this
mapping.

2. Is there a field that contains the form name? If yes, then use the mapping for
that form.

3. Is the form stored in the document? If yes, then use the mapping for that form.
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7.

Check the field values that are mapped. If the current document contains any
of them, use the corresponding field-value mapping. The order of evaluation is
alphabetical, in ascending order.

Check if a DocType field exists in the current document. Result documents, for
example, contain this field. If yes, check if there is a mapping for the value of
DocType. If yes, use that mapping.

DocType is an item that is set for shell documents if Multiple Result
Documents is selected as option to present search results. Although these shell
documents have their own form, with the DocType item set, it is possible to
use them to modify attributes that should be changed in the archive through an
update request.

If a mapping still cannot be found, check if a mapping for the default form of
the database exists. If yes, then use this mapping.

If neither of these check points is true, CSLD returns an error message.

Once a mapping is found, CSLD does not check any further. This means that in
cases where more than one mapping exists for a document, CSLD chooses the
mapping for whose existence it checks first.

Creating document mappings

To create a document mapping, follow these steps:

1.
2.

Open the CSLD Configuration database.

In the navigator on the left, click Configuration Profiles > Document
Mappings.

Click New Document Mapping on the action bar. A tabbed notebook opens.
See [Figure 5 on page 94
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Figure 5. Creating document mappings

4. On each notebook page, enter parameters as required. Some parameters are
mandatory, others are optional.

a. Specify the appropriate parameters on the Form page. The Form page gives
you access to the following fields and controls:

Define mapping for
Select one of the following:

Document form
To archive all documents using a certain Lotus Notes form

Document field value
To archive all documents with the same value in a common
field

Archiving type
To archive all documents with the same archiving type
Notes form name
This field is displayed if you select Document form under Define
mapping for. Enter the name of a form to make the CSLD Task
select documents that use this form.

ExampleMemo

Optional form aliases
This field is displayed if you select Document form under Define
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mapping for. Enter all alias names by which the form specified in
the Notes form name field is addressed. Separate the entries by a
comma.

ExampleNew Memo,Reply

CommonStore Archive ID
Name of a logical archive ID as defined in the server configuration
profile (usually archint.ini). This is the destination archive for the
documents that the mapping applies to.

when value is
This field is displayed only if you select Document field
value under Define mapping for. Enter the field value
which serves as basis for the selection.

. Specify the appropriate parameters on the Configuration page. The
Configuration page gives you access to the following fields and controls:

Create stub text as retrieve hotspot
Select Yes to make the text inserted into document stubs a hotspot.
By clicking the hotspot, your users can retrieve the archived
content. This option is important when you archive documents in
native Lotus Notes format or in the DXL format.

Important:

* The hotspots only work if the agent RetrieveDocument can be
found in the CSLD job database. The agent is delivered with the
job database template.

* The user ID starting the agent must have the right to execute
restricted agents.

* The hotspots only work if the Web port of the Domino server is
set to 80.

Text displayed in stubbed documents
Enter the text that is to appear in document stubs, replacing the
archived content.

Name of Notes Rich Text field to write stub text to
Enter the name of the document field in which you want the text or
retrieval hotspot to appear. If you specify nothing, the text appears
in a field named Body.

Generate summary of RichText
Select Yes if you want the CSLD Task to write summaries about
archived RichText content and place the summaries in the document
stubs.

Number of sentences included in summary
Specify a number to determine the length of the summary in terms
of sentences.

Type of style sheet for DXL export
For archiving in the DXL format. Enter the MIME type of the XSL
style sheet in this field. The MIME type specifies the expected
output format of the XSL transformation. If you leave this field
empty, no transformation is done.

Example
text/xs]
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Location of style sheet for DXL export

For archiving in the DXL format. Enter the URL of the XSL style
sheet in this field. If you leave this field empty, no transformation is
done, and it might be that an archived document cannot be
displayed properly in an external viewer.

Notes:

* The location of the XSL style sheet is stored in a field in the
archived document. You can change the style sheet at a later
point in time, but not the location of it. If you need to change the
location, already archived documents still point to the old
location. If the style sheet cannot be found at that location, the
documents fail to display in applications that require a style sheet
for this purpose, such as the Content Manager eClient.

* A sample XSL style sheet is delivered with CSLD. The name of
the style sheet file is Sample_Memo.xsl. You can adapt this style
sheet to your needs.

* The HTTP dispatcher of CSLD can be used as a style sheet
source. That is, documents in the bin\webroot directory on the
CommonStore Server machine can be accessed over the internet
provided that at least one HTTP dispatcher configured in the
server configuration profile (usually archint.ini).

Example

Suppose that you want to use the style sheet provided by the
CommonStore HTTP dispatcher. The dispatcher runs on a
machine with the host name commonstore.serverl, uses the port
8085, and your style sheet is named dxI2html.xsl. You would then
enter the following URL:

http://commonstore.serverl:8085/dx12html.xs1

The communication port must match the port specified as the
CommonStore Web port in the database profile document.

Notes fields to display in hit lists

Query results can be displayed on a hit-list. To be able to infer
information about the content of the documents from the hit-list
entries, the entries must contain some kind of representative
information. By listing names of existing document form fields in
this field, you determine the information that makes up the hit-list
entries. For each document on the hit-list, the entries will show the
values of the specified fields. The values are read from the
corresponding archive attributes in the backend archive.

Example: If you had a catalog of music CDs in a Lotus Notes
database, you would probably choose form fields like Artist and
Album name. Each hit-list entry would then give you the name of
the artist and the title of the album.

Note: Separate the field names by commas. The maximum number
of field values that can be shown in a hit-list entry is 10. The order
in which you enter the field names is also the order in which the
field values appear in a hit-list entry (from left to right). If the
corresponding archive attribute of a field is defined as a CLOB
attribute in the backend archive, no data is displayed for this field
in a hit-list entry.
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Form for result documents

Specify a Lotus Notes form name. The form is used to generate
receiving documents for retrieved content if the original document
is lost or cannot be used.

This only applies to archived documents that were converted into
one of the supported raster formats and to attachments whose
original documents were deleted. A document archived in the
native Lotus Notes format or the DXL format can be reconstructed
completely, even if the original does no longer exist.

The entry field is called Form for result documents because users
must launch a query in order to find converted documents or
orphaned attachments in the archive. When the archived content is
returned as a query result, it is presented in documents using the
specified form.

c. Specify the appropriate parameters on the Attribute page. The Attribute
page gives you access to the following fields and controls:

Notes document field names
Enter the names of document fields that you want to use as archive
attributes. Separate the entries by a comma or a semicolon. You can
also press the Enter key after each entry. The values of the listed
fields are stored in archive attributes.

Note: If the type of a field in a Lotus Notes document permits
multiple values, and that field is mapped to an archive attribute,
only the first value of the document field is stored in the attribute
when the document is archived. The behavior is different only if
single-instance storing is used. In this case, CSLD concatenates all
values internally and stores the composite string in the attribute.

Archive attribute names
Enter the names of archive attributes, key fields, or database fields
equivalent to the listed document field names. Enter the names in
the correct order: The equivalent of the first document field must be
the first entry, the equivalent of the second field the second entry,
and so on. Make sure that the attributes, key fields, or database
fields exist in your archive system before you use the document
mapping for the first time. Remember that attribute names might be
case-sensitive in your archive system.

You can only map the following Lotus Notes field types to
attributes, key fields, or database fields:

Text  The content of a text field is passed on to the archive as is.
You can map text fields to Content Manager attributes or
key fields of the following types:

* Character
* Variable character
¢ CLOB (Content Manager 8 only)

Number
You can map number fields to Content Manager attributes
or key fields of the following types:
* Short integer
* Integer
* Long integer
* Decimal
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* Double

Date/Time
In Lotus Notes, you can create date/time fields in the
following formats:

Date only
Map date-only fields to Content Manager attributes
or key fields of the type date.

Time only
Map time-only fields to Content Manager attributes
or key fields of the type time.

Date and time (timestamp)
Map date-and-time fields to Content Manager
attributes or key fields of the type timestamp.

Note: Only the first value of a mapped field is stored in the
corresponding archive attribute. All other values are
discarded.

The representation of date-and-time values (timestamp format) in the
archive is determined by the system locale of the CSLD Task
machine, that is, the instance used to archive a document. For that
reason, it is recommended that you take the following precautions
to prevent confusion:

* Set the CSLDTimestampsInUTC variable to 1 in the CSLD Task
notes.ini, so that the CSLD Task will convert all locale dependent
time/date values to UTC format before storing the values in the
archive (recommended method).

* Configure Lotus Notes time fields to always display the time
zone.

* Do not let more than one CSLD Task instance work on the same
databases if these instances operate from different time zones.

* When documents from the search result list are displayed, all
attributes must be converted to their text representation. This
means that for example, the PostedDate of an e-mail will not be
restored as a TimeDate Notes field, but as text that represents this
timestamp. To ensure maximum user-friendliness, the textual
representation of timestamp attributes in result lists will be in the
CSLD locale, including the timezone information. This is
independent of the CSLDTimestampsInUTC setting.

For users of Content Manager 8: CommonStore can archive
attribute information in attributes belonging to a Content Manager 8
attribute group. Create attribute mappings in the CSLD
configuration database by first referring to the attribute group, and
then to the attribute. Separate the terms by a period. See the
following example, in which the Lotus Notes fields Street and City
are mapped to archive attributes that belong to an attribute group
called Address.

Field Attribute mapping
Street Address.Street
City Address.City
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For users of Content Manager OnDemand: Instruct your users to
be careful when changing the values of Lotus Notes fields in
retrieved documents if the field is mapped to an attribute (database
field) of fixed length. The values of fixed-length fields are padded
with blanks so that they reach the maximum field length. When a
user retrieves a document containing such a field, the invisible
blanks are also retrieved as part of the field value. If something is
added to the original content of the field, the field value becomes
too long. As a result, the document cannot be archived again, and
CSLD generates an error message.

On the Agents page, you can specify the names of Lotus Script agents that
you want to run at the various stages of CSLD processing.

Before archiving
Name of a pre-archiving agent, which is invoked before a document
is archived. Normally, such agents prepare documents for archiving.

After archiving
Name of a post-archiving agent, which is invoked after a document
has been archived. For example, specify an agent that performs
cleanup jobs, sets state fields, triggers workflow processes, or sets
access rights.

After retrieval
Name of a post-retrieval agent, which is invoked after a document
has been retrieved. You can use this field to specify an agent that
sets access rights for retrieved documents.

After updating
Name of a post-updating agent, which is invoked after a document
has been updated. This allows you to specify, for example, an agent
that changes the value of a state field or triggers additional
processes.

After deletion
Name of a post-deletion agent, which is invoked after a document
has been deleted. The field allows you to specify an agent that
removes or resets the values in state fields.

CSLD can only start such an agent if it finds the archive IDs of the
deleted documents. Therefore, the original documents or the
document stubs must still exist in the Lotus Notes database.

Notes:

* Agents must be written in Lotus Script. Agents in Java" or the Lotus
Notes formula language are not supported.

* The document that is currently being processed by CSLD is passed to the
agent via the agent’s DocumentContext.

* Agents are started even if the operation was unsuccessful. Hence, you
can use agents for error processing.

* If a query fails or does not return a hit, a post-retrieval agent is not
started because the invocation of such an agent relies on document
context.

* Agents are started once per document. That is, if ten documents were
archived, the After archiving agent is started ten times. This holds true
only when attachments were archived: The agent is run once for each
document containing attachments.
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* Agents are not part of CSLD. Hence an agent failure does not result in an
error job. However, log information about the agents is written to the
trace file of the CSLD Task instance and the console. If addresses are
listed in the section Notify the following CSLD administrators in the
database profile of the task instance, the administrators are informed of
the error by e-mail.

5. Click Save & Close to complete your document mapping.

Defining content-type mappings
Content-type mappings are important if you want to view documents that are
stored in a backend archive. The content type provides the viewer application with
information about the file format so that an archived document can be displayed
correctly.

The need to create content-type mappings depends on the archive system that you
use. Content Manager OnDemand and Tivoli Storage Manager do not need
content-type mappings. These archive systems use the file extension as the
content-type if an explicit mapping for the extension does not exist.

Content Manager 8 uses MIME types instead of content types. To use the text
search function of CommonStore, you must create content-type mappings, in which
you map file extensions to their corresponding MIME types. In case you do not
want to use the text-search function, you can omit content-type mappings, but this
is not recommended. If no mapping is specified, the Content Manager 8 agent
automatically assigns a MIME type to files with a certain extension. However, this
MIME type is a default type rather than the proper MIME type. Users will be
unable to view archived documents in a browser and archiving processes will fail
under certain conditions. lists the MIME types of common file types.

Table 20. File extensions and their corresponding MIME types

File extension Content Manager 8 MIME type
tif, tiff image/tiff

txt text/plain

xml text/xml

jpg, jpeg image/jpeg

afp image/afp

htm, html text/html

exe application/octet-stream

Note:

1. File extensions are not case-sensitive. That is, you do not have to define a
mapping for both .doc and .DOC. It is useful to always enter content types in
uppercase.

2. Content type mappings are read when the CSLD Task starts. To apply new
content-type mappings, shut down and restart all running CSLD Task instances.

The following sections provide background information about content-types and
original file names, a subject that is closely linked to content-type mappings.
Reading is optional:

* |“Storage of content types and original file names” on page 101

+ ["How CommonStore determines content types” on page 101|
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Creating content-type mappings

To create content-type mappings, follow these steps:

1.
2.

7.

Open the CSLD Configuration database in Lotus Notes.

In the navigator on the left, click Content-Type Mappings in the Configuration
Profile folder.

Click the New Content Type Mapping button on the toolbar.

Enter a file extension in the File extension field. Do not enter the preceding
dot. For example, for PDF documents, just enter pdf. For UNIX formats like
.tar.gz, just enter tar.gz.

Enter the corresponding content-type or MIME type in the Content type field.
Click the Save & Close button on the toolbar to save your content-type
mapping.

Repeat steps El to El for each content-type mapping that you want to define.

Storage of content types and original file names

In addition to the content type, CSLD stores the original file name of a document.
This allows CSLD to restore the file name when documents are retrieved. It
depends on the archive system where this information is stored.

Content Manager 8

Content Manager 8 stores file names by itself, which is not visible to the
outside. You need not create an attribute for file names in the item types.
The same applies to the content types because these are stored in the
archived documents. The difference to earlier Content Manager versions is
that instead of archive-specific content types, general MIME types are used.

Content Manager for iSeries

Like Content Manager, Content Manager for iSeries does not store file
names by itself. For this reason, CSLD stores the original file name of
documents in an attribute named OrigFilename. You created a matching
key field while following the instructions for setting up a backend archive
in this book. See [Table 11 on page 44| for reference.

Content Manager for iSeries stores content types in the archived
documents. Thus you need not create a key field for content types.

Content Manager OnDemand

Like Content Manager, CMOD does not store file names by itself. For this
reason, CSLD stores the original file name of a document in a database
field named ORIGFILENAME.

Likewise, content types are stored by CSLD in an attribute called
CONTENT_TYPE. A matching database field must exist in every
application group CSLD stores documents to. You created these database
fields if you configured your backend archive with the help of this book.
See [Table 12 on page 49| for reference.

Tivoli Storage Manager

CSLD stores document content types internally. The information is invisible
to the user.

How CommonStore determines content types

CSLD determines the content type under which to archive a document
independently of the archive that is used. To determine a content type, it uses the
algorithm described here.
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1. CSLD looks at the file extension of the document. The file extension is csn for
archiving in native Lotus Notes format, txt for archiving in ASCII format, xml
for archiving in the DXL format, and tiff for archiving in the TIFF format (via
Compart DocBridge). When attachments are archived, the file extension of the
attachment is taken as it is.

2. CSLD checks whether the content-type mapping table in the configuration
database contains an entry for the given file extension.

3. If it finds an entry, the document is stored under this content type.

4. If it cannot find an entry for the default extension, CSLD internally defines the
file extension as the content type.

When documents are retrieved, CSLD checks whether a file name has been stored
with the document. If the answer is yes, the file name can be reconstructed
completely. If not, a temporary name is created. The file extension of that name is
determined by the content-type mapping table. If the content type of the retrieved
document is not listed in the mapping table, it is given the file extension .unk
(unknown). This might happen under the following circumstances:

* The document was not archived by CSLD.

* The matching content-type mapping was deleted after the document was
archived.

Defining special mappings
Special mappings are also related to the CSLD Task. However, they are not
required. You can consider them to be useful extensions of document mappings.

Suppose you have defined a document mapping that archives all mail documents
in an archive called Mail_current. If you want to archive each year’s mail volume
in a separate archive, you can do this by creating special mapping documents that
tell CSLD to use the alternative archive Mail_2005 when the value of the
PostedDate Notes field is between January, 1st and December, 31st 2005 for
example.

The document that you need to create in order to define deviating target archives
is called a special mapping.

Notes:

* If single-instance storing is enabled for the default target archive, then it must
also be enabled for the deviating target archive.

* Be aware that the application template designers could have changed the type of
a field used in a special mapping without informing the CSLD administrator.

* Special mappings cannot be created for RTF fields.
* When a multi-value field is used, CSLD interprets only the first value.

* The CommonStore archive ID specified in a special mapping always overwrites
the CommonStore archive ID of a regular document mapping. Thus, when a
document fulfills the criteria defined in a special mapping, the document
mapping for the document form is ignored.

* Special mappings are read when the CSLD Task starts. To apply new special
mappings, restart all running CSLD Task instances.

* With regard to the archive attributes, special mappings are bound to a document
mapping: You can only map document fields to archive attributes in a document
mapping. Thus special mappings use the same archive attributes as the
document mapping they are based on. To use different attributes, create other
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document mappings, for example to use attributes based on a field value, or to
make the mapped attributes in the default document mapping a superset of all
possible attributes.

* You can define as many special mappings as you want. However, you might
lose control if you define too many different target archives. Bear in mind also
that you reduce the speediness of queries with each additional target archive.

Creating special mappings:

To create a special mapping, follow these steps:

1. Open the CSLD Configuration database.

2. In the navigator on the left, click Configuration Profiles » Special Mappings.
3. Click New Special Mapping on the action bar. A tabbed notebook opens.

4. Enter the required parameters:

Base Mapping
Select a document mapping for which you want to define an alternative
archive.

CommonStore archive ID
Enter the logical archive ID of the deviating target archive. The archive
must be defined in the server configuration profile (usually archint.ini).
Documents fulfilling the special mapping criteria are archived in this
archive.

When field named
Specify a field whose value you want to base the selection of the target
archive on.

Type Select the Lotus Notes field type of the field you specified in the When
field named field. You can choose between the following field types:
¢ Text
* Number
* Date/Time

The type you select must match the type of the field as defined in the
form. If you enter a wrong type, an error message is generated during
the archiving process. Therefore, always check the form in the user
database.

Value Select if the value of the specified field must match a given value
exactly (Exact value) for a document to qualify for the deviating target
archive, or if the value must lie within a certain range (Value range).

Depending on your choice, one of the following fields is displayed at
the bottom:

is exactly
This field is shown if you select Exact value. Enter the value.

is between
This field is shown if you select Value range. Enter the values
defining the range, that is, the first and the last value (numbers,
dates, times) in the entry fields.

Note: When entering values for date/time fields, make sure
that the date/time format exactly matches the format in your
documents.

5. Click Save & Close to complete your special mapping.
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Starting and stopping the CSLD Task

To be able to process CSLD jobs, you must start one or more instances of the CSLD
Task. Remember that each instance can only process one type of job. In addition,
each time you have added or modified a configuration document in the CSLD
Configuration database, you must stop and restart the corresponding CSLD Task
instances for the changes to take effect.

The name of the program that starts or stops an instance is csld or csld.exe. If you
accepted the default installation path, you find it in one of the following
directories:

AIX  /usr/1pp/csld/bin

Windows
C:\Program Files\IBM\CSLD\bin

Starting the CSLD Task

1. When you start the CSLD Task for the first time, enter the following command
to submit and save the password of the user you created in [“Creating a user to
[start the CSLD Task” on page 75}

csld -f serverpasswd

If your user password has changed, you must also update this password.

2. Start the program by entering the appropriate command from the command
line or the Windows Command Prompt:

csld -n configdb -s server -p profile

* If you created a separate initialization file as described in|“Setting up the

[Lotus Notes environment for CSLD” on page 76|and installed CSLD on
Windows:

csld -n configdb -s server -p profile -i notesinifile
where:
configdb
Path and the file name of your configuration database
server
Name of the Lotus Domino server on which it is located
profile
Name of a database profile that you created by following the instructions in
[‘Creating database profiles” on page 83/

notesinifile
File name (including the full path) of the optional initialization file you
might have created. Note that the -i parameter can only be used on
Windows. On AIX, it is ignored. On AIX, CSLD always uses the settings in
the first notes.ini file it finds. The order is determined by the setting of the
PATH environment variable.

Stopping the CSLD Task

To stop an instance of the CSLD Task, enter the following command:
csld -shutdown port

where port is the port number specified in the database profile that you used to
start the CSLD Task instance (by means of the -p parameter). Since each instance
must use a different port, the port number clearly identifies the task instance.

104 CommonStore for Lotus Domino: Administrator’s and Programmer’s Guide



Example
c¢sld -shutdown 7003

For more information about the csld command, see [“csld” on page 295

Setting up automatic archiving, automatic deletion, and
administrator-triggered retrieval

This chapter deals with the configuration of the automatic functions and
administrator-triggered retrieval. See the following sections.

* [“Setting up automatic archiving and deletion”]

+ [“Using administrator-triggered retrieval” on page 117

Setting up automatic archiving and deletion

To set up CSLD for automatic archiving or deletion, you must create configuration
documents in the CSLD configuration database and finally start or restart the
crawler. You need:

1.
2.
3.

A database profile. See [“Creating database profiles” on page 83

A document mapping. See [“Defining document mappings” on page 91/

A running instance of the CSLD Task to process either archiving or deletion
jobs. See |“Starting and stopping the CSLD Task” on page 104

A policy for archiving or deletion. See [‘Creating archiving and deletion|

A database set or user set. See [“Creating database or user sets” on page 108

A scheduled task document. See [“Defining scheduled tasks” on page 109

A running instance of the CSLD crawler. See |“Starting and stopping the]
fcrawler” on page 116/

Note: To set up and configure the records declaration process with Records
Enabler, refer to [Chapter 9, “Using Content Manager Records Enabler in the CSLD|

fenvironment,” on page 213

Creating archiving and deletion policies

Archiving and deletion policies are Lotus Notes documents derived from the
CSCPolicy form. To create an archiving or deletion policy in the configuration
database, follow these steps:

1.
2.
3.

Expand the Automated Archiving folder and click Policies.
Click the New Policy button. The policy form opens.
Provide the appropriate settings.
a. On the Basics page, you find the following fields and controls:
Policy Name
The name of the policy that you want to create. Make sure that this
name is unique.
Policy type
The CSLD crawler task distinguishes between archiving and

deletion policies. Select the appropriate policy type. For more
information, see [“Automatic functions” on page 8
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Notes form name (archiving policies only)
When you enter a form name, the crawler only considers
documents using this form. If left empty, document selection will be
done on all documents in the respective database.

b. On the Selection Critera page, you find the following fields and controls:
Select document by

Age (archiving policies only)
When you check this box to let the crawler program select
documents by age, you enable further controls by which
you can refine your selection criteria.

Documents can be selected by age according to the current
date or another date. If you select Another date, age
calculations are based on the date specified in the Archive
documents created before/last modified before field rather
than the current date. For example, if you specify the 15th
of March, 2002 and enter 30 days in the Archive documents
older than field, the crawler selects documents from
mid-Feburary until the 15th of March, 2002.

In addition, by selecting Creation date or Last modification
date you define if you want the crawler to base the age
calculation on the creation dates of the documents or the
date on which they were last modified.

Size (archiving policies only)
If you check this box to let the crawler select documents by
size, you can enter a limit with respect to the size of the
documents or the database.

When you specify a document size limit, you enter a
number of kilobytes (KB) in the Archive documents larger
than field. For example, if you enter 50, the crawler
program selects all documents for archiving whose size is 50
KB or more.

If you select Yes for Select database by size, you specify a
limit with regard to the database size. Doing so displays the
Select documents only if database exceeds field, which
allows you to enter the limit in megabytes (MB). For
example, if you enter 100, the crawler program only selects
the documents in a database for archiving if the total size of
that database exceeds 100 MB.

A database size limit instructs the crawler task to start
selecting documents when the limit is reached or exceeded.
If the database size is below the limit, documents from this
database are not selected. However, this value cannot be
used to limit the number of documents that are archived
once the database has been considered for archiving. This
means that all documents in a database will be archived if
the selection criteria specify it.

Notes formula
When you check this box, you can enter a Lotus Notes
formula for the selection of the documents in the Selection
formula field.
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Examples
e 'ExpiryDate <= @Now'
e 'DocStatus = "1"'

c. On the Request parameters page, you will find the following fields and
controls that specify how archiving requests for the selected documents
should be submitted:

Archiving type (archiving policies only)
Select the archiving type:

Attachments
Archive attachments only (in their existing formats).

Entire document
Archive entire documents including attachments.

Convert note
Archive documents and convert them to another format, for
example, TIFF.

Document components
Archive the document body (content of the Body field) and
the attachments as separate parts.

Signed document

Call an external application for digital signature processing
via a user exit and archive the signed documents when they
are returned by the external application. CSLD archives the
entire documents, but the digital signatures are handled
separately from the content. The digital signatures are
stored in a special archive attribute.

Archiving format (archiving policies only)
Select an archiving format (if applicable):

Notes Archive entire documents including the attachments in
native Lotus Notes format.

Domino XML
Archive entire documents including the attachments in
Domino XML (DXL) format.

ASCII Archive documents without attachments in ASCII format.
RTF Archive documents without attachments in RTF format.

Other format
Archive documents in another format, for example TIFF.
You need an external application (rasterizer) for the
conversion.

Delete attachments (archiving policies only)
Available only for the archiving types Attachment and Entire. If the
archiving type is Attachment, selecting Yes will remove the
attachments from the original documents after they have been
archived successfully.

If the archiving type is Entire, selecting Yes will remove embedded
images and OLE objects from the document body, in addition to any
attachments that there might be. If the removed objects bear names,
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these names are listed, just as the names of removed attachments
are. If a name does not exist, the entry embedded object appears on
the list.

Create document stub (archiving policies only)
Select Yes if you want to create document stubs for documents that
have been successfully archived.

Delete original document
Select Yes if you want to delete the original documents from the
Lotus Notes databases after they have been successfully archived or
deleted from the archive. With archiving policies, this applies to the
archiving methods Notes, ASCII, RTF, and External.

Delete job upon success
Select Yes if you want to delete the job documents from the job
database after the jobs have been completed successfully.

4. Click Save & Close.
Creating database or user sets

By defining a database or user set, you create a Lotus Notes document that
associates databases or Lotus Notes users with one or more policies. The crawler
program assigns the settings in the specified policies to the selected databases or
mail databases belonging to the selected users.

To create a database set from the configuration database, follow these steps:
1. Expand the Automated Archiving folder and select Database/user sets.

2. Click New Database/User Set. A tabbed notebook labeled Database/User Set
opens.

3. Enter the appropriate settings:
Name The name of the database set or user set.

Policy/Policies
Click the button to list one or more of the policies you have defined.
From the dialog that opens, select the policies you want to assign to the
set.

Based on
This allows you to specify the databases that the crawler works on.

Select Database sets to make the crawler work on selected databases or
on all the databases in a data directory.

Select User sets to make the crawler work on the mail databases of
Lotus Notes users or groups you select in a later step.

Database or directory
Visible only if you selected Database sets before. Enter the names of
one or more databases or the name of a data directory in this field.
Separate the entries by a comma. The specified policies are assigned to
the databases or data directory specified. If you specify a data directory,
you assign a crawler task and a policy to all the databases in this
directory.

on server
Visible only if you selected Database sets before. Enter the
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name of the servers on which the databases or data directories
are located. Enter the server names in abbreviated format. You
cannot use wildcards.

Exclude these databases
Visible only if you selected Database sets before. Allows you to exclude
certain databases from one or more of the listed data directories.
Separate the entries by a comma. You cannot use wildcards.

Address book
Visible only if you selected User sets before. Select an address book to
select users and groups from.

Restrict to server
Visible only if you selected User sets before. Allows you to specify a
preferred server if the mail databases of the selected users are deployed
across a cluster of Lotus Domino servers. The crawler will work on the
specified server only, and leave out the other servers in the cluster,
which speeds up the process. Using this option requires you to know
on which server the mail databases are. Specify the server name in
abbreviated format.

Choose users
Visible only if you selected User sets before. The policy is valid for the
mail databases of the selected users. Select All users to apply the policy
to the mail databases of all users in the address book of the Lotus
Domino server. Select Selected users to restrict the validity of the
policy to the mail databases of certain users or groups. If you choose
the latter option, a further section Selected users is displayed on the
form. It contains an entry field and a button, which allow you to
specify users or groups.

Select users/groups
Visible only if you selected User sets before. Click the arrow button to
select users and groups from a dialog.

Exclude users/groups
Visible only if you selected User sets before. Allows you to exclude the
mail databases of certain users or groups if you selected All users or
specific groups in the Select users/groups field. The crawler will not
process the mail databases of the specified users and group members.
Select users or groups from the address book dialog.

4. Click Save & Close.
Defining scheduled tasks

Before you can use the policies you have created, you must associate your
database sets with a configuration document for the crawler program, which is
called a scheduled task. You can consider this document to be a collection of
parameters for the creation of a crawler instance. The split of crawler configuration
data into policies, database sets, and scheduled tasks, gives you a greater flexibility
for the customization of automatic processes. For example, you can define several
policies and assign these policies to two database sets to be handled by the same
crawler instance (scheduled task).

To create a scheduled task document in the configuration database, follow these

steps:
1. Expand the Automated Archiving folder.
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2. Select Scheduled Tasks.

3. Click the New Task button on the action bar. A tabbed notebook labeled
Scheduled Task opens.

4. On the Databases page, enter the following information:

Task name
The name of the scheduled task that you want to create. The task name
is passed to the crawler program csc.exe by means of the -t parameter.
Do not use blanks in the task name.

Database/user sets
Select database sets or user sets for the scheduled task. The crawler
instance you configure with the scheduled task will work on the
database sets or user sets you select here.

Important: If you have defined a user set comprising all/the remaining
users and you want to assign more than one set to the scheduled task,
make the set comprising all or the remaining users the last one in the
list. The reason is: Only those users that are already specified can be
taken into account when the number of remaining users is calculated.
If, for example, the user set comprising all or the remaining users is the
first in the list, the policy will invariably be applied to all users.

Job database
Enter the full name of the CSLD job database, for example:

cs1d\CSLDJobDB.nsf

on server
The name of the server on which the job database resides. Enter the
name in abbreviated format.

5. On the Scheduling page, specify the following:

Scheduling mode
This group of controls allows you to specify settings for the activation
of the crawler task. See the following list:

Weekly
By selecting Weekly, you configure the task to run on a certain
day every week. To complete this setting, you must specify the
day in the week and the time when you want the crawler to
start.

Daily By selecting Daily, you configure the task to run every day. To
complete this setting, you must specify the time when you
want the crawler to start.

Hourly
By selecting Hourly, you configure the task to run at hourly
intervals. To complete this setting, you must specify an interval
period in hours.

Run every
Enter the time interval in hours between two active periods of the task.

Limited
Allows you to limit the run time of the crawler program. The program
stops after the specified number of hours. Documents remain
unprocessed if the crawler program cannot finish its work during this
time.
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Duration
Shown only if Limited is set to Yes. Specify the maximum time in
hours for which the task can be active.

6. On the Administration page, enter the following:

Shutdown port
In this field, enter the number of the TCP/IP port that the crawler task
uses to receive a shutdown request.

Send error notification to administrator
Select Yes if you want the task to notify the CSLD administrator in case
of a severe error.

Administrator
This field is shown if Send error notification to administrator is set to
Yes. Click the button to select the administrator to notify from the
address book.

Enable tracing
Select Yes causes the crawler to write trace information for debugging
purposes to a trace file.

Trace file size
Only shown if Enable tracing is set to Yes. Enter the maximum size of
the trace file in this field. When this size is reached, older entries are
overwritten.

7. Click Save & Close.

Using migration policies
With the help of migration policies, you can move locally archived documents to
the central CommonStore backend archive.

This is important if Lotus Notes users have archived documents with the local
archiving function of Lotus Notes before CommonStore for Lotus Domino was
installed.

Migration policies are intended to be used only once; when all locally archived
documents have been moved to the central backend repository, they are no longer
needed because then, the archiving capabilities of CommonStore for Lotus Domino
can be exploited fully as each new document is received.

Once CSLD is installed, its manual and automatic archiving function make the
local archiving feature of Lotus Notes mostly redundant. You might want to
suggest to users that they can disable the function.

Migrating local archives to a central backend archive requires you to perform the
following steps:

1. Set up a shared directory that can be accessed by all Lotus Notes clients with a
need to move their local archives. In addition, the shared directory must be
accessible by the CSLD crawler and the CSLD Task instance that performs the
archiving. The clients, the crawler, and the task require read and write access.
For performance reasons, it is recommended that the shared directory is located
on the same machine as the CSLD crawler.

Once the CSLD crawler has successfully archived the e-mail documents in a
copy of the archive database in this shared directory, the crawler deletes the
copy of the archive database. Consequently, the presence of the copied archive
database indicates that it is still being processed.
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Important: Lotus Notes has difficulties accessing a database on a network
drive if the database is located in the root folder. Therefore, make sure that
Lotus Notes access to the shared directory works. To check this, copy a Lotus
Notes database (nsf file) to the directory, and ask a few users to open that
database from their Lotus Notes clients. If the message Access to data denied
is displayed, try to use a sublevel directory.

2. Access to local databases is restricted to one user at a time. For that reason,
make sure that all users have closed the databases they copied to the shared
directory before you start the migration.

3. Create a migration policy that will look for local archive databases in the
shared directory. When you create a migration policy, the database set and
scheduled task documents needed to run the crawler are created automatically.

4. Start the crawler. When you do this, specify the name of the scheduled task
document that was created along with the migration policy as one of the input
parameters. The name of the scheduled task document ends with
_MigrationTask. See [“Starting and stopping the crawler” on page 116| for
information.

5. Create a special e-mail document using the MigrationSample code in the most
recent version of the CSLD Configuration database as follows:
a. In the Lotus Notes client, create a new memo.
b. On the menu bar click Create » Hotspot.
c. Type a label for the button, for example, Start Migration.
d. Create a definition for the button. In the Run field, select Client and
LotusScript.

e. Open the CSLD Configuration database (CSLDConf.nsf) in Lotus Notes
Designer. In the tree view, expand Shared Code, then expand Script
Libraries. Open the library CSCMigrationFunctions and copy the functions
MigrationSample, CopyArchiveFileR6, CopyArchiveFileR5, and
CopyArchiveFileBatch into the definition of your newly created button in
the Lotus Notes client.

f. Add the following line to the Click function code:

Sub Click(Source As Button)
Call MigrationSample(outputFilepath, csldusername)
End Sub

where outputFilepath is a shared folder in the network to which every client
workstation must have access, for example C:\temp\migration\ and
csldUsername is the user who starts the CSLD Task. This user must have
access to all of the Lotus Notes databases copied to the shared folder.

6. Send this e-mail to the Lotus Notes users with a need to migrate local archives.
The special form of the e-mail document allows the recipients to specify their
local archive databases and to submit them for migration simply by clicking the
created button.

Defining migration policies:

1. Expand the Automated Archiving folder.

2. Click Migration Policy. The dialog Migration List opens.

3. In the Migration List box, select New.
Later, you can edit existing migration policies by highlighting a policy in the
Migration List box and by clicking Edit » OK.

In a similar fashion, you can delete existing migration policies by highlighting a
policy in the Migration List box and by clicking Delete > OK.
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Editing or deleting a migration policy in this way updates or deletes the related
database set and scheduled task documents as well.

Click OK. A new form for the creation of a migration policy opens.
On the Basic page, enter the following information:

Migration policy name
The name of the migration policy that you want to create. The
migration policy name is passed to the crawler program csc.exe by
means of the -t parameter. Do not use blanks in the policy name.

Database directory
The path to the shared directory.

Domino server name
The name of the server on which the job database is located. Enter the
name in abbreviated format.

Job database
Enter the full name of the CSLD job database, for example:

¢s1d\CSLDJobDB.nsf

Shutdown port
In this field, enter the number of the TCP/IP port that the crawler task
uses to receive a shutdown request. The port number must be greater
than 1028.

Send error notification to administrator
Select Yes if you want to notify administrators in case of an error.

Administrator
This field is shown if Send error notification to administrator is set to
Yes. Click the button to select the administrator to notify from the
address book.

Enable tracing
Select Yes if you want to use tracing.

Trace file size
Only shown if Enable tracing is set to Yes. Enter the maximum size of
the trace file in this field. When this size is reached, older entries are
overwritten.

On the Archiving Parameters page, you find the following fields and controls:
Archiving type
Select the archiving type:

Attachments
Archive attachments only (in their existing formats).

Entire document
Archive entire documents including attachments.

Convert note
Archive documents and convert them to another format, for
example, TIFF.

Document components
Archive the document body (content of the Body field) and the
attachments as separate parts.

Signed document
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Call an external application for digital signature processing via
a user exit and archive the signed documents when they are
returned by the external application. CSLD archives the entire
documents, but the digital signature is handled separately from
the content. The digital signature is stored in a special archive
attribute.

Archiving format
Select an archiving format:

Notes Archive entire documents including the attachments in native
Lotus Notes format.

Domino XML
Archive entire documents including the attachments in Domino
XML (DXL) format.

ASCII Archive documents without attachments in ASCII format.
RTF  Archive documents without attachments in RTF format.

Other format
Archive documents in another format, for example TIFE. You
need an external application (rasterizer) for the conversion.

Delete job upon success
Select Yes if you want to delete the job documents from the job
database after the jobs have been completed successfully.

7. On the Scheduling page, specify the following:

Scheduling mode
This group of controls allows you to specify settings for the activation
of the crawler task. See the following list:

Weekly
By selecting Weekly, you configure the task to run on a certain
day every week. To complete this setting, you must specify the
day in the week and the time when you want the crawler to
start.

Daily By selecting Daily, you configure the task to run every day. To
complete this setting, you must specify the time when you
want the crawler to start.

Hourly
By selecting Hourly, you configure the task to run at hourly
intervals. To complete this setting, you must specify an interval
period in hours.

Run every week on
If the scheduling mode is Weekly, specify the date and time when you
want the task to start in this field.

Run every day at
If the scheduling mode is Daily, enter the time when you want the task
to start in this field.

Run every
If the scheduling mode is Hourly, enter the time interval in hours
between two active periods of the task.

Limited
Allows you to limit the run time of the crawler program. The program
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stops after the specified number of hours. Documents remain
unprocessed if the crawler program cannot finish its work during this
time.

Duration
Shown only if Limited is set to Yes. Specify the maximum time in
hours for which the task can be active.

8. Click Create Migration Policy. This creates the following configuration
documents:

<migration_policy_name>_MigrationPolicy
The migration policy document.

<migration_policy_name>_MigrationSet
A database set related to the migration policy.

<migration_policy_name>_MigrationTask
A scheduled task document related to the migration policy.

where <migration_policy_name> is the name you entered in the Migration policy
name field. It is possible to edit the migration set and the migration task
documents individually, but this is not recommended because it might result in
databases not being completely archived or not being deleted when the
archiving process has finished. It is better to edit the migration policy
document. Changes in this document will be reflected in the related migration
set and migration task documents.

9. Click Save & Close.
Creating an e-mail document that initiates the migration of local archives:

The CSLD Configuration database contains Lotus Script sample code that you can
use to create e-mail documents for the migration of local archives. E-mail
documents created with the help of this code are equipped with the functions
needed to initiate the migration process on Lotus Notes client workstations. When
users receive such an e-mail document, they can click a Migration button in the
document to start the migration.

Next, a dialog box opens, which prompts the recipient to select a local archive
database file. When the user has done this and clicked the OK button, the local
archive database is copied to the shared network directory. From here, the
documents in this file can be accessed and archived by the crawler task that you
start after creating the migration policy.

To find the Lotus Script code, open the CSLD Configuration database in the
Domino Designer and go to Shared Code > Script Libraries »
CSCMigrationFunctions. You find the following scripts there:

Migration Sample
A sample e-mail document that helps you create your own.

CopyArchiveFileR6
A script for the migration of documents archived with the archiving
function of Lotus Notes R6. The script copies local archive databases to the
shared network directory.

The script runs in the foreground of the Lotus Notes client. This prevents
users from interacting with Lotus Notes while the process is running. They
can thus not access the documents that are being copied or close Lotus
Notes. This ensures that the local archive databases are copied safely.
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CopyArchiveFileR5
A script for the migration of documents archived with the archiving
function of Lotus Notes R5. You can also use this script to migrate Lotus
Notes R6 archives. The script copies local archive databases to the shared
network directory.

The script runs in the foreground of the Lotus Notes client. This prevents
users from interacting with Lotus Notes while the process is running. They
can thus not access the documents that are being copied or close Lotus
Notes. This ensures that the local archive databases are copied safely.

CopyArchiveFileBatch
A script for the migration of documents archived with the archiving
function of Lotus Notes R6. The script copies local archive databases to the
shared network directory.

This script runs in the background. This means that users can interact with
Lotus Notes while the copying process is running. It is more convenient to
use, but bears the risk that users unintentionally close Lotus Notes while
the process is still running. As a result, the copying process is interrupted,
and the local archive database might be damaged.

Starting and stopping the crawler

To run automatic archiving or deletion processes, you must start one or more
instances of the CSLD crawler. In addition, each time you have added or changed
a policy, database set, user set, or scheduled task, you must stop and then restart
the corresponding crawler instance for the changes to take effect.

The name of the crawler program is csc or csc.exe. If you accepted the default
installation path, you find it in one of the following directories:
AIX  /usr/lpp/csld/bin
Windows
C:\Program Files\IBM\CSLD\bin

Starting the crawler:

Start the crawler program (csc or csc.exe) by entering the appropriate command
from the command line or the Windows Command Prompt:

e csc -n configdb -s server -p scheduled task

+ If you created a separate initialization file as described in [“Setting up the Lotus|
[Notes environment for CSLD” on page 76| and installed CSLD on Windows:

csc -n configdb -s server -p scheduled task -i notesinifile

where:

configdb
Path and file name of your configuration database.

server
Name of the Lotus Domino server on which it is located.

scheduled task
Name of a scheduled task document that you created by following the
instructions in [“Defining scheduled tasks” on page 109

notesinifile
Name of the optional initialization file (full path and file name) you might
have created. Note that the -i parameter can only be used on Windows. On
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AIX, it is ignored. On AIX, CSLD always uses the settings in the first notes.ini
file it finds. The order is determined by the setting of the PATH environment
variable.

For more information about the csc command, see [“csc” on page 294

Stopping the crawler:
Stop the crawler program (csc or csc.exe) by entering the appropriate command
from the command line or the Windows Command Prompt:

* csc -n configdb -s server -p scheduled task -shutdown

+ If you created a separate initialization file as described in [|“Setting up the Lotus|
[Notes environment for CSLD” on page 76|and installed CSLD on Windows:

csc -n configdb -s server -p scheduled task -i notesinifile -shutdown

where:

configdb
Path and file name of your configuration database.

server
Name of the Lotus Domino server on which it is located.

Scheduled task
Name of a scheduled task document that you created by following the
instructions in [“Defining scheduled tasks” on page 109

notesinifile
Name of the optional initialization file (full path and file name) you might
have created. Note that the -i parameter can only be used on Windows. On
AIX, it is ignored. On AIX, CSLD always uses the settings in the first notes.ini
file it finds. The order is determined by the setting of the PATH environment
variable.

Example
csc -n csldconf.nsf -s ARKTIS/ESDA -p schedl -shutdown

For more information about the csc command, see [“csc” on page 294

Using administrator-triggered retrieval

Administrator-triggered retrieval facilitates bulk retrieval: The crawler creates
retrieval jobs for all the documents previously archived from a number of selected
databases.

Adminitrator-triggered retrieval requires:

* A database profile for retrieval. See [‘Creating database profiles” on page 83

* A running CSLD Task instance for retrieval jobs. See [“Starting and stopping the|
[CSLD Task” on page 104

* A retrieval policy. See |“Creating archiving and deletion policies” on page 105,

+ A database set or user set. See [‘Creating database or user sets” on page 108

A scheduled task document. See [“Defining scheduled tasks” on page 109,

Unlike the crawlers for archiving and deletion that run all the time, the crawler for
administrator-triggered retrieval stops after the retrieval job has been created.
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To use administrator-triggered retrieval, you start a new instance of the crawler
program by running the csc command from a command line with the -retrieve
parameter:

csc -n configdb -s server -p scheduled task -retrieve

Example
csc -n csldconf.nsf -s ARKTIS/ESDA -p schedl -retrieve

This command retrieves all documents that were archived from databases listed in
the scheduled task document schedl. The scheduled task document is found in
configuration database csldconf.nsf on the Lotus Domino server ARKTIS/ESDA.

For information about the csc command, see [“Starting and stopping the crawler”|
fon page 116/ or [“csc” on page 294

Setting up manual functions

Existing databases usually contain customized features already. This is why CSLD
cannot simply provide a database with archiving and retrieval functions: If you
just used another database or replaced the design of an existing one, you would
lose all your customized functions.

Therefore, you must add CSLD functions to the templates of your existing
databases. You can use the sample mail template that comes with CSLD for
reference. This template is a standard Lotus Notes mail database template,
extended by a number of script libraries, actions, folders, agents, and views. For a
description of the design elements in the sample mail template, see |prendix D,|
[‘CSLD design elements in the sample mail template,” on page 305

If you accepted the default installation path, you find the sample mail template in
one of the following directories:

On AIX
/usr/lpp/csld/data/CSLDStdMail.ntf

On Windows
C:\Program Files\IBM\CSLD\data\CSLDStdMail.ntf

The sample mail template does not use any binary code as in LSX classes.
Essentially, it contains script libraries for the creation of CSLD jobs.

Important:

* Before using the sample mail template, make sure that you have read the legal
information in the chapter Notices, especially the section under COPYRIGHT
LICENSE.

¢ The sample mail template is based on Lotus Notes Standard Mail Template for
Notes 7. Therefore, only use it in a Notes/Domino 7 environment or higher.

* Do not use the sample mail template as is in a production environment.
* Do not modify the code in the script library createCSNJobs.

Using the sample mail template

Before you adapt any design elements to the templates of your existing databases,
make sure that the sample mail application works in your environment. Follow the
instructions in this section in the given order.
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Creating a sample mail database
First, use the sample mail template to create a database for test purposes.

Creating test archives

Create test archives that will receive the documents or folders you are going to
archive:

1. Define an archive in your archive system by creating one of the following
objects and give the object the name Maildemo.

Content Manager 8
An item type

Content Manager OnDemand
An application group

Tivoli Storage Manager
A management class
2. Define another archive for folder archiving. Name it, for example, Folddemo.

Listing the test archives in the server configuration profile
Make the test archives known to CommonStore so that they can be addressed for
archiving or retrieval.

To do so, follow these steps:

1. Edit the server configuration profile (usually archint.ini). If you followed the
instructions in [“Configuring the CommonStore Server” on page 68 | this file
probably resides in one of the following directories:

AIX /usr/lpp/csld/server/instance01
Windows
C:\Program Files\IBM\CSLD\Server\instance01

2. Define a logical archive with the name MD in the server configuration profile
(usually archint.ini). Let the logical archive point to the Maildemo archive you
created in step

Content Manager 8
ITEM_TYPE Maildemo

Content Manager OnDemand
APPGROUP 'Maildemo’

Tivoli Storage Manager
MGMTCLASS Maildemo

3. Define another logical archive with the name NF and let it point to the archive
you created for folder archiving in IZl

4. Check if the DOMINODPS keyword is set to the value 47111. If not, correct
this:
DOMINODPS 47111

5. Save and close the server configuration profile.

Creating a document mapping

Create a document mapping for the Memo form. This has the effect that Lotus
Notes documents using this form (nearly all standard e-mails) are archived in the
specified test archives. Follow these steps:
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1. In the navigation tree of the CSLD Configuration database, select the
Document Mappings folder.

2. Click New Document Mapping on the action bar.
3. Use the following settings on the Form page:

Define mapping for
Document form

Notes form name
Memo

Optional form aliases
Reply,Document

This instructs CommonStore to archive documents using the Reply and
Document forms as regular e-mails (as if they were based on the Memo
form).

CommonStore Archive ID
MD

4. On the Configuration page, use the following settings:

Form for result documents
MemoShell

This is the name of the form used to display retrieved documents.

Notes fields to display in hit list
Subject;From;PostedDate

5. On the Attribute page, enter the following values in the Mapping table:

Notes document field names Archive attribute names

Subject,From,PostedDate MailSubject,FromSender,PostedDate

6. Fill in other settings as required and click Save & Close when finished.

Creating database profiles for archiving and retrieval

As mentioned before, an instance of the CSLD Task can perform only one type of
job: archiving or retrieval. To be able to do both, you must create configuration
documents (database profiles) for at least two task instances.

Creating a database profile for archiving:

To create a database profile for archiving, follow these steps:

1. Click Database Profiles in the navigator of the CSLD Configuration database,
and then New Database Profile.

a. On the Basic page, use the following settings:

CSLD Task will perform
Archiving

Poll between
01:00 a.m. — 11:59 p.m.

every 1 seconds

on Monday,Tuesday,Wednesday,Thursday,Friday,Saturday,Sunday
b. On the Working DBs page, select the following option:

Task will process jobs in
All databases
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This is for testing purposes only. In a production environment, you
would choose one of the other options.

c. On the Job DB page, specify the following:
Database name

The name (including the path) of your job database. Specify the
path relative to the notes\data directory.

on server
The name of the server on which the job database resides.

d. On the Security page, select the following options:

Only archiving user can retrieve documents
No

Restrict retrieval to point of origin
No

e. On the Environment page, use the following settings:

Transfer directory
Enter the path to an existing directory to be used as the transfer
directory.

CommonStore TCP/IP port
47111

CommonStore host name
Enter the host name or IP address of the CommonStore Server
machine.

CommonStore Web port
8085

Folder Archive ID
NF

f. On the Advanced page, use the following settings:

Tracing level
All

Maximum tracefile size
2000 KB. For testing purposes, use 10000 KB.

2. Fill in other settings as required and click Save & Close when finished.

Creating a database profile for retrieval:

To create a database profile for retrieval, follow these steps:

1. Click Database Profiles in the navigator of the CSLD Configuration database,
and then New Database Profile.

a. Use the following settings on the Basic page:

CSLD Task will perform
Retrieval

Poll between
01:00 a.m. _ 11:59 p.m.

every 1 seconds

on Monday,Tuesday,Wednesday, Thursday,Friday,Saturday,Sunday
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b. On the Working DBs page, select the following option:

Task will process jobs in
All databases

This is for testing purposes only. In a production environment, you
would choose one of the other options.

c. On the Job DB page, specify the following;:

Database name
The name (including the path) of your job database. Specify the
path relative to the notes\data directory.

on server
The name of the server on which the job database resides.

d. On the Environment page, use the following settings:

Transfer directory
Enter the path to an existing directory to be used as the transfer
directory.

CommonStore TCP/IP port
47111

CommonStore host name
Enter the host name or IP address of the CommonStore Server
machine.

CommonStore Web port
8085

Folder Archive ID
NF

e. On the Advanced page, use the following settings:

Tracing level
All

Maximum tracefile size
2000 KB. For testing purposes, use 10000 KB.

3. Fill in other settings as required and click Save & Close when finished.

Adapting the script library CreateCSNJobs

The script library CreateCSNJobs, which contains the code for the creation of CSLD
jobs, must know the name and location of your job database in order to function
properly. You can specify the name and location in a Lotus Notes profile document
in the mail template used by your Lotus Notes clients, or directly in the script
code. The preferred solution is to use a profile document because this saves you
the task of reentering this information when the code of the script library
CreateCSN]Jobs is updated.

The CSLD sample mail template contains an agent that creates a profile document
for the specification of the job database name and location. See |”CommonStore|
[Administration\Edit CSLD Profile Document” on page 315]If you none the less
prefer to add the job database information to the script library code, follow these
steps:

1. Open the sample mail template in the Domino Designer.

2. Click Shared Code » Script Libraries or Resources » Script Libraries in the
navigator on the left.

3. Double-click CreateCSNJobs in the view on the right to open it.
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4. Edit the JobDatabaseName object.
5. Locate the following line of code at the bottom:
JobDatabaseName="<Enter the path to the job database here !>"

6. Replace the text between the double quotes with the path and file name of the
job database (relative to the notes\data directory). For example, if the job
database CSLDJobs.nsf resides in the C:\notes\data\csld directory:

JobDatabaseName = "cs1d\CSLDJobs.nsf"

7. Edit the JobDatabaseServer object.

8. Locate the following line of code at the bottom:
JobDatabaseServer="<Enter the JobDatabaseServer here !>"

9. Replace the text between the double quotes with the name of the Lotus
Domino server on which the job database resides, for example:

JobDatabaseServer= "ARKTIS/ESDA"
10. Save your changes and close the script library.

Starting task instances

Start a task instance for archiving jobs and another one for retrieval.

To do so, you start the csld or csld.exe program two times. Each time, you specify
one of the database profiles you have defined in steps [“Creating a database profile|
for archiving” on page 120[and |“Creating a database profile for retrieval” on page]
&l as a parameter.

To start the archiving task instance use the command:
csld -s SERVER -p Archive -n CSLD\CSLDConfig.nsf

where SERVER is the name of the Lotus Domino server on which the CSLD
Configuration database is located, Archive is the name of the database profile you
created for archiving jobs in [‘Creating a database profile for archiving” on page
and CSLD\CSLDConfig.nsf is the name of the CSLDConfiguration database,
including the path relative to the notes\data directory.

Proceed in the same way to start the retrieval task instance.
Testing the functions in the sample mail template

When you have configured the functions in the sample mail database, test them to
see if they work correctly. To perform the test, follow these steps:

1. Make sure that the CommonStore Server is set up and running.

2. Make sure that the Lotus Notes user opening the sample mail template
(probably you) is on the access control list of the job database and has Author
access.

3. Open the sample mail template in Lotus Notes.

4. Copy a number of documents out of an existing mail database and paste them
into the sample mail database. Bear in mind that these documents must use the
Memo form.

5. Select one or more of the documents in the sample mail template.

6. Try to archive the selected documents by clicking CommonStore + Archive
Selected Documents on the action bar.
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If the sample mail template works, you can start using the Lotus Notes design
elements therein to modify existing production databases. Start working in a test
environment first. To continue, proceed with the information in [Chapter 10, “CSLD)
[programming guide,” on page 229

Installing the XSL style sheet for displaying Notes e-mails in DXL

If you are archiving documents in DXL format, use the style sheet
Sample_Memo.xsl to enable applications such as the Content Manager Windows
Client or eClient Server to display these documents.

To install the XSL file:

Copy the file <CSLD-InstallPath>\bin\webroot\Sample_Memo.xsl to the Content
Manager Resource Manager WebSphere Application Server directory at
<WAS_HOME>\installed Apps\t40-2kas\icmrm.ear \icmrm.war.
<CSLD-InstallPath> is your CSLD installation directory, for example, C:\Program
Files\IBM\CSLD and <WAS_HOME> your IBM WebSphere Application Server
directory.
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Chapter 6. CSLD administration

This chapter describes how to perform typical administration tasks, such as error
logging and tracing, or performance tuning and security settings. In addition, it
describes some advanced features of CSLD.

Migrating from CSLD Version 7 to Version 8.3

To make your existing CSLD-enabled applications work with CommonStore for
Lotus Domino Version 8.3, you must perform a number of migration steps. Some
of these steps are mandatory, others are optional.

Replacing the designs of the configuration and job databases

The designs of the CSLD Configuration database and the job database have
changed. Therefore, you need to replace the designs of your existing configuration
database and job database.

The design of the configuration database has been reworked completely. New
fields were added to the existing forms, and additional forms were introduced to
cater for the new automation features.

The way in which the CSLD Task scans your databases for jobs has also changed.
Instead of scanning the All Documents view, the CSLD Task in Version 8 scans two
specialized views for jobs. Therefore, you must add these new views to the job
database template. In addition, the possible combinations of archiving type and
request type have changed. Furthermore, new combinations have been added.

To complete the necessary design replacements, follow these steps.
1. Replace the design of the CSLD Configuration database.
2. Replace the design of the job database.

3. Copy the new views to the design of your existing database. This is
recommended if your current job database is customized.

After you have replaced or refreshed the design of the CSLD Configuration
database, enter each view and select Actions » Refresh all documents from the
menu. This adds any new parameters and merges existing values.

To ensure that all values are still correct after merging from CSLD versions earlier
than version 8.3, it is recommended that you manually check the updated
documents for correctness.

Important: Starting with CSLD Version 8.2.3, the job request types (archMode was
changed to archivingType) have changed and there is no automatic recomputation
of the configuration documents affected by this change when you migrate the
CSLD Configuration database from a version older than V8.2.3. Therefore, when
migrating from an older version, you must manually edit all Policy documents and
reset their values.
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Performing optional migration steps

Some of the migration steps are not required. However, you must perform these
steps if you want to use some of the new functions in CommonStore for Lotus
Domino. To be able to use these functions, you must perform the following steps:

+ [“Updating views in the templates for user database”|
+ ["Updating the CreateCSNJobs script library”]

* |“Replacing the CSLD query form’|

* [“Updating CSLD Web functions”]

Updating views in the templates for user database

If the template for the mail databases of your users contains custom views that
indicate the archiving format based on the request type, then you might need to
update these views with the codes for the new request types that were introduced
with CSLD 8.2.3. The new request types reflect the split-up between archiving type
and archiving format.

The split-up between archiving type and archiving format required the
modification of the old request types and the introduction of new types.

Example

In CSLD versions before 8.2.3, archiving in the Notes native format was equivalent
to a request type of 2.

Now, the archiving type Entire is represented by requestType=768. The Notes
archiving format is still represented by requestType=2. To be able to display
documents archived in this way in a custom view, you must base the view on
requestType=770 (768+2).

A full list of archiving types and archiving formats can be found in|“CSLD Lotus
[Script classes” on page 252,

Updating the CreateCSNJobs script library

The CreateCSN]Jobs script library was extended by new functions for the classes
CSNArchiveJob, CSNRetrieveJob, and CSNDeleteJob. These classes partly reflect
the implementation of new features in CommonStore for Lotus Domino.

To use these features, you must replace your existing version of CreateCSNJobs
with the new one. Note that you lose the customizations of your existing script
library when you do this. You must redo these customizations manually.

For more information about the script library, see [“CSLD Lotus Script classes” on|

Replacing the CSLD query form

When you have updated the CreateCSNJobs script library, you must also update
the CSLD query form. This is because the CreateCSNJobs script library contains
the createCSNQueryJob function, which is called by the CSLD query form when
you run the setupDB tool. In version 8 of CommonStore for Lotus Domino, the
createCSNQueryJob function was provided with a new interface.

Updating CSLD Web functions

In CommonStore for Lotus Domino Version 8, a Web function and a Web agent
were changed to eliminate a problem source in connection with the passing of the
HTTP_REFERRER cgi-variable. The names of the job database and the job database
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server are usually included in the value of this variable. However, some browsers
pass an empty HTTP_REFERRER variable to CSLD. For this reason, the hyperlinks
(URLs) in hit lists returned by CSLD now include the names of the job database
and the server hosting the job database.

To obtain the new hit lists, you must replace the CSNWebFunctions script library
and the WebRetrieveSingleDoc agent with their updated versions. You can also
modify a custom Web agent by changing the format of the hyperlinks in the source
code as follows:

http://<DominoServerCN>/<dbName>/WebRetrieveSingleDoc?0penAgent&archID
=xxx&jobDB=yyy&jobSrv=zzz

Logging and tracing

There are different ways to capture output from the program functions of
CommonStore in files. One of them is logging. During logging, information is
written to files or Lotus Notes documents, allowing to monitor the functions of
CommonStore. Information about errors and operations, for example, are written
to a log file.

Another way to capture output from CommonStore functions is tracing. Tracing
collects a lot more detailed information about the program functions of
CommonStore, and therefore allows an in-depth problem analysis. However,
tracing reduces the performance of CommonStore. You should only use tracing
when required, for example, for the reproduction of problems.

The log and trace files are created in different directories. There is only one default
directory, which contains log and trace files created by the CommonStore Server
(archpro).

On AIX, the log and trace files are written to the instance directory of the
CommonStore Server. This is the directory in which you placed your archint.ini file
during the setup.

On Windows, the log and trace files are written to a default directory. Assuming
that you accepted the default installation path, this is C:\Program
Files\IBM\CSLD\Server\instanceO1l.

If you want to use other directories for logging and tracing, you must create the
directories manually, and later specify these in the database profile document for
the CSLD Task, in the CSLD Configuration database. For a single instance of the
CSLD Task, this is not recommended because it results in the creation of two log or
trace files by the same task instance.

However, if you use multiple instances of the CommonStore Server or the
CommonStore service, this is the simplest way of separating log and trace output
for each instance. Initially, the file is created in the location specified by the
CSNINSTANCEPATH environment variable. This location is used until the task
instance has read the database profile. After that, the log or trace file specified in
the database profile is used (same file name, but different location). Another option
to separate trace and log files per instance is to start each CSLD instance from
within it’s own runtime environment, in other words, with an individually set
CSNINSTANCEPATH variable.

Chapter 6. CSLD administration 127



The location of other log and trace files depends on the settings of keywords in the
CommonStore server configuration profile (usually archint.ini) or environment
variables.

The following log and trace files are or can be created:

startup.trace
This file contains all tracing information created by the archpro during
startup. It is always created. The creation starts even before any
configuration data is read.

archint.trace
This creation of this trace file depends on the configuration in the server
configuration profile (usually archint.ini) by using the TRACE keyword. It
contains all information about starting, stopping, errors, archived and
retrieved documents, searches and all other actions. You can specify the
maximum size of this file in the server configuration profile. When the
maximum is reached the oldest information in the file is overwritten. The
file is mostly used for problem resolution.

CommonStore Server log
This log file contains the names of all files which are archived or retrieved.
Errors are also documented. Every day a new operation log is created. The
file names follow the pattern aiYYYYMMDD.log, where YYYYMMDD is
the date on which the file was created. You enable logging in the server
configuration profile (usually archint.ini) by using the LOG keyword.

Examples

ai20020901.log
ai20020902.log
ai20020903.1og

For information about the contents of the CommonStore Server log file, see
[‘CommonStore Server log file” on page 340

Error log
The error log file documents all errors that are known to the CommonStore
Server (archpro). There is no limit to the size of this file. Therefore, check
the size from time to time. The error log file is created in the directory that
the INSTANCEPATH keyword points to. You set this keyword in the
server configuration profile (usually archint.ini). The error log file has the
name csserror.log. Every new error results in an additional section in the
log file. Each section represents an error. The sections start with the date
on which the error occurred. The next lines give you the following
information:

¢ Information about the code module causing the error

* Internal return code (if the error is related to the CommonStore Server or
the CSLD Task)

* External return code (if the error was caused by Lotus Notes or your
archive system

* An error description

The error messages are identical to the messages that are written to the job
documents of jobs that were being carried out as the error occurred.

Content Manager 8 agent error log
This file is written by the CommonStore agent for Content Manager 8 and
helps analyzing problems that are related to the communication and data
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transfer between the CommonStore Server and a Content Manager 8
backend archive. The name of this file is cm8errors.log. The file is written
to the directory that is determined by the INSTANCEPATH keyword in the
server configuration profile. The format of the text in this file is very
similar to that of the csserror.log file. See the entry Error log in this list.

Content Manager 8 agent trace file
This file is written by the CommonStore agent for Content Manager 8 and
contains trace information to further assist in solving problems related to
CommonStore and Content Manager 8. The name of this file is cmtrace.trc.
The file is written to the directory that is determined by the
INSTANCEPATH keyword in the server configuration profile.

CSLD Task Report Log files
CSLD Task Report Log files log all CSLD Task-related events, such as
archiving, retrieval, deletion, updates, and searches. You can control the
logging behavior and the log output through a number of environment
variables, which makes CSLD Task report logging a more comprehensive
subject. Consequently, an extra section is dedicated to it. See
[report logging.”]|

CSLD Task trace files

If tracing is turned on in the CSLD Configuration database (tracing level
Error or All in a database profile), all trace information is written to a file
called profilename.trace file, where profilename is the name of the database
profile document of a particular CSLD Task instance. If task instances are
run in a multi-thread mode, each thread writes trace information to its
own trace file. In this case, the trace files are named profilename00,
profilename01, profilename02, and so on. There will always be at least one file
called profilename00.trace and one file called profilename01.trace.

However, CSLD does part of the tracing work before it reads the
configuration data. Hence it does not know the trace directory at this point
in time. Therefore, CSLD places this part of the trace information in the
directory that the CSNINSTANCEPATH environment variable points to.
This variable is set during the installation of CSLD.

Job database
If a job could not be finished because of an error, error messages are
written to the job document in the job database. The messages are identical
to those that are written to the error log file.

The trace and log files are placed in the directories that you specified in the
database profile in the configuration database.

To make CSLD write both parts of the trace information to the same directory,
leave the fields Trace file directory and Log file directory in the database profile
empty.

CSLD Task report logging

If report logging is enabled, CSLD Task instances log all events, such as archiving,
retrieval, deletion, updates, and searches. The log file entries are in
comma-separated value (CSV) format, which allows you to display them as tables
in third-party applications such as a spreadsheet.

The naming scheme for the log files is ldxxxxxYYYYMMDD.log, where xxxxx
stands for a prefix you can define by yourself, and where YYYYMMDD represents
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the date on which the file was created. Like CommonStore Server log files, CSLD
Task log files are written once per day. The logging behavior is controlled by
environment variables that you set in the shell or Command Prompt window from
which you also start the CSLD Task instances. Set the variables before you start a
particular CSLD Task instance. The following environment variables are available.

CSLD_LOGGING_KEY
This variable defines the prefix, which can be up to 5 characters long and
must consist of alphabetic characters only. Apart from its function as a file
name prefix, the logging key is used to reserve and identify a portion of
the memory for the logging operations of the task instances that use this
prefix. In addition, each defined prefix causes the CSLD Task to start a
logging daemon in the reserved memory area. The logging daemon is a
program that collects all logging information in the memory before writing
it to a log file in the specified logging directory. Writing occurs when the
reserved memory space has been used up. In the course of the writing
process, the reserved memory area is cleared for new information. You can
control the size of the reserved memory area by using the environment
variable CSLD_LOGGING_BUFSIZE. See [CSLD_LOGGING_BUFSIZE| later
in this section. You can also stop the logging daemon manually, which is
useful in certain situations. See [“Stopping the logging daemon manually’]

on page 131| for more information.

The prefix is unique. If you set the same prefix for two or more task
instances, this means that these task instances will write log information to
the same log file. Also, if the variable CSLD_LOGGING_KEY is not
defined, report logging will be disabled.

CSLD_LOGGING_ACTIVATE
Switches report logging on or off, depending on its value. A value of yes
switches logging on; no switches it off. If this variable is not present, it
defaults to no.

Note: Instead of the value yes, you can also use 1, on, or true.

Instead of no, you can also use 0, off, or false.

CSLD_LOGGING_REQUIRED
Ensures that all CSLD operations are logged. If the logging procedure fails
for some reason, the task instance is shut down. This behavior ensures that
no CSLD jobs are processed without a corresponding log entry. A value of
yes switches the feature on; no switches it off. If administrators are listed in
the database profile of the CSLD Task instance, they are notified when a
failure occurs and the task instance is shut down.

Note: Instead of the value yes, you can also use 1, on, or true.

Instead of no, you can also use 0, off, or false.

CSLD_LOGGING_OPERATIONS all | [archive retrieve delete update search]
Sets the logging detail level based on the operation type. You can log
information on one or more operation types. To log information about a
single operation type, set the variable to one of the following values:

* archive
* retrieve
* delete
* update
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* search

To log information about more than one, but less than all operation types,
string up the appropriate values as you set the variable. Separate the
values by commas. For example, a setting of
CSLD_LOGGING_OPERATIONS=archive logs all archiving operations;
CSLD_LOGGING_OPERATIONS=archive,delete,update logs all archiving,
deletion, and update operations. The default is
CSLD_LOGGING_OPERATIONS=all, which means that all operations will be
logged.

CSLD_LOGGING_DIR
Sets the log file directory. You need to specify the fully qualified directory
name, for example:

D:\Program Files\IBM\CommonStore\CSLD\Togging

If the variable is not set, the log files are written to the directory that the
CSNINSTANCEPATH keyword points to, which is set in the server
configuration profile (usually archint.ini). By default, this is the home
directory of the CSLD user.

CSLD_LOGGING_BUFSIZE
Sets the size of the memory buffer used for logging. The minimum size is 4
KB, the maximum 512 KB. The larger the buffer size, the more entries it
can hold. Hence the buffer does not have to be written to the log file so
often, which reduces the performance impact of the writing process at a
cost of reduced memory availability for other processes. You should tune
this setting based on your system configuration. If the variable is not set,
or if the specified value is out of the allowed range, the buffer size will be
128 KB. To set the buffer size, specify values between 4 and 512.

To help you choose the right buffer size: The average log entry is about 250
characters. Based on this assumption, 4 KB will hold about 16 log entries,
64 KB about 260, 128 KB about 520, and 512 KB about 2100 log entries.

For information about the contents and the format of CSLD Task log files, see
[“CSLD Task Report log files” on page 335,

Stopping the logging daemon manually

When you shut down an instance of the CSLD Task, all remaining log entries in
the reserved memory area are written to the CSLD Task Report Log file, and the
logging daemon is stopped automatically. So normally, there is no need to stop the
logging daemon manually.

However, the daemon stays active in certain error situations. If the log file
directory can no longer be written to because it is full or the permission to do so
has been revoked, the daemon remains active to preserve the logging information
in the memory. After solving the problem, you need to flush the information in the
memory and save it to the log file. You can then stop the idle daemon manually in
order to remove it from the memory. It might also be necessary to stop a daemon
that is still running in the system memory after a failure of the CSLD Task
instance. You can perform all these actions with the cslogcontrol program, in
connection with the following parameters:

-key <value>
Use this parameter to specify which daemon you want to stop. Set the variable
<value> to the value of CSLD_LOGGING_KEY. This parameter is required.
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-dumptofile
This parameter writes the log entries that are still in the memory to the CSLD
Task report log file. Use this option after solving the write problem.

-dstop
This parameter stops the logging daemon after all CSLD Task instances that
use the same prefix (as defined by CSLD_LOGGING_KEY) have been shut
down. The option ensures that the task instances can finish their work before
the daemon is stopped.

-dkill
This parameter stops the logging daemon immediately. Use it with care, as it is
likely that this option will cause the related CSLD Task instances to crash. In
fact, you make best use of this option if you employ it to clear an idle-running
daemon from the memory after an erroneous shutdown of the related CSLD
Task instances.

Examples

* cslogcontrol -key tsk@l -dumptofile
Writes the remaining logging information associated with the
CSLD_LOGGING_KEY value tsk01 from the memory to the CSLD Task report
log file.

* cslogcontrol -key tsk0l -dstop

Stops the logging daemon for CSLD_LOGGING_KEY value tsk01. The daemon is
stopped after all related CSLD Task instances have been shut down.

Error handling

CSLD Tasks run in three phases:

1. When CSLD Tasks are started up, all configuration information is read in from
the configuration database. When an error condition is encountered during
configuration reading, the task aborts with an error message, which is logged
to the <profilename>.Tog file. The error message is also printed on the screen.

2. When the connection cannot be established, the task aborts with an error
message.

3. When a CSLD Task is running, all errors during archiving, retrieval, updating,
or deletion are written to the job error field.

When error conditions are encountered that require actions by the CSLD
administrator, the job containing the error message is mailed to the administrator.
Examples for such error conditions are as follows:

* Full disks, or disk crash, so that CSLD cannot create temporary files.

¢ The value type of a field in a special mapping is not the same as the field value
type in the form. The administrator must check the document form.

* CSLD tries to archive a document whose form has not yet been mapped in a
document mapping.

At most five error notification mails are sent to the administrator for a single
repeating error condition. For example: When a CSLD Task cannot poll the job
database for jobs every ten seconds, a maximum of five error mails is sent to the
CSLD administrator.
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Using coordinated universal time (UTC)

In CommonStore for Lotus Domino it is possible to optionally convert all
timestamp values from local time to universal time (UTC) before storing them in
an archive. The advantage of UTC is that all timestamps use the same reference
time. This enables comparing timestamps at a glance even if documents were
archived at different locations in different time zones.

Example

Suppose you have two e-mail documents. Both documents were archived. The
timestamp that is stored in an archive attribute indicates the date and time when
the documents were last modified. Suppose further that both documents were last
modified at 5 p.m. local time. One of the documents was archived from a Lotus
Notes client in New York, the other from a Notes client in London, England. The
timestamps of both documents show the same date and time, although there is a
gap of 5 hours between Eastern Time (EST), New York, and Greenwich Mean Time
(GMT), London. In fact, the last modification of the document in New York took
place 5 hours after the last modification of the document in London.

The difference does not become immediately apparent if both documents are
archived with their local timestamps. Using UTC corrects this. The timestamp of
the document in New York will be adjusted to show the date and time it would
display had it been modified for the last time in the GMT zone: Five hours will be
added during the conversion.

If the documents are retrieved to their original locations from the central
repository, the conversion to UTC is reversed where necessary. Hence the five
hours added to the timestamp of the New York document would be subtracted in
order to show the correct local time again.

Things to consider

The example makes it clear that UTC timestamps are to be preferred to local
timestamps. Even if you currently have repositories in one time zone only, you
cannot go wrong if you use UTC, and you will be in a much better position should
your business open a new location in another time zone. However, consider the
following points before changing the configuration of your CSLD system:

* If you archived documents with CommonStore in the past and now want to use
UTC, you have to set up a new repository because the timestamps of documents
archived with older versions of CSLD cannot be migrated to UTC. Separate
repositories are needed to keep the old (non-UTC) documents apart from the
new (UTC) documents.

* Retrieval processes from the old repository must not undo UTC conversions,
whereas retrieval processes from your new repository must. To achieve this, you
need to set up different CSLD Task instances, each of which using different
Lotus Notes environment settings.

» If UTC is used, custom applications that search for timestamp data in the
archive have to make adjustments to the search terms entered by the users.
Otherwise, the wrong documents will be found.

* The use of UTC timestamps is mandatory if you use, or intend to use, the eMail
Search application.

* When documents are returned in a search result list, timestamp values must be
converted to their textual representation for display because the result list is a
text-only element. Because the timestamp cannot be converted back to the
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end-user locale automatically, displaying it in UTF format would mean that all
end-users would have to manually compute their locale’s offset towards UTC.
To avoid this, CSLD displays the timestamp attributes in the result lists in the
CSLD locale, including the timezone information. For CSLD setups in which end
users and the CSLD server run in the same domain, this will provide the
greatest level of usability.

Configuration

You switch on timestamp conversion to UTC at archiving time by setting a
parameter in the notes.ini file that the CSLD task is using. These files contain the
Lotus Notes environment settings that are used by your CSLD Task instances (for
more information, see [“Setting up the Lotus Notes environment for CSLD” on|
. If you have used one of the sample notes.ini files that are delivered with
this version of CSLD as the basis for your notes.ini file, your file already contains
the required parameter setting. If not, add the following line to your notes.ini file:

CSLDTimestampsInUTC=1

This is a global setting. All CSLD Task instances using the same notes.ini file will
use it. Consequently, all archives served by these instances will store UTC
timestamps. You can switch the UTC conversion off by setting the parameter to 0
or by removing it completely from the notes.ini file.

If you use the CommonStore text-search function, you also need to enable UTC or
otherwise, the timestamps in the text-search index do not match the timestamps of
the corresponding documents in the archive. This would lead to wrong search
results. Since the text-search user-exit is installed on the Content Manager server,
you need to change the configuration settings on that server, in the
icmfce_config.ini file. If you use the icmfce_config.ini file that is delivered with this
version of CSLD, the file already contains the required parameter setting. If not,
you need to add the parameter manually. Add the following line to

icmfce_config.ini, which is located in the directory that the environment variable
ICMFCE_CFG points to:

TIMESTAMPS _IN_UTC=1

You can switch the UTC conversion off by setting the parameter to 0 or by
removing it completely from the icmfce_config.ini file.

Optimizing the performance

You can adjust the performance of CommonStore for Lotus Domino by the
following means:

+ ["Using system resources efficiently” on page 135|

* |“Increasing the number of CSLD Task instances” on page 135|

* |“Increasing the number of job databases” on page 136|

* [“Increasing the number of Domino dispatchers” on page 136|

* [“Increasing the number of CommonStore agents” on page 137

* [“Increasing the number of CommonStore Server instances” on page 137]

Before you start reconfiguring the system, thoroughly analyze your system to
identify the source of the bottleneck. Bear in mind that the reason for a bad
performance does not have to be your current configuration of CommonStore for
Lotus Domino. See the following list for other possible problems:

* Your network might be overloaded.
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* You do not have enough system memory. More system memory prevents the
temporary storage of currently unused memory data on the hard drive.

* Other applications running at the same time might take up system resources.

Notes:

* Bear in mind that if you want to increase the number of job databases,
dispatchers, agents, or server instances, you must have enough free hardware
resources to run additional processing threads simultaneously. You achieve the
best results if you supply additional CPUs by using more computers or by
adding processor cards.

* The following sections require familiarity with the CSLD components. When in
doubt, refer to [“Components” on page 21

To maximize the performance, you can run several instances of the CommonStore
Server. A good solution is to have a server instance for each CSLD Task instance or
each logical archive (index class, item type, application group, or management
class). See [“Creating multiple server instances” on page 159 for more information.

Using system resources efficiently

You can enhance the performance of CSLD by making efficient use of the available
system resources:

* When performing policy-based archiving, avoid scanning application databases
unnecessarily, that is, when you hardly expect any workload. Unnecessarily
frequent scans impose a performance impact on the Domino server. Hence, it is
much more efficient to create large jobs only once a day for example, than to
create smaller jobs every hour.

* If you run other applications, such as Lotus Domino servers, on the same
system, run CSLD activities at off-peak times. For example, if your Lotus
Domino servers are mostly used during the day, run CSLD processes at night.

* Exclude CSLD directories, especially the temporary ones, from virus scanning.
This can increase the performance considerably.

If necessary, change the Poll between times in the database profiles for your CSLD
Task instances. To do so, follow these steps:

1. Open the CSLD Configuration database.
2. Expand Configuration Profile » Database Profile in the navigator on the left.

3. In the right pane, double-click the database profile that you want to change.
The profile notebook opens so that you can edit it.

4. Change the Poll between times as required. For more information, see
[“Creating database profiles” on page 83/

5. Click Save & Close to save the changes.
. Stop and restart the CSLD Task instance.

o

Increasing the number of CSLD Task instances

Each additional database a CSLD Task instance has to process extends the period
required to scan the job database and process the jobs. To reduce the workload for
a task instance, distribute it among multiple CSLD Task instances:

1. First, remove certain databases from the database profile of the task instance
whose workload is too high:

a. Open the CSLD Configuration database.
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b. Expand Configuration Profile > Database Profile in the navigator on the
left.

c. In the right pane, double-click the database profile that you want to change.
The profile notebook opens so that you can edit it.

d. Click the Working DBs tab. Change the setting for Task will process jobs in
as required. For more information, see [‘Creating database profiles” on page|

e. Click Save & Close to save the changes.

f. Stop and restart the CSLD Task instance. See [“Starting and stopping the|
[CSLD Task” on page 104 for more information.

2. Second, create a database profile for a new CSLD Task instance. See
[database profiles” on page 83| for more information.

3. Start an additional CSLD Task instance with the new profile. See
[stopping the CSLD Task” on page 104] for more information.

Increasing the number of job databases

If you have very big databases that cannot be handled by a single CSLD Task
instance, it makes sense to have two or even more task instances work on the same
databases. This requires that you distribute the documents to multiple job
databases. You achieve this by modifying code in your application logic.

Attention: It is impossible to let more than one CSLD Task instance work on the
same jobs, that is, specify the same job database and the same Working Databases
in the database profiles of the CSLD Task instances. The reason is that Lotus Notes
does not provide an effective locking mechanism. Trying to do this none the less
might lead to unexpected results.

Increasing the number of Domino dispatchers

A CSLD Task instance starts one processing thread for each database or data
directory that is specified in its database profile. To process the workload on the
CommonStore Server without unnecessary delay, the number of Domino
dispatchers must roughly match the number of threads. Fewer dispatchers than
threads create a bottleneck.

For Windows users: On Windows, the number of dispatcher threads is limited to
a maximum of 32. Two threads are always used internally by CSLD, which
theoretically leaves 30 threads for each CSLD Task instance. In practice, do not
configure more than 20 threads per task instance. All configured dispatcher threads
send requests to the same CommonStore Server instance at the same time. If more
than 20 threads are configured, this administrative data traffic consumes the
greater part of the performance gain that is achieved by the additional threads, and
the overall performance does not increase any more.

To change the number of Domino dispatchers, follow these steps:

1. Open the configuration profile of the CommonStore Server (usually archint.ini)
in an editor.

2. Find the DOMINODPS keyword.

3. Change the value of the DOMINODPS keyword so that it matches the expected
maximum number of threads. To determine the number of threads, check the
settings in the Task will process jobs in section of the database profiles for the
CSLD Task instances that are handled by one CommonStore Server. Compare
the settings in each profile and take the highest number of threads as the value
of DOMINODPS:
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All databases
Check the number of databases on each Lotus Domino server serviced
by the task instance. The sum is the number of threads.

Selected Domino servers
Check the number of databases on each selected Lotus Domino server.
The sum is the number of threads.

Selected databases or data directories
Count the number of entries (databases or data directories). This is the
number of threads.

4. Save and close the server configuration profile.

5. Stop and restart the CommonStore Server. See |“Starting the CommonStore]
[Server for the first time” on page 74| for more information.

Increasing the number of CommonStore agents

To avoid unnecessary bottlenecks on the CommonStore Server when transferring
data to and from the archives, the number of CommonStore agents must equal the
number of Domino dispatchers.

To change the number of agents, follow these steps:

1. Open the configuration profile of the CommonStore Server (usually archint.ini)
in an editor.

2. Find the proper keyword for your archive system. See |Table 21

Table 21. Keywords to set the number of agents

Archive system Keyword
Content Manager 8 CMAGENTS
Content Manager for iSeries VIAGENTS
Content Manager OnDemand ODAGENTS
Tivoli Storage Manager ADSMAGENTS

3. Change the value of the keyword.
4. Save and close the server configuration profile.

5. Stop and restart the CommonStore Server. See |“Starting the CommonStore]
[Server for the first time” on page 74| for more information.

Increasing the number of CommonStore Server instances

To maximize the performance, you can run several instances of the CommonStore
Server. On a modern server, one server instance can archive between three and five
e-mails per second. Especially on multiprocessor servers or installations with many
task instances, the use of additional CommonStore Server instances can increase
the performance. See [“Creating multiple server instances” on page 159| for more
information.

Adjusting the security level

An essential part of CommonStore for Lotus Domino (CSLD Task, configuration
database, job database) is a Lotus Notes application. Hence it can fully exploit
security features of Lotus Notes:

1. CSLD processes only signed jobs. This means that a user cannot start CSLD
processes pretending to be another user.
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2. If only the CSLD administrator and the CSLD user have access to the CSLD
Configuration database, other users cannot start CSLD Task instances.

3. When you retrieve a document that was archived in Lotus Notes format, the
security properties are fully restored.

In addition to the Lotus Notes security features, CSLD offers features of its own,
allowing you to further refine document security.

Restricting access to archived documents

CSLD complements the Lotus Notes security features by offering security features
at the document level:

+ |“Limiting the access to archived documents to the archiving user”|

+ [“Limiting the retrieval of archived documents to the database of origin”|

Limiting the access to archived documents to the archiving user
Using this option, only the user (Lotus Notes user ID) who has archived a
document can view or retrieve it. This ensures that other users cannot see or use
documents archived by this user even though they might have access to the same
backend archive.

The following conditions must apply so that you can use this feature:

* The CSLD Task instance must archive to a backend archive with an attribute
named CSLDOrigUser. Look up the relevant section for your archive system in

Table 22. Relevant sections in this book

Archive system Section

Content Manager 8 [“Creating attributes” on page 30)

Content Manager for iSeries [“Defining key fields” on page 43|

Content Manager OnDemand “Creating a CMOD application group for]

documents or folders” on page 48|

* You must switch on the option Only archiving user can retrieve documents in
the database profile of the CSLD Task instance. You do this in the CSLD
Configuration database. See the information about the security page in
[database profiles” on page 83|

Note: Using this option does not make sense if you use automatic archiving. The
reason is that the ID of the archiving user will always be the ID used to start the
crawler. See [“Creating a user to start the CSLD Task” on page 75| for more
information.

Limiting the retrieval of archived documents to the database of
origin

Using this option, a user can only view or retrieve a document tothe Lotus Notes
database it was archived from. This ensures that only users with access to the
database of origin can view or retrieve documents. The following conditions must
apply so that you can use this feature:

e The CSLD Task instance must archive to a backend archive with an attribute
named CSLDOrigDB. Refer to [Table 22| to locate the relevant section in this
book.
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* You must switch on the option Restrict retrieval to point of origin in the
database profile of the CSLD Task instance. You do this in the CSLD
Configuration database. See the information about the security page in
[database profiles” on page 83

Important:

* You might use a Lotus Notes database to search an archive for auditing
purposes, using CommonStore to process the query. If Restrict retrieval to point
of origin is used, then you can only search those documents that you can also
retrieve, that is, the documents that have been archived from the search
database. These will probably only be a fraction of the documents that you
actually want to search. Consider not to configure the archive for the option
Restrict retrieval to point of origin in a context like this. Bear in mind that you
cannot simply switch off Restrict retrieval to point of origin in the database
profile of the CSLD Task instance because this would prohibit searches entirely.

* A special case is the use of single-instance storing: Here, the retrieval restriction
to the database of origin is a mandatory configuration step.

To overcome this problem, you can set an environment variable before you start
the CSLD Task instance for the search database. Before entering the csld
command from the command line or the Windows Command Prompt, enter:
SET CSLD_AUDIT_MODE=1

This environment variable enables you to search for all documents in an archive
although the retrieval restriction is in place.

If the variable is set, a message similar to the following is displayed on the
console when you start a query. It is also written to the trace file of the CSLD
Task if tracing is enabled:

ATTENTION: Search is made in AUDIT mode.

Integrating Lotus Domino R6 archiving policies

Lotus Domino R6 offers a centrally administered archiving function, which allows
you to move e-mails from the mail databases on a Domino server to an archive
database. Archiving is triggered by a schedule and a number of document selection
criteria. This is roughly comparable to policy-driven archiving with CSLD, but
certainly does not provide the same range of possibilities:

* The archive database also resides on a Lotus Domino server. Thus you can only
free space on the Domino server by compacting the databases.

¢ There can only be one policy per Domino server, which does not allow the same
degree of fine-tuning that CSLD archiving policies offer.

* There is no stubbing and no re-archiving. Documents are moved to the archiving
database permanently and entirely. In consequence, there is also no retrieval. To
access an archived document, you must open the archive database and use the
inbuilt search function to locate it.

However, you might want to use the inbuilt archiving feature of Lotus Domino R6
for some reason. If that is the case, and your Domino servers reside on Windows
operating systems, you can combine the automatic archiving feature of Lotus
Domino R6 with the more advanced archiving capabilities of CSLD. This is done
by using the CSLD Extension Manager Add-In. This module can intercept the R6
archiving routines and redirect e-mails to an external archive. During this process,
the archiving request that is triggered by R6 is passed to CSLD and CSLD jobs are
created instead.
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You install the CSLD Extension Manager Add-In on your Domino servers. The
Extension Manager Add-In not only intercepts recently started archiving processes,
it also cancels any post-archiving processes configured in R6. This eliminates
possible conflicts between CSLD and Ré6 post-archiving processes, for example, that
a document stub created by CSLD is accidentally deleted by Lotus Domino.

For each supported platform, the appropriate Extension Manager Add-In is copied
to the bin subdirectory of the CSLD installation directory. The CSLD Extension
Manager Add-In is delivered in the following files:

AIX libextarc.a

Windows
CSLDExtArc.dll

The files are also available in the R6Policy directory on the product CD. So if your
Lotus Domino server is on a machine other than CSLD, you can copy the files
from there.

You configure the CSLD Extension Manager Add-In by setting the following
environment variables in the notes.ini file of a Lotus Domino server:

CSLDExtArcReqType
Possible values range from 0-5. The following list shows what each value
stands for:

0 Makes CSLD check for the archiving type and archiving format.
Possible archiving types:

256 or 0x100
Archiving type Attachment

512 or 0x200
Archiving type Entire. Possible archiving formats for this

type:
2 Notes archiving format
14 DXL archiving format

768 or 0x300
Archiving type Convert note. Possible archiving formats
for this type:

3 Other format
4 ASCII format
5 RTF format

1024 or 0x400
Archiving type Component. Possible archiving formats for
this type:

2 Notes archiving format
14 DXL archiving format

1 (deprecated)
Attachment archiving

2 (deprecated)
Archiving in native Lotus Notes format
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3 (deprecated)
Archiving in an external or raster format

4 (deprecated)
Archiving in ASCII format

5 (deprecated)
Archiving in RTF format

Important: You need an external application to create a raster format.

Example
CSLDExtArcReqType=0

CSLDExtArcStub
If set to 1, a document stub is created after archiving. If the chosen
archiving method is attachment archiving, a URL link is inserted in the
places where the attachments used to be. If you set it to 2, text-only
placeholders are inserted for each attachments, which means that your
users cannot retrieve attachments by clicking the hyperlink.

Example
CSLDExtArcStub=1
CSLDExtArcDelOriginal
Set this variable to 1 if you want to delete the original documents after

archiving them. When deletion is enabled, any setting of CSLDExtArcStub
is disregarded.

Example
CSLDExtArcDelOriginal=1
CSLDExtArcjobDB

Use this variable to specify the path to the CSLD job database. The path is
relative to the notes\data directory.

Example
CSLDExtArcJobDB=CSLDjobs.nsf

CSLDExtArcJobSrv
Use this variable to specify the abbreviated name of the Domino server on
which the CSLD job database resides.

Example
CSLDExtArcJobSrv=Dominol/Acme
CSLDExtArcLeave]Jobs
Set this variable to 1 if you want to keep the job documents of successful

jobs in the job database. The normal behavior is that job documents are
deleted if CSLD could process the corresponding jobs successfully.

Example
CSLDExtArcLeaveJobs=1
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Support for mobile users

Automatic archiving processes might interfere with the needs of users who often
have to work offline or are connected by a slow network. Usually, these are
travelling users who connect to the network of their company at longer, irregular
intervals. For these users, documents must be available everywhere they go.
Moreover, they want to be able to access archived documents if needed. It can be a
severe setback if, for example, a salesperson cannot use a document because it was
archived or re-archived overnight due to an archiving policy.

To solve this problem, CommonStore for Lotus Domino allows mobile Lotus Notes
users to create and use local archive databases that are independent of, but can
none the less be synchronized with the central backend archive (offline archive
support).

When the mobility support has been installed and an archiving process is started
by the user or by an archiving policy, the selected documents are archived in the
local archive database and in the central backend archive.

Automatic and manual archiving processes are carried out as usual, but the
stubbing or the removal of attachments are delayed for a certain period of time.
This period allows for the documents to be copied to the local archive after the
regular archiving process has finished. Normally, the postprocessing operations like
stub creation or removal of attachments are performed immediately after the
documents were archived in the central archive on the server. When the server
detects that a user has enabled the mobility option, it marks the documents as
Mobility Pending and delays the postprocessing. This flag will trigger the next
replication to copy the (entire) document to the local archive database. When the
server detects that the copy has occurred or when a configured timeout period has
passed, the postprocessing will complete.

If several documents are archived in a single job and one or more of the
documents cannot be archived, the job is first marked as Mobility Pending until all
of the documents that were successfully archived have been stubbed, and then
only is the job status changed to Error.

Note: If the archiving options are configured such that documents are left
untouched or are deleted entirely after having been archived in the central archive
on the server, they are not copied to the local archive database. If documents
remain untouched, there is no need to copy them to the local archive database
because the originals are still available in the user’s mail replica. If documents are
to be deleted entirely, the user will have no means to access the archived
documents directly because stubs or links will not be available. A local archive
would thus not be a real help.

Note: Mobile user support is only available for Lotus Notes desktop clients that
are installed on Windows.

Enabling mobile user support for a CSLD Task instance

You need to enable mobile user support for the CSLD Task instance that handles
the archiving jobs for your mobile clients. You can create a CSLD Task instance for
this purpose or add the mobile user support capability to an existing task instance.

In both cases, certain settings are required in the database profile document for the
archiving task:
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Open the CSLD Configuration database.

To configure a new task instance, create a database profile document. To add
mobile user support to an existing instance, open the corresponding database
profile document. How to set up a task instance is described in the sections
under the heading [“Creating configuration documents for the CSLD Task” on|
page 83.| The various settings in a database profile document are described in

“Creating database profiles” on page 83

On the Basic page of the database profile, follow these steps:

a. Enable mobile user support by setting Enable mobility thread to Yes. This
action brings up additional fields and controls for defining a polling
interval.

b. Define a polling interval for the mobile users, just as you did before for the
ordinary users.

c. To specify the timeout period for delayed postprocessing, specify a number
of days in the Mobility timeout field. This period sets the time frame for
document postprocessing. This means that after documents have been
successfully archived, the original documents will be stubbed or their
attachments will be removed within this time frame. Normally,
postprocessing occurs after the archiving process, when the user replicates
the mail database. If the replication does not happen or cannot be
performed, the mobility timeout period ensures that postprocessing will
actually take place.

Complete the database profile and save it when finished.

If you are setting up a new task instance, create the other configuration
documents as required.

If you modified an existing task instance, shut down the task instance and
restart it. If you created a new task instance, just start the instance.

Deploying the CSNC_Install.nsf database for mobile users

As the CSLD administrator, you must put the CSNC_Install.nsf database in a
location where your mobile clients can access it.

You find the CSNC_Install.nsf databases (one for each supported language) in a
zipped archive named CSNClnstall_8_3_1_0.zip. This archive is located in the
directory CSNC_Databases on the CommonStore for Lotus Domino CD for
Windows (for both, Windows and AIX).

1.

Put the CSNC_Install.nsf database in a location where your mobile clients can
access it.

In Domino Administrator, sign the database with an ID your users know and
trust so that they will grant this ID the authority to deploy programs on their
systems.

Enabling mobile user support on a client workstation

The following section lists the steps that must be performed on each Lotus Notes
desktop client in order to enable mobile user support for the client.

From the mobile user’s Lotus Notes desktop client, perform the following steps:

1.
2.

Make sure that a local replica of the mail database exists.

On the Replication page of the Lotus Notes client, right-click the icon or entry
for the mail database and select Options from the context menu.

Make sure that Receive documents from server is selected and set to Full
Documents.
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4. Click OK to close and save the Replication Settings dialog.

5. Still from the user’s Lotus Notes client desktop, open the CSNC_Install.nsf
database. An information page with choices opens:

 Exit
¢ Continue
6. Click Continue You see a page labeled Setup.

7. In the Location field on top, specify the path and the name of the local archive
database you want to create. You can specify the full path or the path relative
to the Notes\Data directory.

8. In the Location field at the bottom, specify the path and the name of the local
mail database replica. You can specify the full path or the path relative to the
Notes\Data directory.

9. Click Install. The following will occur:
* Mobile-user support features will be added to the local mail replica.
* Alocal archive database is created if it does not already exist.

¢ The file ncsldmob.dll is installed in the Notes directory of the client’s
machine.

* The notes.ini file is updated to use ncsldmob.dllL

After a desktop client has been mobility-enabled, archived documents are copied
automatically to the local archive during replication. Once a document has been
copied, it is marked, so that the server knows that it must proceed with the
postprocessing at the next replication. However, even if the documents are stubbed
on the server, the users will not see the effects of the stubbing if mobility support
is enabled. When they open a note in their mail replica that has been copied to
their local archive, the copy from the local archive will be seamlessly presented in
its original entirety.

Only documents archived after the enablement of mobile user support will be
copied to the local archive on the user’s workstation. This means that users still
need to manually retrieve documents that were stubbed previously. However, once
these documents have been retrieved, a rearchiving will cause them to be added to
the local archive.

Note: Update the local mail replica before you rearchive the documents. Otherwise
stubs are copied to the local archive.

The archiving can be triggered by the users or by automatic processes. The
postprocessing for the archived documents is postponed until these have been
copied successfully to the local archive or until the Mobility timeout period, as set
in the database profile of the CSLD Task instance involved in the process, has
passed. If users do not replicate within this period, they will see postprocessed
(stubbed) archived documents. In that case, they will have to submit a retrieval
request for these documents while they are online.

Conversion raster-exits

CSLD offers raster exit functions for the conversion of documents before archiving.
One of these is for converting a document to the tagged-image file format (TIFF).
The other can be used to invoke a conversion to virtually any format. It can also be
used by third-party providers to plug in additional functionality.
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Either function must be provided through a C-DLL named CSLDRaster.DLL. Using
this interface CSLD will call the external rastering functionality.

The TIFF raster exit

The interface has the following appearance:
int _cdecl _Export

RasterizeNote( HANDLE hNote,
HANDLE hDB,
unsigned lTong ulRasterFormat,
unsigned lTong ulRasterOptions,
unsigned long addtlFlags,

char *pszOutfile,
void *pHook,
char *pszErrText );

The function takes the C handle to the note that needs to be converted as well as
the C handle to the database this note resides in. CSLD also passes the format to
which the given note should be converted, an option as to which parts and how to
convert it and some additional flags telling if and which extra-processing to
perform on the note. Further, the complete path name under which the file
containing the converted note must be created and a character buffer to which the
rasterizer can store error information are passed in by CSLD.

An integer return code taking some predefined values is expected to be returned
by the exit.

Input parameters

HANDLE hNote
C handle to the Lotus Notes document to be converted.

HANDLE hDB
C handle to the Lotus Notes database that contains the document to be
converted.

unsigned Tong ulRasterFormat
Constant defining the raster format. The file CSLDRaster.h defines symbols for
allowed values. For the time being, only RASTER_TIFF_FORMAT is supported.
However, this list can easily be extended.

unsigned long ulRasterOptions
Constant defining an additional option that determines what to convert. The
file CSLDRaster.h defines symbols for allowed values. Possible values are:

RASTER_NOTE_APPEND_ATTACHMENT
Convert both, note and attachments, then append the attachments after
the note.

RASTER_NOTE_EMBED_ATTACHMENT
Convert both, note and attachments, embed attachments at the position
where they used to be.

RASTER_NOTE_ATTACHMENTS_ONLY
Convert only the attachments of the note, but not the note itself.

unsigned lTong addt1Flags
Additional set of Ored together flags determining how to convert the
document. The file CSLDRaster.h defines symbols for allowed values. Possible
values are:
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RASTER_ROTATE
If an attached image is wider than high, rotate it so that it fits the
width of the note.

RASTER_TRIMWHITE
Trim leading and trailing space characters in notes and attachments.

For the time being, the flags are hardcoded to both RASTER_ROTATE or
RASTER_TRIMWHITE.

Output parameters

integer rc
This is the return code from the conversion process. The file CSLDRaster.h
defines symbols for possible return codes. Based on this return code, CSLD
will decide whether the conversion succeeded or not.

char *pszQutfile
Character buffer containing the fully qualified path to the output file. When
returned, CSLD expects that the converted note is found in this file.

void *pHook
Reserved for future use.

char *pszErrText
Character buffer allocated with MAX_MSG_LENGTH (as defined in CSLDRaster.h).
The raster exit can fill in an optional error text, if available. This error text will
then be printed in the job status field if the conversion fails.

Raster-exit implementation with Compart DocBridge

The first implementation of the CSLD raster exit is provided using the Compart
DocBridge product. Compart DocBridge consists of a printer driver and an API
DLL. Notes documents will basically be printed to a file that CSLD will then
transfer to the archive.

To enable rasterizing with DocBridge, the product has to be installed and
configured. CSLD comes with a DLL named _CSLDRaster.DLL. After Compart
DocBridge has been installed, this DLL must be renamed to CSLDRaster.DLL
(remove the underscore "_"). CSLD will then call this DLL which in turn makes
use of the DocBridge APIs to implement the rasterizing functionality.

Note: Although the raster exit DLL calling Compart DocBridge comes with the
installation of CSLD, DocBridge itself is not part of CSLD and has to be purchased

and installed separately.

For further information on Compart and the DocBridge product, contact Compart

at:
Internet: [http:/ /www.compart.net|
Mail: info@compart.net
Phone: (+49) 7031 - 62 05 23

For further information on how to install and configure the DocBridge product,
refer to the DocBridge documentation.
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The universal raster exit

The C-function interface has the following appearance:

int _ cdecl Export

ConvertNote( HANDLE hNote,
HANDLE hDB,
unsigned long ulRasterFormat,
unsigned long ulRasterOptions,
unsigned lTong addtlFlags,

char *pszFilepath,
char *pszOutfile,
unsigned Tong ulOutfilelLength,
char *pszErrText );

The function takes the C handle to the note to be converted as well as the C
handle to the database that this note resides in. CSLD also passes the format to
which the given note should be converted and some additional flags that can be
defined in the respective job. Furthermore, it passes the directory in which the
converted note is to be created by the exit, a character array with a given length to
which the complete file path of the converted note would be stored and a character
buffer to which the raster function can store additional error information. The exit
is then expected to return an integer return code when it is done.

Input parameters

HANDLE hNote
C handle to the Lotus Notes document to be converted.

HANDLE hDB
C handle to the Lotus Notes database containing the document to be
converted.

ulRasterFormat
Integer value defining the conversion format. The value is passed on by the
Notes application by means of the archiving job. The interpretation is up to the
exit.

unsigned long ulRasterOptions
Integer value defining additional options for the conversion exit. The value is
passed on by the Notes application via the archiving job. The interpretation is
up to the exit.

unsigned long ulAddt1Flags
Integer value defining additional flags for the conversion exit. The value is
passed on by the Notes application via the archiving job. The interpretation is
up to the exit.

char *pszFilepath
Character buffer containing the directory to which the converted note is to be
stored.

Output parameters

char *pszQutfile
Character buffer allocated with ulOutfileLength. This buffer is expected to
contain the full file path of the converted note.

unsigned long ulOutfilelLength
Size of the output buffer.
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char *pszErrText
Character buffer allocated with MAX_MSG_LENGTH. Exit can fill in an
optional error text, if available. This error text will then be printed in the job
information field if the conversion fails.

integer rc
Return code from the conversion. A value other than 0 means that the
conversion failed.

Integrating external software for the creation and verification of digital
signatures

Note: Processing of digital signatures by external software is only available for
Content Manager 8 archives.

CommonStore for Lotus Domino is indifferent to digital signatures. It does not
know how to recognize digital signatures, and it does not know how to interpret
them. You can add a digital signature to Lotus Notes documents to prove to the
recipient that you are who you say you are. If you archive such a document with
CSLD, the digital signature is also archived as part of the body if you choose the
archiving type Entire and the archiving format Notes. When you retrieve such a
document, the signature is certainly retrieved as well. However, the digital
signature is not preserved if you select another combination of archiving type and
archiving format.

For anything more sophisticated, you will need an external application. There are
external applications that compute a validation key or checksum for a document,
add the key or checksum to the document, and extract and store it for validation
purposes. If the document is changed later on, the key added to the document will
also change and no longer match the key that was extracted. This is used as an
indication of tampering.

If you use such an application, you surely like to preserve the extracted key or
checksum when the document is archived. CSLD offers specialized user exits for
this purpose, which allow you to integrate the external application into the
archiving process. This works as follows:

First, a Lotus Notes document is sent to the external application via an exit. The
external application receives and processes the document. How the document is
processed depends entirely on the external application. It is likely that it computes
a signature and adds it to the document, and the signature or the entire document
are encrypted in some way. It probably stores the signature and information about
the document it has been associated with internally, so that it can be verified later.

It then returns the document to the user exit. The user exit extracts the digital
signature and the content, separates them, then passes both as binary large objects
(BLOBs) to CSLD for archiving. CSLD does not know how the signature was
calculated, how to interpret it, or how to decrypt it. It only knows that one part it
receives from the exit is the content, the other the signature, and how to
distinguish between the two. The content is archived as usual. The digital
signature is stored in an archive attribute.

When this process is finished, another user exit is invoked to indicate a successful

completion. This allows the external application to free up memory and disk space
that was used during the extraction process.
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During a retrieval, CSLD retrieves the signature and the content (BLOBs) from the
archive, and passes them to a retrieval user exit, which then routes the data back
to the external application. How exactly the external application processes the
retrieved content is not known. It probably verifies the signature and then restores
the original Notes document to a target database. CSLD expects a handle to the
Notes document in return so that it can write the index information (values of the
archive attributes) back to the restored document if this is requested by a
parameter setting.

If a single archive handled both signed and unsigned content, the processing time
would be longer for all documents. To avoid this situation, maintain the signed

and unsigned content in separate archives. You can automate this process by using
document mappings for forms and archiving types as described in

[document mappings” on page 91

Install the user exits for the handling of digital signatures in one of the following
directories:

AIX  The home directory of the CSLD user ID you created in|“Creating a user|
[D for CSLD” on page 60/ for example, /home/csld.

Windows
The bin subdirectory of the CSLD installation directory, for example,
C:\Program Files\IBM\CSLD\bin.

Archiving user-exit for signed content

This user exit is invoked during archiving if the request type
CSN_ARCHIVE_SIGNED is used. It allows you to pass a Lotus Notes document to
an external application, which computes the digital signature. After the signature
has been calculated and added to the document, the document is returned to the
exit in the form of a binary large object (BLOB). The exit then extracts the digital
signature and the content portion from the binary object. After the extraction, the
signature and the content are archived by CSLD.

The digital signature is stored in an archive attribute. The function header is
defined as follows in the C programming language:

int extractSignedContent( const DBHANDLE  hDB,
const NOTEHANDLE hNote,

charx* pszFilepathDocContent,
char** ppszDataFormat,
unsigned Tlong ulDataFormatLen,
char** ppBufSignature,

unsigned long ulBufSize )

Input parameters

hDB
A Lotus Notes C API handle that uniquely identifies the Lotus Notes database
containing the document to be archived. The value of this parameter is
generated by Lotus Notes and passed by the CSLD Task to the user-exit code.
It ensures that the user-exit code can access the database if necessary. The
value of this parameter is not changed by the user-exit code.

hNote
A C API handle that uniquely identifies the Lotus Notes document to be
archived from the database identified by hDB. The value of this parameter is
generated by Lotus Notes and passed by the CSLD Task to the user-exit code.
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It ensures that the user-exit code can access the document if necessary. The
value of this parameter is not changed by the user-exit code.

Output parameters

pszFilepathDocContent
A character buffer whose size is the allowed maximum for the length of file
paths. The buffer is filled with the directory path to the content (file) that you
want to archive.

ppszDataFormat
A pointer to the buffer containing the data format or content type of the
document to be archived. Note that any value passed by the parameter needs
to match a data format or MIME type that is defined in Content Manager 8.

ulDataFormatLen
The length of the buffer ppszDataFormat.

ppBufSignature
This parameter points to the buffer containing the digital signature of a
document. The signature is stored as an attribute of the archived document.

ulBufSize
The length of ppBufSignature.

Completion user-exit for signed content

This user exit is called by CSLD after the content and the digital signature have
been successfully extracted by the extractSignedContent user-exit. The calling of
this exit is a signal indicating that memory can now be freed and that buffers can
be cleared. The function header is defined as follows in the C programming
language:
int extractSignedContentComplete( const DBHANDLE hDB,

const NOTEHANDLE hNote,

charx* ppszDataFormat,
charx* ppBufSignature )

Input parameters

hDB
A Lotus Notes C API handle that uniquely identifies the Lotus Notes database
containing the document to be archived. The value of this parameter is
generated by Lotus Notes and passed by the CSLD Task to the user-exit code.
It ensures that the user-exit code can access the database if necessary. The
value of this parameter is not changed by the user-exit code.

hNote
A C API handle that uniquely identifies the Lotus Notes document to be
archived from the database identified by hDB. The value of this parameter is
generated by Lotus Notes and passed by the CSLD Task to the user-exit code.
It ensures that the user-exit code can access the document if necessary. The
value of this parameter is not changed by the user-exit code.

ppszDataFormat
Pointer to the buffer containing the data format or content type. The pointer is
returned by the extractSignedContent user-exit.

ppBufSignature
Pointer to the buffer containing the digital signature. The pointer is returned
by the extractSignedContent user-exit.
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Retrieval user-exit for sighed content

This user exit allows you to pass retrieved signed content back to the external
application for further processing, for example, validating a retrieved digital
signature and restoring the document. The exit is invoked automatically when you
retrieve signed content into the original Lotus Notes database.

The decision to call the exit is based on the availability of the attribute containing
the retrieved document’s digital signature. If the attribute exists, a digital signature
has been retrieved, and the exit module exists, it will be invoked. If the attribute
does not exit or is set to zero, CSLD performs a normal retrieval operation. The
function header of this C interface is defined as follows:
int createNoteFromSignedContent( const DBHANDLE hDB,

const NOTEHANDLE hNote,

BOOL* bAttributes

const char* pszFilepathDocContent,

const char* pBufSignature,
const unsigned Tong ulBufSize );

Input parameters

hDB
A C API handle pointing to a target database. The target database is the Lotus
Notes database to contain the restored Lotus Notes document.

hNote
A C API handle that uniquely identifies the Lotus Notes document to be
retrieved from the database identified by hDB. The value of this parameter is
generated by Lotus Notes and passed by the CSLD Task to the user-exit code.
It ensures that the user-exit code can access the document if necessary. The
value of this parameter is not changed by the user-exit code.

pszFilepathDocContent
A character buffer whose size is the allowed maximum for the length of file
paths. The buffer is filled with the full path to the file in which to store the
retrieved content. The external application picks up the content by reading this
file.

pBufSignature
A character buffer to contain a digital signature retrieved from the archive.

ulBufSize
The length of pBufSignature.

Output parameters

bAttributes
A pointer to a Boolean value that is returned to CSLD. If that value is TRUE
(nonzero), CSLD adds the Content Manager attribute values to the Lotus Notes
document that has been restored by the external application. A value of FALSE
(zero) indicates that the attribute values will not be added.

Considerations when using DWA

Retrieving hotspots in stubs fails if the CSLD job database name has no extension,
if retrieve access rights are inadequate, or if Domino Web Access V6 is used in
CSLD V8.3.1.
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Depending on the configuration and archiving type, CSLD creates a hotspot in a
stub. In a Notes client, clicking the hotspot creates a retrieve job. However, in a
Web browser, clicking the hotspot occasionally fails to create a retrieve job.

The reasons for subsequently not creating a retrieve job can be twofold:

e The URL calls an agent in the CSLD job database to create a retrieve job.
However, if the ID that is used to trigger the agent does not have the rights to
run unrestricted agents, the retrieve job cannot be created.

* A configuration error exists in the CSLD configuration database. This happens if
you use the short name for the Job Database name instead of the full name, for
example, you use csldjob instead of cs1djob.nsf. In normal archive and retrieve
actions, this does not cause a problem. However, if a hotspot is used in a Web
browser and because the .nsf extension is missed in the URL, Domino recognizes
csldjob as a directory and not a file, and so fails to find the agent to create the
retrieve job.

If you use Domino Web Access V6 in CSLD V8.3.1 and click on the hotspot in a
stub, the hotspot appears to be a broken link. To resolve hotspots, disable the Use
javascript when generating pages option under the Web access options on the first
page of the database properties.
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Chapter 7. CommonStore Server — administration and
advanced configuration

This chapter describes how to configure the CommonStore Server in order to
enable the use of certain functions, automate the startup, or increase the
performance.

Enabling browser viewing

Browser viewing is very convenient because it allows almost any user to read
archived material and thus makes it unnecessary to install and administer a client
application for users who do not need more than that. For browser viewing,
CommonStore must be able to communicate by the Hypertext Transfer Protocol
(HTTP). To enable HTTP, you must specify a valid Web port in the server
configuration profile. In the sample profiles delivered with CommonStore, a Web
port is already set. If communication by HTTP does not work, check your setup by
following these steps:

1. Open the server configuration profile (usually archint.ini) in a text editor.
2. Search for the WEBPORT keyword.
3. Check the entry. It looks like this one:
WEBPORT 8085
4. Take down the port number for later reference.

5. In the CSLD Configuration database, open the database profile of the CSLD
Task instance communicating with the CommonStore Server.

6. Go to the Environment page.

7. Make sure that the entry for CommonStore Web port matches the number next
to WEBPORT in the server configuration profile.

8. Close the server configuration profile.

Important:

* The Windows XP firewall might block the HTTP port of the CommonStore
archpro program. If this happens, URL links in message stubs will not work. To
solve the problem, change the configuration of the Windows XP firewall or
switch it off.

* You must set the Domino Web port to the default port value of 80. If the
Domino Web port is not 80, you will not be able to retrieve messages displayed
in a Web browser.

Mapping content types to MIME types

Note: This section is only relevant for Content Manager for iSeries archives.

To display archived content stored in a browser, you must associate the content
types (also called data types) of the archived documents with the correct MIME
types. Browsers use MIME types to select the appropriate application for the
display of content.

To associate data types or file extensions of your archive system with MIME types,
follow these steps:
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o

. Open the file csmimes.properties in an editor. After a default installation, it is

located in the instance01 directory.

Check if the file already contains MIME type assignments for all your content
types. The file contains entries for the most common types.

If a required mapping is missing, add an appropriate line following the pattern
of the other entries in the file. There must be exactly one mapping per line. See
the following example:

TIFF6=image/tiff
PDF=application/pdf

Notes:

¢ If a MIME type assignment is missing, CommonStore uses the default, which
is text/plain. It might be that the browser cannot display the content
correctly if this MIME type is used.

* For compatibility reasons, content type-to-MIME type mappings are
case-sensitive. To ensure that all types are mapped correctly, create two
mappings for each Content Manager data type, one with the content type in
lowercase and one with the content type in uppercase, as in the following
example:

PDF=application/pdf
pdf=application/pdf

Save and close the csmimes.properties file.
Shut down and restart the CommonStore Server.

Check if your browser requires a mapping of file extensions to MIME types.
Add the required mappings if necessary.

Netscape browsers usually require such mappings. The most common
mappings are preset. The Microsoft Internet Explorer uses the file
type-to-application mappings set in the Folder Options of the Windows
Explorer.

Check if your browser is equipped with the appropriate plug-ins for displaying
all the MIME types. Obtain plug-ins where necessary. Usually, if an additional
plug-in is required, the browser shows a page that includes a link to a site
allowing you to download the plug-in.

Important:

The csmimes.properties file must reside in the directory that the
INSTANCEPATH keyword in the server configuration profile (usually
archint.ini) points to.

If CommonStore cannot find a copy of csmimes.properties in the
CSNINSTANCEPATH directory, it checks the directories specified in the
BINPATH statement of the server configuration profile (usually archint.ini). If it
can neither find a copy of csmimes.properties in this directory, it reads the
required information from the compressed sample version, which is included in
the archcls.jar Java archive. This file is also copied at the time you install the
CommonStore Server.

If you run more than one instance of the CommonStore Server, you must have a
copy of this file in each instance directory.

To apply the changes that you made in any copy of csmimes.properties, you
must restart the corresponding instances of the CommonStore Server (archpro).

If you use the sample file as a basis, check if the content types match the content
types that you defined in your archive. For example, if an mp3 file has MPEG3
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as its content type, the mapping MP3=audio/x-mpeg, as included in the sample
file, does not work. You would have to change it to MPEG3=audio/x-mpeg.

Preventing the storage of Web-viewed content in the browser
cache

Browsers maintain a cache memory of all Web-viewed content and downloaded
content. You can control the cache properties of Web-viewed content but not of
downloaded content. This can be a problem if sensitive material is viewed in a
Web browser because cache directories are not secure. You can prevent Web
content from being stored in your Web browser’s cache memory by customizing
the server configuration profile (usually archint.ini).

To use this feature, you need an HTTP 1.1-compliant browser. In addition, you
must configure the browser to use HTTP 1.1.

To customize the server configuration profile:
1. Open the profile, which is probably located in:
C:\Program Files\IBM\csld\server\instance(1

Note that this is an example. The actual location of your server configuration
profile can be different.

2. Type the keyword and parameter BROWSERCACHING OFF.
Exceptions:

There are the following problems with the Microsoft Internet Explorer:

e If the Microsoft Internet Explorer is launched by providing a URL as a
command-line parameter and the download content needs a helper application
to be displayed, the download always fails.

CommonStore Web-viewing always launches a browser with the URL as a
command-line parameter. Therefore, browser viewing always fails in these cases.

The Microsoft hot fix §323308.exe solves this problem. Additionally, as a
workaround, CommonStore at first returns an HTML page containing the URL
as a hyperlink and an automatic redirection to the URL.

If the Microsoft hot fix is not installed, the redirection fails, but the user can
download the content by clicking the hyperlink or by selecting the option Save
Target As after right-clicking the hyperlink to display the context menu.

* If the helper application needed to display the downloaded content is not
DDE-enabled, the automatic redirection also fails. In this case, you can only view
the content by selecting Save Target As from the context-menu of the hyperlink
and then manually launch the helper application to display the content. Under
these circumstances, the user is responsible for deleting the content after viewing
it.

Documents and plug-ins are downloaded to the temp folder. To ensure that the
temp folder is emptied, properly close your Web browser when you are finished.

Enabling secure HTTP communication

The secure hypertext transfer protocol (HTTPS) has become a widely used
standard for the transfer of private or confidential data over open networks. It
enables applications to encrypt the data and authenticate the client or server that
participates in the communication.
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CommonStore allows you to use the HTTPS protocol for communication with the
CommonStore Server. This prevents unauthorized users from accessing critical data
while it is sent to or received from the CommonStore Server. The HTTPS support
of CommonStore offers you the following features:

Server authentication
This allows connecting Web browsers to check the identity of the
CommonStore Server. This ensures that archiving data is really sent to or
received from the CommonStore Server.

Client authentication
Allows the CommonStore Server to check the identity of requesting clients.
This prevents unauthorized clients from accessing the CommonStore
Server.

Encrypted data transfer
All data that is sent to or received from the CommonStore Server is
encrypted. Hence the data is protected against spying or tampering.

Important

* Due to limitations of the Microsoft Internet Explorer on Windows 2003 (see
Microsoft Knowledge Base: 323308), it might be impossible to view an archived
attachment using a secure HTTP (HTTPS) connection if browser caching is
turned on. To use HTTPS in conjunction with the Microsoft Internet Explorer on
Microsoft Windows 2003, turn browser caching off in the archint.ini file
(keyword setting: BROWSERCACHING OFF).

* Microsoft Internet Explorer 6 with Service Pack 1 might be unable to display
Microsoft Office or PDF documents if HTTPS is turned on (see Microsoft
Knowledge Base: 812935). To avoid this problem, permit the saving of encrypted
files, that is, clear the Do Not Save Encrypted Files check box.

HTTPS support and server authentication

Prerequisites for HTTPS support and server authentication

Creating a keystore and a certificate for server authentication

To enable HTTPS communication with server authentication, create a keystore and
a certificate for the CommonStore Server. The functions for doing this are included
in the Java Runtime Environment (JRE) or Java Development Kit (JDK) version 1.4.
However, it is easier to create a keystore by using a GUI-based application like
IBM Keyman. You can download IBM Keyman from the following Web page:

[http: / /www.alphaworks.ibm.com /tech /keyman|

To create a keystore using the keytool command of the JDK or JRE, follow these
steps:

1. Open a command-line window on the computer or system where the
CommonStore Server is installed.

2. Enter the following command:
keytool -genkey -alias servername -validity 365 -keystore keystore.jks

where servername is the name or IP address of the server for which you want
to create the keystore.

3. Enter a password when prompted by this message:

156 CommonStore for Lotus Domino: Administrator’s and Programmer’s Guide


http://www.alphaworks.ibm.com/tech/keyman

Enter keystore
password:

4. You are asked a number of questions. Type an answer where necessary and
press Enter for the next question. Enter the name or IP address of the
CommonStore Server as the first and the last name in order to prevent the
display of warnings in the browser. For example:

What is your first and

last name?
[Unknown] : myserver.com

What is the name of your organizational unit?
[Unknown] : Accounting

What is the name of your organization?
[Unknown] : Dough International

What is the name of your City or Locality?
[Unknown]: Springfield

What is the name of your State or Province?
[Unknown] :

What is the two-letter country-code for this unit?
[Unknown] : US

Is <CN=myserver.com, OU=Accounting, 0=Dough International,
L=Springfield,
ST=Unknown, C=US> correct?

[no]: yes

Enter key password for <servername> (Press Enter if you want to use
the same password as for the keystore)

Important:

By following these instructions, you create a self-signed certificate. Users
connecting to a CommonStore Server receive a warning when such a certificate
is used. If you want to avoid these warnings, let a trusted certificate authority
sign your certificate.

Another solution is to instruct your client users to add the certificate to their
trusted certificates when they receive the warning.

5. Turn on Secure Socket Layer (SSL) support in the server configuration profile
(usually archint.ini) by specifying the SSL Web port. Use the SSL_WEBPORT
keyword for this purpose, for example:

SSL_WEBPORT 5590

6. Specify the path and file name of the keystore on the CommonStore Server by
using the KEYSTORE_FILE keyword, for example:

KEYSTORE_FILE C:\ss1\keystore.jks
7. Enter the password for the keystore. To do so, follow these steps:
a. Open a command-line window.

b. Change to the instance directory of the CommonStore Server. This is the
directory that the INSTANCEPATH keyword points to. Remember, the
INSTANCEPATH keyword is set in the configuration profile for the
CommonStore Server (usually archint.ini).

Examples

AIX /usr/lpp/csld/server/instance01
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Windows
C:\Program Files\IBM\CSLD\Server\instance01

c. Enter the following command:
archpro -f keystore_passwd
d. You are asked for the password. Enter it.

Enabling client authentication

If you want the CommonStore Server to use client authentication, you must create
a truststore.

Note: You can only use client authentication in addition to server authentication.

A truststore contains one or more authentication certificates for connecting clients.
You can make all connecting clients use the same certificate or use different
certificates for each client. The first option is easier to maintain, but the second
option offers maximum security.

To create a truststore on the CommonStore Server, you can also use the keytool
command of your JDK or JRE. However, this tool cannot create valid certificates
for client applications like Microsoft Internet Explorer. It is therefore necessary to
use a tool like IBM Keyman. Proceed as follows:

1. Install a tool capable of creating truststores and PKCS#12 certificates on the
computer or system where the CommonStore Server is installed or download
and install IBM Keyman. You can download IBM Keyman from the following
Web page:

[http:/ /www.alphaworks.ibm.com /tech /keyman|
Create a PKCS#12 token.

Generate an RSA 1024 key with your tool and use this key as you complete
the following steps.

w N

Create one or more client certificates in the PKCS#12 format (*.p12).
Export or save all certificates as X.509 certificates.

Create a truststore.

Import the certificates into the truststore.

© N oA

Specify the path and file name of the truststore in the server configuration
profile (usually archint.ini) by using the TRUSTSTORE_FILE keyword, for
example:

TRUSTSTORE_FILE C:\ss1\truststore.jks
9. Enter the password for the truststore. To do so, follow these steps:
a. Open a command-line window.
b. Change to the instance directory of the CommonStore Server. See step
for information about the location.
c. Enter the following command:
archpro -f truststore_passwd

d. You are asked for the password. Enter it.

10. Distribute the PKCS#12 certificates to all client workstations that you want to
permit access to the CommonStore Server. If you use a single certificate for all
clients, install this certificate on all machines. When using different certificates,
install the appropriate certificate on each client workstation.
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11. For each connecting client workstation, let your users import the appropriate
client certificate into the application that communicates with the
CommonStore Server (for example, Microsoft Internet Explorer).

Important: Client and server certificate files are binary files. Therefore, you must
not translate the code page. Use the bin option in ftp to avoid the code-page
translation.

Enabling client authentication on the CommonStore Server

To enable client authentication on the CommonStore Server, set the
SSL_CLIENTAUTH keyword to the value ON in the server configuration profile
(usually archint.ini).

Example
SSL_CLIENTAUTH ON

Enforcing the use of HTTPS for archive connections

You can restrict archive access to clients that use the secure HTTPS protocol. If
users want to access this archive, they must use HTTPS communication, or
otherwise the connection is refused.

To enable this feature, open the server configuration profile (usually archint.ini)
and add SSL ON to the ARCHIVE statements of all archives that you want to
protect in this way.

Example

Clients can only access the archives Al and A2 if they use the HTTPS protocol.

ARCHIVE Al

STORAGETYPE  CM

LIBSERVER LIBSCM

ITEM_TYPE MAIL

CMUSER CSTORE

SSL ON

ARCHIVETYPE  GENERIC_MULTIDOC
ARCHIVE A2

STORAGETYPE  CM

LIBSERVER LIBSCM

ITEM_TYPE DOCS

CMUSER CSTORE

SSL ON

ARCHIVETYPE ~ GENERIC_MULTIDOC

Creating multiple server instances

It is possible to run more than one instance of the CommonStore Server. In other
words, several independent sets of CommonStore processes can be activated at the
same time on the same machine.

While the same set of executable files can be employed for all instances of the
CommonStore Server, it is necessary to maintain distinct server configuration
profiles, one for each instance of the CommonStore Server. These profiles must
reside in separate instance directories.
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All profiles employ identical values of BINPATH to make use of the same set of
binaries. To distinguish instance-specific files, every profile must define different
values of INSTANCEPATH pointing to the instance directory.

If you want to use a particular instance, change to the instance directory first, and
enter all commands from there. Alternatively, include the option -i in all command
invocations to specify the profile to be used.

For unassisted operation, it is recommended that you install corresponding
CommonStore services on Windows as appropriate. The following sections are
relevant for the configuration of multiple instances:

1. [“Creating instance directories”|

2. [“Separating the server configuration profiles”]

3. |“Using fixed ports for multiple server instances” on page 161| (optional)

4. |“Multiple installations of the CommonStore service” on page 165 (optional)

Creating instance directories

To create multiple instances of the CommonStore Server on the same machine, you
must place each instance in its own instance directory. For example, to create a
second instance, create a directory named instance02 at the same level as the
instance01 directory.

1. Copy the content of the instance(1 directory to the new directory.
2. In the instance02 directory, change the settings in the server configuration
profile (archint.ini) as needed.

3. In the server configuration profile of each instance, set the INSTANCEPATH
keyword to the instance directory. To run multiple instances as a Windows
service, refer to [“Multiple installations of the CommonStore service” on page]

Separating the server configuration profiles

It is necessary that you place each server configuration profile in a distinct
directory in the file system. Additionally, these profiles must contain different
values for the following keywords:

* INSTANCEPATH. This keyword specifies the directory in which the profile itself
resides and in which instance-dependent files are stored. In particular, make sure
that the following keywords, which are connected with the INSTANCEPATH
keyword, have different values in each server configuration profile:

— The name of the server configuration profile itself (archint.ini)

— TRACEFILE (if TRACE is not switched to OFF)

— CONFIG_FILE (archint.cfg)

— LOGPATH (if LOG is not switched to OFF)

- QUEUEPATH

— Nodelock file (containing the license passwords for the instance)

* The TCP/IP ports used for communication to remote CommonStore modules,
that is:

— WEBPORT (if the WEBDPS parameter is present and set to a non-zero value)
— ARCHPRO_PORT (the port over which an instance accepts connections)
— SSL_WEBPORT (if HTTPS is used)
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Using fixed ports for multiple server instances

If you use more than one instance of the CommonStore Server, there is the
potential problem that processes of each instance are assigned the same port
numbers. If that happens, the processes collide and eventually fail. You can avoid
this by using ranges of fixed consecutive port numbers for each CommonStore
Server instance.

Unless fixed ports are used, the CommonStore Server assigns port numbers to each
process automatically. The port number of the CommonStore Server instance itself
is fixed because it is determined by the value of ARCHPRO_PORT in the
corresponding server configuration profile (archint.ini if there is only one instance).
The other port numbers that are used by the subprocesses of an instance, such as
Web dispatchers and archive agents, are freely chosen. You cannot predict them.
More important, if there are multiple instances, the numbers are not assigned
exclusively. There is no locking mechanism that prevents the use of a port number
by an instance if it is already in use by another instance.

It can therefore happen that subprocesses of different instances are assigned the
same port numbers. Such processes invariably fail. The problem is hard to track
because the port assignment is dynamic, meaning that the numbers are newly
assigned each time you start a CommonStore Server instance. Thus the port
number clash sometimes occurs, and sometimes does not. You can solve this
problem by assigning fixed ranges of consecutive port numbers to each server
instance.

1. Deliberately choose the ARCHPRO_PORT values for your server instances to
make sure that the ranges of consecutive numbers do not overlap. The
ARCHPRO_PORT values that you choose are the start numbers of the ranges
that will be assigned to each particular instance. You need to know how many
subprocesses or threads a server instance starts in order to determine the
approximate end number of a range. You can then determine the
ARCHPRO_PORT value of the next instance in such a way that its port number

range will not include numbers of another range. To estimate the required
number of processes for an instance, see [Table 23

Table 23. Number of ports used by a CommonStore Server instance

Process Description Number of ports
archpro CommonStore Server instance 2
Web Number of Web dispatcher threads determined by ~ (number of threads)
dispatcher value of WEBDPS keyword +1
Domino Number of Domino dispatcher threads determined  (number of threads)
dispatcher by value of DOMINODPS keyword +1
CM agent Number of Content Manager 8 agent processes 2 per process
determined by value of CMAGENTS keyword
CMOD Number of Content Manager OnDemand agent 1 per process
agent processes determined by value of ODAGENTS
keyword
TSM agent Number of TSM agent processes determined by 1 per process

value of ADSMAGENTS keyword

VI agent Number of Content Manager 7 or Content Manager 1 per process
for iSeries agent processes determined by value of
VIAGENTS keyword

Example
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Suppose you have a server configuration profile with the following entries:
ARCHPRO_PORT 5799

WEBDPS 3

éMAGENTS 2

Two fixed ports would be reserved for the CommonStore Server instance, four
(3+1) for the Web dispatcher threads, and four for the Content Manager 8
agents. This makes ten fixed ports in total. As a result, the port numbers from
5799 to 5808 would be exclusively assigned to this particular CommonStore
Server instance. The CommonStore Server occupies the first two ports of this
range. The other processes occupy the remaining ports.

2. Edit the server configuration profiles to set the ARCHPRO_PORT values you
have chosen. Bear in mind that these values need to be higher than 5000.

3. Check all other port numbers that are set in your server configuration profiles
and make sure that these lie outside of the estimated server instance range.

Note: Some of these other port numbers are indeed used by subprocesses of
CommonStore Server instances. Consider, for example, the port that is set by
the WEBPORT keyword. It is used by the Web dispatcher process. However, all
these ports are external ports. The archpro program does not need them to start
or communicate with a subprocess, and therefore they must lie outside of the
range defined for the server instance.

4. Add the following line to each server configuration profile:
ALL_PORTS_FIXED YES

The CommonStore service

On a Windows machine, you can install several CommonStore components as a
service. This makes these components run continuously even if all users have
logged off.

Notes:

* Make the installation of the service the last step in the installation procedure. See
also [“Hints for the setup of the CommonStore Server as a service” on page 165
The service functionality is implemented as a separate program named
archservice.exe. This program must reside in the same directory as the other
CommonStore Server programs, such as archpro.exe.

* In addition to the service functionality, archservice.exe also implements the
functionality to install and uninstall the CommonStore service. As soon as the
service is installed, it appears in the Services window that you can open from
the Windows Control Panel. You can also start or stop the CommonStore service
from this window. If you remove this service, the name of the service disappears
from the Services list.

* The program archservice.exe does not contain any CommonStore Server, CSLD
Task or crawler functions. The functions are contained in archpro.exe, csld.exe,
csc.exe and other CommonStore programs. When the CommonStore service is
started, it starts one or more of the mentioned programs, which in turn start
other related programs. When the service is stopped, it stops all components
controlled by the service, which in turn stop dependent programs. The
CommonStore service checks every few seconds if the components controlled by
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the service are still running. When the service detects that a program has
stopped, it waits for one minute and then tries to restart it.

Installing the CommonStore service

By listing processes in a file called csservice.ini, you specify which CommonStore
components you want to run as part of the service.

You find a sample file in the Server\instance01 subdirectory of your CommonStore
installation directory. It is called csservice_sample.ini. You can use this file as a
template. Open it in a text editor, modify it, and save it as csservice.ini when
finished.

Note: Before starting the service, set the system environment variable
NOTESNTSERVICE as shown:

NOTESNTSERVICE=1

You then specify this file by using the -c parameter when you run the command to
install the CommonStore service. You can include the following CommonStore
components in the service:

» CommonStore Server (archpro.exe)
* CSLD Task (csld.exe)
* Crawler (csc.exe)

The csservice.ini file contains the start sequence for the programs that are to be
controlled by the service.

The keyword SERVICE_TRACEFILE in the csservice.ini file is used to specify the
file to be used for service trace messages.

The keyword PROCESS<nn> (where <nn>=1..N) in the csservice.ini file is used to
specify the start command for the processes to run within the service. The program
files must be specified together with all necessary command-line parameters to
start the program.

Example

SERVICE_TRACEFILE "c:\program files\ibm\csld\server\instance@l\csservice.trace"
PROCESS1 "c:\program files\ibm\csld\bin\archpro.exe"
-i "c:\program files\ibm\csld\server\instance0l\archint.ini"
PROCESS2 "c:\program files\ibm\csld\bin\csld.exe"
-s domsrv1/CSLD -n CSLDConfig.nsf -p archive
PROCESS3 "c:\program files\ibm\csld\bin\csld.exe"
-s domsrv1l/CSLD -n CSLDConfig.nsf -p retrieve
PROCESS4 "c:\program files\ibm\csld\bin\csc.exe"
-s domsrv1/CSLD -n CSLDConfig.nsf -p auto_archive

When you type the statements into your csservice.ini file, do not insert line breaks
before the -i and -s parameters, that is, specify each statement on a single line.

When the service is started, trace information is written to the file csservice.trace in
the specified directory. The CommonStore Server is started using the archint.ini
profile in the instance01 directory. One instance of the CSLD Task is started to
perform archiving jobs; another instance is started to perfrom retrieval jobs. In
addition, the crawler is started.

Installation and uninstallation of the service is handled by the archservice.exe
program using the -c option for the specification of the service configuration file.
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Example
archservice install -c csservice.ini

This command installs the CommonStore service under the name CommonStore by
using the information in the csservice.ini file.

To start and stop the service, you can use the archservice.exe program or the
standard Windows service applet.

Notes:

* Enclose path specifications in the csservice.ini file in double quotes when the
paths contain blanks.

¢ If one of the programs in the csservice.ini file cannot be started, the service shuts
down immediately.

* If one of the programs operating under the control of the service stops
unexpectedly, it is automatically restarted by the service.

Starting the CommonStore service

Starting the CommonStore Server as a service allows you to run the server
continuously, even if all users have logged off. You must install the service before
you can use it. See [“Installing the CommonStore service” on page 163 for more
information. You can start the CommonStore service in the following ways:

e Enter archservice start in a Command Prompt window on the computer or
system where the CommonStore Server is installed.

* Use the Services program that comes with Microsoft Windows. To do so, follow
these steps:

1. On the computer or system where the CommonStore Server is installed, open
the Services window by clicking Start » Settings » Control Panel ~»
Administrative Tools » Services.

2. Select the CommonStore service in the list and click the Start button.

When the service is running, it starts all programs listed in the csservice.ini file. It
then checks regularly whether all of those programs are still active, and restarts
them if necessary.

To obtain status information about the CommonStore service, enter archservice
status. For the other options you can use with the archservice command, see
[“archservice” on page 292

Stopping the CommonStore service

You can stop the CommonStore service in the following ways:
* Enter archservice stop at a Windows Command Prompt.

* Use the Services application that comes with Microsoft Windows. To do so,
follow these steps:

1. Open the Services window by clicking Start > Settings > Control Panel -
Administrative Tools > Services.

2. Select the CommonStore service in the list and click the Stop button.

This stops the CommonStore service, and, as a result, terminates the archpro
program.
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Multiple installations of the CommonStore service

You can install multiple instances of the CommonStore service on a single machine.
Each instance must have a different name. You determine the name by using the
command-line option -n when you install the CommonStore service.

In addition, each instance must use a separate fixed port. You specify this port in
the server configuration profile using the ARCHPRO_PORT keyword. This means
that you must configure one CommonStore Server instance for each service
instance and use a separate profile for each pair of service and server instance.

See [“Creating multiple server instances” on page 159| for information on how to
create multiple CommonStore Server instances.

See |“Installing the CommonStore service” on page 163| for an example of a service
initialization file.

Each instance requires a service initialization file of its own. Place each
initialization file in a different directory and make sure that the keyword
SERVICE_TRACEFILE has a different value in each file.

Examples
e archservice install -c csservice.ini -n 2
e archservice remove -n 2

The first command installs CommonStore as a service under the name
CommonStore_2 using the service initialization file csservice.ini. The second
command removes the service CommonStore_2.

For the other options you can use with the archservice command, see [“archservice”,
on page 292,

Hints for the setup of the CommonStore Server as a service

Read the following list of hints carefully. It reflects a thoroughly tested setup and
might help you if you run into problems during the installation process.

When you start the CommonStore Server for the first time, run the archpro
program from the command line and complete the configuration process with the
initial settings. Only install the CommonStore Server as a service if it runs without
problems. You have achieved this when you no longer see any screen output. As
you might need the error information for future reference, switch on tracing
(TRACE=ON) in the server configuration profile during initial testing. The trace
file keeps all warnings and error messages, even if you no longer see any screen
output.

Integrating the Content Manager 8 eClient

The Content Manager 8 eClient offers a number of interesting features, one of
which is the possibility to add annotations to documents in Content Manager 8
archives. You can integrate the Content Manager 8 eClient into your CommonStore
setup.

This allows your users to click a hotspot or hyperlink in a document or document
stub to display archived content in the eClient.
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Prerequisites for eClient integration

To be able to integrate the Content Manager 8 eClient, the following software must
be installed on the computers involved:

On the computer running the eClient server
eClient server of Content Manager 8.2 or later

On the client workstations
* Microsoft Internet Explorer 5.5 with Service Pack 2 (or later)

* Web browser plug-in of Java Runtime Environment or Java Development
Kit 1.4 or later

* Lotus Notes R5 or later.

Installing the eClient extension

To integrate the Content Manager 8 eClient into your CommonStore environment,
you must install the eClient extension, which is included in your CommonStore
product package. A few additional customization steps are required as well. Follow
these steps:

1. Locate the file cseclientext.zip on your CommonStore for Lotus Domino CD.

2. Depending on your Content Manager 8 version, unzip cseclientext.zip to the
eClient.war directory on the eClient server machine. By default, the path to this
directory is as follows:

For Content Manager 8.3
C:\Program Files\IBM\db2cmv8\CMeClient\installedApps\
eclient.ear\eclient.war

For Content Manager 8.4
C:\Program Files\IBM\WebSphere\ AppServer\profiles\ <profile
name>\installed Apps\<cell name>\eClient.ear\eclient.war

3. Create a backup copy of the web.xml file. This file is located in the eClient
deployment directory of your WebSphere Application Server installation:

For Content Manager 8.3
C:\Program Files\WebSphere\ AppServer\config\cells\<machine
name>\ applications\eClient.ear\deployments\eClient\eclient.war\
WEB-INF\

where <machine name> is the name of the machine where the eClient
is installed.

For Content Manager 8.4
C:\Program Files\IBM\WebSphere\ AppServer\profiles\ <profile
name>\config\cells\<cell name>\applications\eClient.ear\
deployments\eClient\eclient. war \WEB-INF

Important: This is not the same directory as in step @ The directory mentioned
in step El also contains a file called web.xml.

4. Open the original web.xml file in an editor.
5. Add the following section after the last section with the heading <servlet>:

<servlet>
<servlet-name>CSCallECTientServiet</servlet-name>
<display-name>CSCallEClientServiet</display-name>
<servlet-class>com.ibm.esd.commonstore.cmclientex.servlets.
CSCallEClientServlet</serviet-class>
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8.

<init-param>
<param-name>cookieDurability</param-name>
<param-value>365</param-value>
</init-param>
<init-param>
<param-name>1ogonScramb1ingKey</param-name>
<param-value>EXAMPLEKEY</param-value>
</init-param>
</servlet>
Add the following section after the last section with the heading
<servlet-mapping>:
<servlet-mapping>
<servlet-name>CSCal1ECTientServiet</serviet-name>
<url-pattern>/CSCallEClientServiet</url-pattern>
</servlet-mapping>
Adjust the initialization parameters in the added <servlet> section to your
needs:

cookieDurability
This parameter (default value 365) defines the number of days after which
a user ID and password that is stored in the cookie is deleted.

logonScramblingKey
This parameter (default value EXAMPLEKEY) defines the key that is used
for encrypting the user ID and password before it is stored in the cookie.
For security reasons, change this value. Do not use the default key.

If necessary, stop and restart the eClient server for the changes to take effect.

Enabling the eClient in the server configuration profile

To make the Content Manager 8 eClient work with CommonStore, you must
modify the appropriate server configuration profile (usually archint.ini). Follow
these steps:

1.
2.

Open the appropriate server configuration profile in an editor.

Specify the host name and the path to the eClient server by setting the
ECLIENT_URL_PREFIX keyword as shown in the following example:

ECLIENT_URL_PREFIX '/myserver.com/eclient/'

Note: ECLIENT_URL_PREFIX is a global keyword. Specified once in the server
configuration profile, it is valid for all archives that are eClient-enabled.

Add the line ECLIENT_VIEWING YES to the ARCHIVE section of each archive that
you want to enable the eClient for. See the following example:

ARCHIVE E1
STORAGETYPE CM
LIBSERVER ICMNLSDB
CMUSER cmuser
ARCHIVETYPE GENERIC_MULTIDOC
ITEM TYPE CSITEMTYPE

ECLIENT VIEWING YES

If you want to connect to the eClient using HTTPS, also add the following line
to the ARCHIVE sections of the archives that you want to enable:

ECLIENT_PROTOCOL HTTPS

Optionally, you can restrict the document types that can be viewed or edited in
the eClient. To do that, the following keywords are available:

ECLIENT_INCLUDED_TYPES
Specifies which document types can be viewed in the eClient. As the value
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of the keyword, you specify one or more comma-separated MIME types.
Archived documents that are associated with the specified MIME types can
be viewed and edited in the eClient. By default, all types are allowed. See
the following example, which only allows text documents to be viewed in
the eClient:

ECLIENT_INCLUDED_TYPES 'text/plain'

Note: This is a global keyword. Specified once in the server configuration
profile, it is valid for all archives that are eClient-enabled.

ECLIENT_EXCLUDED_TYPES
Specifies the document types that are excluded from eClient viewing or
editing. Again, you must specify one or more MIME types as the value. See

the following example, which excludes archived documents of the type
PDF and text:

ECLIENT EXCLUDED TYPES 'application/pdf,text/plain’

Note:

* This is a global keyword. Specified once in the server configuration
profile, it is valid for all archives that are eClient-enabled.

* By default, the MIME type application/x-alf is already excluded.

6. Optionally, you can spare your users the task of having to submit their user IDs
and passwords before they can view archived content in the eClient. This
works as follows: For eClient authentication, you specify a user ID that is
authorized to log on to Content Manager 8. To do so, add a line like the
following to the server configuration profile:

ECLIENT_USER cmuser
In this example, the ID cmuser would be used for authenticating all clients who
want to view archived content in the eClient.

Important:

* This keyword is optional and its use is not recommended because it poses a
security hazard. Archived documents can be viewed without submitting
credentials from any workstation that is included in the setup.

* Specified once in the server configuration profile, this global keyword is
valid for all archives that are eClient-enabled.

* You must submit the password of the chosen user ID once to fully
authenticate it as the ID for eClient access. To do so, enter the following
command from the instance directory of the CommonStore Server:

archpro -f eclientpasswd
Submit the password after the prompt.

7. Stop and restart the appropriate instance of the CommonStore Server.

Single-instance storing for Content Manager 8

Single-instance storing ensures that only one copy of a document is kept in the
archive, no matter how many times the same document was archived by different
users.

Hint: Consider using single-instance storing when using the Records Management
feature in conjunction with CSLD.

168 CommonStore for Lotus Domino: Administrator’s and Programmer’s Guide



Example

Suppose an executive has sent an e-mail to 30 employees. Since the content of the
e-mail is important, all 30 users archive the e-mail using the CommonStore
archiving function of their e-mail client.

Normally, the e-mail would be saved in the archive 30 times, once for each user.
Single-instance storing avoids this waste of archiving space. When enabled,
CommonStore checks if the document belonging to an archiving request already
exists in the archive and if it has been modified since it was archived. If it exists
and has not been modified, it is not archived again. CommonStore merely
performs the post-archiving actions as configured for the clients. That is, it creates
a document stub or attachment placeholders for each original document on the
connected client workstations.

The number of archive documents that are actually created depends on the
archiving types that were specified at archiving time and on the document model
that is used.

Assume that a document contains two attachments and that the document model
GENERIC_MULTIDOC is used. Fifteen users have specified the archiving type
Attachment, and another fifteen the archiving type Entire. In this case, three
documents are created in the archive. The archiving type Attachment results in one
document for each attachment. The archiving type Entire results in one document
only. This document contains the entire message content in one chunk, including
the attachments.

Important:
* Single-instance storing is only available for Content Manager 8 archives

* This feature cannot be enabled for existing archives. In order to use it, you must
create a new archive (item type).

* Currently, there is no way of migrating documents from an old archive to a new
one for the purpose of using single-instance storing.

¢ Once you have enabled single-instance storing for an item type, you cannot
switch it off anymore.

* If single-instance storing is enabled, you cannot use the function Update Index
Information.

* You cannot archive Lotus Notes folder structures if single-instance-storing is
enabled.

* It is most likely that documents processed by an external application for digital
signatures as described in [“Integrating external software for the creation and|
[verification of digital signatures” on page 148§| create unique items in the archive.
That is, the adding of a digital signature makes each copy of a document
unique. If this is the case, you gain nothing by using single-instance storing.

Enabling single-instance storing

To prepare Content Manager 8 and CommonStore for single-instance storing,
follow these steps:

1. Start the Content Manager 8 System Administration Client.

2. For the new item type, create at least the attributes listed in the Name column
of [Table 24 on page 170} Specify properties for these attributes as shown.
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Important:

* The row starting with Child component does not mean that you have to
create an attribute with the given name or any other name. It is just there to
indicate that the attributes below it will eventually become the members of
a child component (multi-value attribute).

* For information on creating attributes and item types, see your Content
Manager 8 documentation or refer to [“Setting up a Content Manager §|
farchive” on page 27

* Remember that child component names are unique. You can use a child
component name only once per Content Manager system. Therefore, make
sure that the name you choose is not used in another item type.

Table 24. Required attributes for single-instance storing

Name Attr. type Char. type Char. Min. char. Max. char.

length length length
CSCDISIS Char. Alphanum. 32 N/A N/A

Child component: SISCHILD (example)
CSCRISIS Char. Alphanum. 32 N/A N/A
CSLDDocUNID Char. Alphanum. 32 N/A N/A
CSLDDocSeqNum Char. Alphanum. 25 N/A N/A
CSLDOrigDB Char. Extended 17 N/A N/A
alphanum.

3. Create an item type.

4. On the Attributes page of the item-type notebook, move the CSCDISIS
attribute from the list of Available attributes to the list of Selected attributes.

5. Create a child component by clicking Create/add new child.

6. Specify a name for the child component, for example SISCHILD, and make a
note of this name. You need the name when you configure the CommonStore
Server for single-instance storing.

7. Specify the other attributes in as attributes of the child component.

Important:

* Note the difference between CSCDISIS and CSCRISIS.

* Each attribute must occur only once. The feature will not work properly if
the same attribute is specified as a child attribute and also as a parent
attribute. If you copied an existing item type in order to modify and save it
under a different name, you are prone to accidentally copy CSLDOrigDB
as parent attributes. Remove all unwanted parent attributes from the list if
this is the case.

* Transaction integrity is a must when you use single-instance storing.
Therefore, make the CSCDISIS attribute a required and unique attribute in
Content Manager 8.

* As the CSCDISIS attribute is used for each and every archive operation
against a single-instance store archive, for performance reasons, it is
strongly recommended to set an index on this attribute.

* When creating an item type for single-instance storing, it is essential to set
the version policy in Content Manager to Never create.

If versioning is enabled in Content Manager, single-instance storing (SIS)
creates a new document version each time the same document is archived.
This means that a different archive ID is returned each time the document
is archived and when the document is retrieved, the archive ID in the SIS
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record does not match that of the latest version returned by the
CommonStore Server. The archive IDs differ because CSLD stores the
version at archiving time as part of the CSNDArchivelD in the SIS record.

If the item type is left at its default value of Never create, the version
number will always be 1 no matter how many SIS records are added.
8. Complete the item type and save it.

9. Create an index for the CSCDISIS attribute. For information on how to do
this, see [“Indexing attributes” on page 40 Creating this index reduces the time
spent on searches, which in turn improves the archiving rate.

10. Open the appropriate server configuration profile (usually archint.ini) in a text
editor.
11. Add an ARCHIVE section for the new item type. Use the SISCHILDNAME

kaword to specify the child component that you created in step

Example

ARCHIVE TEST
STORAGETYPE M

ITEM_TYPE SISTESTS
LIBSERVER CHAMPAGNE
ARCHIVETYPE GENERIC_MULTIDOC
CMUSER ICMADMIN

SISCHILDNAME SISCHILD

The value of SISCHILDNAME (here: SISCHILD) is the name of the child
component that you created in step [6 on page 170} Remember that the names
of child components are case-sensitive in Content Manager 8.

Notes:

* If single-instance storing is enabled, you cannot use the function Update Index
Information.

* In versions prior to 8.3.1, CSLD added the field CSLDArchDocCRI to each
archived document, if single-instance storing was used. This field contains
record identifiers of the documents, which are needed when you want to
retrieve a document. The number of entries in the CSLDArchDocCRI field
matches the number of entries in the CSNDArchivelD field.

When a user retrieves or deletes a document in the archive, CSLD must be able
to read the correct entry from the CSLDArchDocCRI field. You achieve this by
specifying a target document for each retrieval job or by specifying the value of
the CSLDArchDocCRI field. The target document (variable targetDocUNID)
must be the Lotus Notes document including the CSNDArchivelD value of the
archived document.

* When users retrieve content by clicking a hyperlink or retrieval hotspot, CSLD
uses the value in the document’s CSLDArchDocCRI field to identify the
metadata belonging to the archived document. This way, CSLD can exactly
restore each individual copy of the archived document.

Documents archived using CSLD 8.3.1 or higher do not include the
CSLDArchDocCRI field. Instead, the CSNDArchivelID item has been extended to
include a SISCRI part that contains the CSLDArchDocCRI value. However,
when users start a query to first find the documents they want to retrieve, they
do not know the CSLDArchDocCRI value. Hence they cannot pinpoint the
document.

Without a restriction, a query would search all archives, including those that
contain documents neither archived by nor intended for the querying user. To
close this security gap and prevent an unnecessary waste of time and resources,
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CSLD limits the scope of the query to the originating database when
single-instance storing is enabled. It does that by adding the replica ID of the
originating database internally to the query. As a result, users can only search
for documents that they have archived by themselves, and that they are
permitted to retrieve.

You can change this behavior if you want to use a Lotus Notes database to
search an archive for auditing purposes and want CommonStore to process the
query. To do so, you can set an environment variable before you start the CSLD
Task instance for the search database. Before entering the csld command from
the command line or the Windows Command Prompt, enter:

SET CSLD_AUDIT_MODE=1

This environment variable enables users to search for all documents in an
archive.

If the variable is set, a message similar to the following is displayed on the
console when you start a query. It is also written to the trace file of the CSLD
Task if tracing is enabled:

ATTENTION: Search is made in AUDIT mode.

Important: When the audit mode is enabled, all CSLD users can search for all
documents. Since this poses a security hazard, use the audit mode only in
exceptional situations.

Calculation of SIS hash keys

The Content Manager 8 child component you created for single-instance storing
(SIS) stores a hash key for each user who tried to archive the same document. The
key is used to identify the users with a right to retrieve the document and ensures
that the document is kept in the archive as long as there are users who might want
to retrieve a copy, that is, until all users have decided to delete the document.

In CSLD versions before version 8.3.2, the forms and fields that are used to
identify mail documents and calculate the hash key were predefined and could not
be changed or reduced by the user. Starting with version 8.3.2, you can configure
the single-instance storing functionality to include additional new forms and fields
that are used during SIS. This enables you to make other documents and not only
mail documents eligible for SIS and to extend the set of fields that are relevant for
calculating the hash key. See [“Setting up the Lotus Notes environment for CSLD”]

n page 76| for which keywords to add to the notes.ini.

Selection of documents eligible for SIS

Only mail documents are eligible for SIS. A document is identified as a mail
document if the following fields or items are present and have the values
indicated:

* $MessagelD
* Form

* $TITLE

* $Title

The field $MessagelD just has to be present and contain a value. Form, $TITLE,
and $Title must have one of the following values:

* Memo
* Reply
* Reply With History
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To make other documents and not only mail documents eligible for SIS, you can
extend the existing set of document Form values so that if a document has any of
the new form values, it will be considered a mail document eligible for
single-instance storing.

To extend this set of Form values, add the following to the notes.ini file with
which CSLD is configured:

CSLDAdditionalFormNames = forml, form2, form3

By adding the above to the notes.ini file, documents that have "Form1” or "Form?2"
or "Form3" as a value in the Form field will also be treated as mail documents.

Calculation of the hash key for mail documents

The SIS hash key for an instance of the same mail document is calculated on the
basis of the following values for existing fields:

e Value of Form, $TITLE, or$Title

* Value of $MessagelD

* Value of From

* Value of Principal

* Value of Subject

 Value of SendTo

* Value of CopyTo

* Value of BlindCopyTo

¢ Value of PostedDate if present (in endian-neutral representation)

* Value y if the field DeliveredDate is not present or does not have a value,
indicating that the document has not been sent to anybody

* Value (content) of the document parts TYPE_COMPOSITE,
TYPE_MIME_PART, or TYPE_SEALDATA

 For all document parts of the type TYPE_OBJECT (if present):
Attachment name

Size of attachment (in endian-neutral representation)

Creation date of attachment (in endian-neutral representation)

Last modification date of attachment (in endian-neutral representation)

* The CSLD job request type (in endian-neutral representation)
¢ The attachment name if the archiving type is Attachment

If you want to extend the set of existing fields to include new fields to also
consider when calculating the hash key code, add the following keyword to the
notes.ini file with which CSLD is configured:

CSLDAdditionalSysItems = fieldl, field2, field3

If you add the CSLDAdditionalSysltems keyword to the notes.ini file and assign it
the values fieldl, field2, and field3, these values will also be added to the
calculation of the hash key before the hash key is used to identify whether a
document has already been archived. Bear in mind that adding new fields to the
SIS hash key calculation may reduce the number of documents that are treated as
being the same.
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Chapter 8. Using the CommonStore text-search function

The text-search function allows you to search for text (words, phrases, character
strings) in the content of archived documents. The text that you search for is called
the search term or query term. When the search term is found in an archived
document, the document is put on a result list, from which it can be accessed.

Technically, the text-search function is embedded in a CommonStore software
module, which is called the text-search user-exit.

What is the CommonStore text-search user-exit for Content

Manager 8?

The CommonStore text-search user-exit for Content Manager 8 (CommonStore
user-exit) consists of various libraries, a configuration file and XML model files,
which help Content Manager 8 to create a search index for e-mail content.

Normally, Content Manager 8 uses its ICMFetchFilter UDF together with Outsideln
(formerly INSO) filters to make documents text-searchable. All documents in item
types which are text-searchable are marked for indexing at the moment they are
stored in the item type. During an asynchronously running process, these
documents are retrieved from the Resource Manager and passed to the
ICMFetchFilter UDF. The ICMFetchFilter UDF passes them to the Outsideln filters,
whose job it is to extract all plain text from the given documents. The returned
plain text is then passed to NetSearch Extender (NSE), which adds it to the search
index.

The Outsideln filters are ill-suited to extract the plain text from e-mail formats
used by the CommonStore e-mail archiving products. The ICMFetchFilter UDF is
better suited for this type of job. This user-exit passes all documents to be indexed
to CommonStore user-exit libraries. These libraries extract the plain text from any
document they get. In case of an e-mail file extension csn (CommonStore for Lotus
Domino binary format) or xml (Lotus Domino XML format), it extracts the plain
text from the sender, recipients, subject, and body fields as well as from the
attachments of an e-mail and creates an XML document which is afterwards used
to feed the NetSearch Extender search index. Non-e-mail documents are passed to
the Outsideln filters, which extract the plain text from the document and return it
to the user-exit libraries. The libraries again create an XML document which is
passed back to the ICMFetchFilter UDF and then passed to NetSearch Extender.

In addition to the above mentioned document formats, CommonStore user-exit
libraries are also required for the BUNDLED data model, which was introduced
with CommonStore version 8.2.3.

Important: If the content to be archived is provided by a user exit (for example,
for extracting digitally signed content), it is unknown whether this content can be
indexed for using text search because the external application determines the
format in which the Notes document is archived. The user exit interprets the data
in such documents like a plain attachment, which might or might not be suitable
for text-search indexing.
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How is a document indexed if the text-search user-exit is used?

Several requirements must be fulfilled before an archived document can be
indexed by NetSearch Extender:

¢ The document must be stored in a text-searchable item type.

* The MIME type of the document must be defined as a text-searchable MIME
type in Content Manager 8.

¢ The document must be archived with a TIEFLAG value that is valid for
CommonStore.

The TIEFLAG value is a special indicator used by Content Manager 8 together
with NetSearch Extender. It controls whether documents are archived and
determines the parts of the documents that contribute to the text-search index. The
CommonStore text-search user-exit only processes documents if the TIEFLAG value
has been passed by CommonStore. If you add documents to an item type without
using CommonStore (for example, using the import function of the Content
Manager 8 Client for Windows), the TIEFLAG value will be outside of the allowed
range, and the document will thus not be processed by the CommonStore
text-search user-exit.

You control the TIEFLAG value for an item type by setting the keyword
TEXT_SEARCHABLE in the server configuration profile (usually archint.ini) to an
appropriate value. See [TEXT_SEARCHABLE| for more information.

Installation and configuration

To install the text-search user-exit, refer to the appropriate section for your product
and operating system.

Software prerequisites for the text-search function

Before installing the CommonStore text-search function, check the prerequisites by
following the links.

* Supported archive servers and operating systems:
[http:/ /www.ibm.com /support/docview.wss?rs=50&uid=swg27010342#TSE|

* Content Manager fix packs, Information Integrator for Content, Net Search
Extender fix packs and e-fixes:

[http:/ /www.ibm.com /support/docview.wss?rs=50&uid=swg27010342#TSE_(|

Restrictions:
* The text-search function is available for Content Manager 8 archives only.

* The text-search function does not work for Content Manager 8 installations on
Linux® or z/0S.

* The text-search function does not work if Content Manager 8 uses an Oracle
database and if the archiving type ENTIRE or COMPONENT is used. However,
the text-search function works well with Content Manager 8 on Oracle if the
archiving type is ATTACHMENT.

Installation of the text-search user-exit on AIX for Content
Manager 8.3

The user-exit must be installed on the machine where your Content Manager 8.3
library server resides.
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Steps before the installation

1.

Assuming that your instance of the Content Manager 8 Resource Manager is
named icmrm, stop the instance by entering the following command:

/usr/WebSphere/AppServer/bin/stopServer.sh icmrm

Otherwise change the command accordingly.
Stop the HTTP Server:
/usr/IBMHttpServer/bin/apachectl stop

Stop NSE:

db2text stop

Stop DB2:

db2stop

Make sure that DB2 has stopped by checking that no DB2 process is running
(db2agent, db2sysc, and so on).

Installation on AIX

. Use the smitty tool to install the cs.userexit.pkg package.
2. Create a directory with the same name as the library server in the library

server administration directory.

Example

You can determine the file path yourself, or use the ICMDLL variable setting.
Usually the variable setting is ICMDLL=/home/db2fencl

If you decide to name the administration directory for the library servers
/home/ibmcmadm/cmgmt/ls/ and the library server name is icmnlsdb,
proceed as follows:

a. cd /home/ibmcmadm/cmgmt/1s/

b. mkdir icmnlsdb

. Set the access permissions of this new directory to 755.
. In the new directory with the library server name, create a directory named

DLL.

Example

If you created a directory icmnlsdb in the /home/ibmcmadm/cmgmt/ls/
directory, proceed as follows:

a. cd icmnlsdb
b. mkdir DLL

. Set the access permissions of the DLL directory to 755.
. Copy the file /opt/CSTextSearch/lib/icmxlsfcl.so as icmxlsfcl to the

icmnlsdb/DLL directory in the library server administration directory, for
example, /home/ibmcmadm/cmgmt/Is/icmnlsdb/DLL:

cp /opt/CSTextSearch/1ib/icmxIsfcl.so /home/ibmcmadm/cmgmt/1s/icmnlsdb/DLL/icmxTsfcl

. Set the correct owner and group for the file and set the correct permissions,

for example:

chown ibmcmadm:ibmcmgrp /home/ibmcmadm/cmgmt/1s/icmnlsdb/DLL/icmx1sfcl
chmod 755 /home/ibmcmadm/cmgmt/1s/icmnlsdb/DLL/icmx1sfcl

where ibmecmadm and ibmemgrp are the owner and the group of your library
server administration directory.
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8. Copy the CommonStore user-exit installation verification tool to the same
location as the icmxlsfcl library, for example:

cp /opt/CSTextSearch/bin/icmfceinstallcheck /home/ibmcmadm/cmgmt/1s/icmnlsdb/DLL/
9. Set the correct owner and group for the file and the correct permissions, for
example:

chown ibmcmadm:ibmemgrp /home/ibmecmadm/cmgmt/1s/icmnlsdb/DLL/icmfceinstallcheck
chmod 755 /home/ibmcmadm/cmgmt/1s/icmnlsdb/DLL/icmfceinstallcheck

where ibmecmadm and ibmemgrp are the owner and the group of your library
server administration directory.
10. Edit the user profile of the DB2 instance user ID, for example,
/home/db2instl/sqllib/userprofile, and perform the following steps:
a. Add the following line:
. /opt/CSTextSearch/cfg/cstsenv.ksh

This command calls the script to set the environment variables necessary
for the CommonStore user-exit.
b. Add the following path to the setting of the LIBPATH environment
variable:
/opt/CSTextSearch/1ib
11. Edit the .profile of the library server administrator (for example,
/home/ibmcmadm/.profile) and add the following command:
". /home/db2instl/sql11ib/db2profile".
12. Edit the file profile.env of the db2instance, for example /home/db2instl/
sqllib/profile.env.
a. Add the following entry to the value of DB2LIBPATH:
:/opt/CSTextSearch/1ib
b. Add the following variables to DB2ENVLIST:
* ICMDEBUG
¢ ICMFCE_TRACE_ACTIVE
¢ ICMFCE_TRACE_FILE
* ICMFCE_TRACE_DETAIL
* ICMFCE_TRACE_AUTOFLUSH
¢ ICMFCE_DUMP
* ICMFCE_CFG

Hence the environment for the CommonStore user-exit is set at run time.
Example

Here is a sample extract from a profile.env file:

DB2LIBPATH="/usr/1ib:/opt/IBM/db2cmv8/1ib:/opt/CSTextSearch/1ib"
DB2ENVLIST='LIBPATH IBMCMROOT ICMDLL EXTSHM ICMDEBUG ICMFCE_TRACE_ACTIVE
ICMFCE_TRACE_FILE ICMFCE_TRACE_DETAIL ICMFCE_CFG

ICMFCE_TRACE_AUTOFLUSH ICMFCE_DUMP'

DB2COMM="TCPIP'

DB2AUTOSTART="TRUE"

Steps after the installation

1. Start DB2:
db2start
2. Start NSE:

db2text start
3. Start the HTTP Server:
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/usr/IBMHttpServer/bin/apachectl start
4. Assuming that your instance of the Content Manager 8 Resource Manager is
named icmrm, start the instance by entering the following command:

/usr/WebSphere/AppServer/bin/startServer.sh icmrm

Otherwise change the command accordingly.

Binding the attribute handler to the library server database

You must bind the attribute handler to the library server database to enable

indexing of Content Manager 8 attributes, such as the mailbox ID or the user ID. If

this step is omitted, Content Manager attributes cannot be indexed, which means
that a text search operation does not list any of these messages in the search
results.

1. Connect to the Content Manager library server database. For example, if the
library server name is ICMNLSDB and the administrator is icmadmin, enter the
following:

db2 connect to ICMNLSDB user icmadmin
2. Enter the password when prompted.

3. Change to the directory where the CommonStore text-search library files reside,
for example: /opt/CSTextSearch/lib

4. Bind the attribute handler to the library server databasse by entering the
following command:

db2 bind CMAttributeHandler.bnd datetime iso blocking all
qualifier <library server db schema name>

where <library server db schema name> is the schema of the library server
database. For example, if the library server database schema is icmadmin, enter
this command:

db2 bind CMAttributeHandler.bnd datetime iso blocking all
qualifier icmadmin

5. Disconnect from the library server database by entering the following
command:

db2 disconnect current

Enabling SQL access for the text-search user exit

To read the Content Manager 8 attributes from the Content Manager library server
database, the text-search user-exit needs to issue SQL statements. The
ICMFetchFilter User-Defined Function (UDF), as it is, does not accept or
understand SQL statements. To change this, you need to recreate the
ICMFetchFilter UDF with the capability to process SQL statements.

1. Connect to the Content Manager library server database. For example, if the
library server name is ICMNLSDB and the administrator is icmadmin, enter the
following:

db2 connect to ICMNLSDB user icmadmin
2. Enter the password when prompted.

3. Change to the directory where the CommonStore text-search library files reside.
For example: /opt/CSTextSearch/lib

4. Enter the following command:
db2 -t -f sqlAccessUDF.sql
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Installation of the text-search user-exit on Sun Solaris for
Content Manager 8.3

The user-exit must be installed on the machine where your Content Manager 8
library server resides.

Steps before the installation

1.

Assuming that your instance of the Content Manager 8 Resource Manager is
named icmrm, stop the instance by entering the following command:

/opt/WebSphere/AppServer/bin/stopServer.sh icmrm

Otherwise change the command accordingly.
Stop the HTTP Server:
/opt/IBMHttpServer/bin/apachectl stop

Stop NSE:

db2text stop

Stop DB2:

db2stop

Make sure that DB2 has stopped by checking that no DB2 process is running
(db2agent, db2sysc, and so on).

Installation on Sun Solaris
Create the directory /opt/CSTextSearch.
Unzip the file 8.4.0-DB2-CS-UDFEXIT-SOL.tar.gz.

Copy the unzipped file 8.4.0-DB2-CS-UDFEXIT-SOL.tar to the directory
/opt/CSTextSearch.

Extract the contents of the tar file with the following command:

1.
2.
3.

tar

-xvpf 8.4.0-DB2-CS-UDFEXIT-SOL.tar

Change the group and the owner of all subdirectories of CSTextSearch to bin.

Set the permissions for the directory CSTextSearch and all its subdirectories to
755.

Create the following links:

In
In

In
In
In
In
In

-s /opt/CSTextSearch/1ib/1ibxml4c.s0.56.3
-s /opt/CSTextSearch/1ib/1ibXML4CMessages
/opt/CSTextSearch/1ib/1ibXML4CMessages.so
-s /opt/CSTextSearch/1ib/libicudata.so0.36
-s /opt/CSTextSearch/1ib/1ibicuuc.s0.36.0
-s /opt/CSTextSearch/1ib/1ibicuio.s0.36.0
-s /opt/CSTextSearch/1ib/1ibicuil8n.s0.36
-s /opt/CSTextSearch/1ib/1ibXML4CMessages
/opt/CSTextSearch/1ib/1ibXML4CMessages.so

/opt/CSTextSearch/1ib/1ibxml4c.s0.56
.50.56.3
.56
.0 /opt/CSTextSearch/1ib/1ibicudata.so.36
/opt/CSTextSearch/1ib/1ibicuuc.s0.36
/opt/CSTextSearch/1ib/1ibicuio.s0.36
.0 /opt/CSTextSearch/1ib/1ibicuil8n.s0.36
.50.56.3

Create a directory with the same name as the library server in the home
directory of the fenced user ID.

Example

If the fenced user ID is db2fencl and the library server name is ICMNLSDB,
proceed as follows:

a.
b.

cd /export/home/db2fencl
mkdir ICMNLSDB

Set the access permissions of this new directory to 755.

In the new directory with the library server name, create a directory named

DL

L.
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11.
12.

13.

14.

15.

16.

Example

If you created a directory ICMNLSDB in the db2fencl directory, proceed as
follows:

a. cd ICMNLSDB
b. mkdir DLL
Set the access permissions of the DLL directory to 755.

Copy the file /opt/CSTextSearch/lib/icmxlsfcl.so as icmxlsfcl to the
ICMNLSDB/DLL directory of the fenced user ID of your DB2 instance, for
example, /export/home/db2fencl/ICMNLSDB/DLL:

cp /opt/CSTextSearch/1ib/icmxIsfcl.so /export/home/db2fencl/ICMNLSDB/DLL/icmx1sfcl

Set the correct owner and group for the file and set the correct permissions,
for example:

chown db2fencl:db2fgrpl /export/home/db2fencl/ICMNLSDB/DLL/icmx1sfcl
chmod 755 /export/home/db2fencl/ICMNLSDB/DLL/icmx1sfcl

where db2fencl and db2fgrpl are the owner and group of your fenced ID.

Copy the CommonStore user-exit installation verification tool to the same
location as the icmxlsfcl library, for example:

cp /opt/CSTextSearch/bin/icmfceinstallcheck /export/home/db2fencl/ICMNLSDB/DLL/

Set the correct owner and group for the file and the correct permissions, for
example:

chown db2fencl:db2fgrpl /export/home/db2fencl/ICMNLSDB/DLL/icmfceinstallcheck
chmod 755 /export/home/db2fencl/ICMNLSDB/DLL/icmfceinstallcheck

where db2fencl and db2fgrpl are the owner and group of your fenced ID.
Edit the user profile of the DB2 instance user ID, for example,
/export/home/db2inst1/sqllib/userprofile and perform the following steps:
a. Add the following line:

. /opt/CSTextSearch/cfg/cstsenv.ksh

This command calls the script to set the environment variables necessary
for the CommonStore user-exit.

b. Add the following path to the setting of the LIBPATH environment
variable:

/opt/CSTextSearch/1ib

C. Add the following path to the setting of the LD_LIBRARY_PATH
environment variable:

/opt/CSTextSearch/1ib

d. Set the environment variable LD_PRELOAD_32 (or LD_PRELOAD_64) in
both the shell from which the icmfceinstallcheck program is run and the
environment from which the text-search user-exit as UDF is launched.
Enter the following command in both environments:

 For Solaris 32-bit:

export LD_PRELOAD 32=/usr/1ib/1ibCstd.so.1
* For Solaris 64-bit:

export LD_PRELOAD_64=/usr/1ib/1ibCstd.so.1

If the variable is not set in the shell from which the icmfceinstallcheck
program is run, the user-exit shared libraries cannot be loaded. If the
variable is not set in the UDF environment, the UDF cannot load the
user-exit.
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17.

18.

Edit the .profile of the fenced user ID (for example, /export/home/db2fencl/
.profile) and add the following command:

". /export/home/db2inst1/sql1ib/db2profile".

Edit the file profile.env of the db2instance, for example /export/home/
db2inst1/sqllib/profile.env.

a. Add the following entry to the value of DB2LIBPATH:
:/opt/CSTextSearch/1ib

b. Add the following variables to DB2ENVLIST:
+ ICMDEBUG
* ICMFCE_TRACE_ACTIVE
* ICMFCE_TRACE_FILE
* ICMFCE_TRACE_DETAIL
* ICMFCE_TRACE_AUTOFLUSH
* ICMFCE_DUMP
* ICMFCE_CFG
* LD_LIBRARY_PATH

Hence the environment for the CommonStore user-exit is set at run time.
Example

Here is a sample extract from a profile.env file:

DB2LIBPATH="/usr/1ib:/opt/IBM/db2cmv8/1ib:/opt/CSTextSearch/1ib"
DB2ENVLIST='LIBPATH IBMCMROOT ICMDLL EXTSHM ICMDEBUG ICMFCE_TRACE_ACTIVE
ICMFCE_TRACE_FILE ICMFCE_TRACE_DETAIL LD_LIBRARY_PATH
ICMFCE_TRACE_AUTOFLUSH ICMFCE_DUMP ICMFCE_CFG'

DB2COMM="'TCPIP'

DB2AUTOSTART="'TRUE'

Steps after the installation

1.

Start DB2:

db2start

Start NSE:

db2text start

Start the HTTP Server:
/opt/IBMHttpServer/bin/apachectl start

Assuming that your instance of the Content Manager 8 Resource Manager is
named icmrm, start the instance by entering the following command:

/opt/WebSphere/AppServer/bin/startServer.sh icmrm

Otherwise change the command accordingly.

Binding the attribute handler to the library server database

You must bind the attribute handler to the library server database to enable
indexing of envelope journaling messages. If this step is omitted, envelope
journaling messages cannot be indexed, which means that a text search operation
does not list any of these messages in the search results.

1.

Connect to the Content Manager library server database. For example, if the
library server name is ICMNLSDB and the administrator is icmadmin, enter the
following:

db2 connect to ICMNLSDB user icmadmin
Enter the password when prompted.

Change to the directory where the CommonStore text-search library files reside,
for example: /opt/CSTextSearch/lib
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4. Bind the attribute handler to the library server databasse by entering the

following command:

db2 bind CMAttributeHandler.bnd datetime iso blocking all
qualifier <library server db schema name>

where <library server db schema name> is the schema of the library server
database. For example, if the library server database schema is icmadmin, enter
this command:

db2 bind CMAttributeHandler.bnd datetime iso blocking all

qualifier icmadmin

Disconnect from the library server database by entering the following
command:

db2 disconnect current

Enabling SQL access for the text-search user exit

To read the Content Manager 8 attributes from the Content Manager library server
database, the text-search user-exit needs to issue SQL statements. The
ICMFetchFilter User-Defined Function (UDF), as it is, does not accept or
understand SQL statements. To change this, you need to recreate the
ICMFetchFilter UDF with the capability to process SQL statements.

1.

Connect to the Content Manager library server database. For example, if the
library server name is ICMNLSDB and the administrator is icmadmin, enter the
following:

db2 connect to ICMNLSDB user icmadmin
Enter the password when prompted.

Change to the directory where the CommonStore text-search library files reside.
For example: /opt/CSTextSearch/lib

Enter the following command:
db2 -t -f sqlAccessUDF.sql

Installation of the text-search user-exit on Windows for
Content Manager 8.3

Steps before the installation

1.

Stop the Content Manager 8 Resource Manager. To do so, stop the service IBM
WebSphere Application Server V5 - icmrm using the Services panel (Control Panel
» Administrative Tools » Services).

Stop NSE:
db2text stop
Stop DB2:
db2stop

Make sure that DB2 has stopped by checking that no DB2 process is running
(db2agent, db2sysc, and so on).

Installation on Windows

1.

On the machine where your Content Manager 8 library server resides, create a
directory named CSTextSearch, preferably in the IBM directory, that is,
IBM\CSTextSearch.

2. Extract the contents of the 8.4.0-DB2-CS-UDFEXIT-WIN.ZIP file into this

directory.
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3. The environment variable IBMCMROOT points to the base directory of your
Content Manager 8.3 installation. In this base directory, create a subdirectory
with the name of your library server instance, for example:

a. cd %IBMCMROOT%\cmgmt\1s
b. mkdir ICMNLSDB

4. In the directory with the name of the library server instance, create a
subdirectory with the name DLL, for example:

a. cd %IBMCMROOT%\cmgmt\1s\ICMNLSDB
b. mkdir DLL

5. Copy the lib\icmxlsfcl.dll file to the following directory:
%IBMCMROOT%\cmgmt\1s\<name of library server database>\DLL

where %IBMCMROOT% stands for the value of this variable on your system
and <name of library server database> is the name of the library server
instance you want to use (default: ICMNLSDB).

6. Copy the CommonStore user-exit installation verification tool
icmfceinstallcheck.exe to the same location as the icmxlsfcl.dll library, for
example:

copy c:\IBM\CSTextSearch\bin\icmfceinstallcheck.exe
%IBMCMROOT%\cmgmt\1s\<name of library server database>\DLL

7. On the Windows Control Panel, double-click System.

8. On the page where you set environment variables, add the directory in which
the CommonStore text-search DLLs reside to the system PATH variable, for
example:

C:\IBM\CSTextSearch\1ib
Do not add the path to the user PATH variable.
9. Add the environment variable ICMFCE_CFG to your system environment

variables. Let this variable point to the \cfg directory of the user-exit
installation, for example:

C:\IBM\CSTextSearch\cfg

Steps after the installation

1. Start DB2:
db2start
2. Start NSE:

db2text start

3. Restart the Content Manager Resource Manager service IBM WebSphere
Application Server V5 - icmrm using the Services panel (Control Panel -
Administrative Tools » Services).

Binding the attribute handler to the library server database

You must bind the attribute handler to the library server database to enable
indexing of Content Manager 8 attributes, such as the mailbox ID or the user ID. If
this step is omitted, Content Manager attributes cannot be indexed, which means
that a text search operation does not list any of these messages in the search
results.

1. Connect to the Content Manager library server database. For example, if the
library server name is ICMNLSDB and the administrator is icmadmin, enter the
following:

db2 connect to ICMNLSDB user icmadmin
2. Enter the password when prompted.
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3. Change to the directory where the CommonStore text-search library files reside,
for example: C:\IBM\CSTextSearch\lib

4. Bind the attribute handler to the library server databasse by entering the
following command:

db2 bind CMAttributeHandler.bnd datetime iso blocking all
qualifier <library server db schema name>

where <library server db schema name> is the schema of the library server
database. For example, if the library server database schema is icmadmin, enter
this command:

db2 bind CMAttributeHandler.bnd datetime iso blocking all
qualifier icmadmin

5. Disconnect from the library server database by entering the following
command:
db2 disconnect current

Enabling SQL access for the text-search user exit

To read the Content Manager 8 attributes from the Content Manager library server

database, the text-search user-exit needs to issue SQL statements. The

ICMFetchFilter User-Defined Function (UDF), as it is, does not accept or

understand SQL statements. To change this, you need to recreate the

ICMFetchFilter UDF with the capability to process SQL statements.

1. Connect to the Content Manager library server database. For example, if the
library server name is ICMNLSDB and the administrator is icmadmin, enter the
following:

db2 connect to ICMNLSDB user icmadmin
2. Enter the password when prompted.

3. Change to the directory where the CommonStore text-search library files reside.
For example: C:\IBM\CSTextSearch\lib

4. Enter the following command:
db2 -t -f sqlAccessUDF.sql

Verifying the user-exit installation

The installation of the CommonStore user-exit depends on various system settings,
namely search paths, file system links, and environment variables. In order to
verify that all these system settings are correct and that the installation of the
user-exit was successful, a check tool has been provided. This tool verifies that all
dependent libraries can be located, loaded, and that all other configuration
parameters are set correctly. The tool is a program called icmfceinstallcheck and it
must reside in the same directory as the shared library or DLL of the user-exit. (See

step )
1. Log on to the system with the fenced user ID of your DB2 instance.
2. Change to the directory of the user-exit.

UNIX operating systems:
Directory of the fenced user ID of your DB2 instance

Windows:
%IBMCMROOT%\cmgmt\Is\<name of library server instance>\DLL

3. Launch the icmfceinstallcheck program:
icmfceinstallcheck

Chapter 8. Using the CommonStore text-search function 185



If the icmfceinstallcheck program cannot be launched and the shared libraries or
DLLs cannot be located, the installation of these dependent libraries has not been
successful. The libraries in are used by both the user-exit and the
icmfceinstallcheck program and therefore must be accessible and must have correct
file permissions for execution by the current user ID for both the user-exit and the
icmfceinstallcheck program.

Table 25. Libraries required by the text-search user-exit

Operating system File name Symbolic link
AIX libicudata36.0.a libicudata36.a
libicudata.a
libicuil8n36.0.a libicuil8n36.a
libicuio36.0.a libicuio36.a
libicuuc36.0.a libicuuc36.a
libitxcos72icu36.a N/A
Sun Solaris libicudata.s0.36.0 libicudata.s0.36
libicudata.so
libicuil8n.s0.36.0 libicuil8n.s0.36
libicuio.s0.36.0 libicuio.s0.36
libicuuc.s0.36.0 libicuuc.s0.36
libitxcos72icu.s0.36 N/A
Windows icudt36.dll N/A
icuin36.dll N/A
icuio36.dll N/A
icuuc36.d1l N/A
itxcos72icu36.dll N/A

If the icmfceinstallcheck program cannot be launched because the operating system
cannot locate the dependent libraries, you can correct this situation as follows:

UNIX operating systems:
Add symbolic links to the dependent libraries.

Windows:
Copy the dependent libraries to the directory in which the user-exit and
the icmfceinstallcheck program reside.

The problem cannot be fixed by extending the search path for libraries by setting
the corresponding environment variable, as this option is not available when the
user-exit is run in the context of the UDF of DB2. In this context, a search path for
libraries will be either not available or very limited. Therefore, all dependent
libraries and user-exit plug-ins must be reachable in the directory of the user-exit.

Checks performed by the icmfceinstallcheck program

Once the icmfceinstallcheck program runs properly, it displays various information
which can be used to check if the installation was performed correctly:

e Checking the CS User-Exit

e Checking the configuration file

* Checking the Content Manager attribute handler
e Checking the CSN File Handler PTug-In
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e Checking the DXL File Handler Plug-In
* Checking the MIME File Handler Plug-In

The icmfceinstallcheck program verifies whether the specified shared libraries or
DLLs can be located, loaded properly, and have the correct version number. If this
verification fails, you must manually check if these files exist and if they have the
proper permissions. The DXL File Handler Plug-In requires additional libraries,
which are listed in

Table 26. Libraries required by the DXL File Handler Plug-In

Operating system File name Symbolic link

AIX libxml4c56.3.a libxml4c56.a
libXML4CMessages56.3.a libXML4CMessages56.a

Sun Solaris libxml4c.s0.56.3 libxml4c.s0.56
libXML4CMessages.s0.56.3 libXML4CMessages.s0.56

Windows xml4c_5_6.dll N/A
XML4CMessages5_6.d1l N/A

These libraries must be accessible and must have correct file permissions so that
they can be run by the current user ID. If the verification is successful, the
icmfceinstallcheck program displays the file path and other properties.

Furthermore, it displays version information of the program components. This
information can be helpful to determine whether the components can operate
together and which versions are currently installed.

Environment variable checks:

The icmfceinstallcheck program displays the values of relevant environment
variables:

PATH Current search path for programs

LIBPATH
Current search path for shared libraries (AIX only)

ICMFCE_CFG
Pointer to the user-exit configuration directory

USER/USERNAME
Current user ID

The icmfceinstallcheck program displays the values of these (and all other)
environment variables as they are set by the parent shell. If the user-exit is run in
the context of the UDF of DB2, the value of these environment variables might be
different, depending on the settings of the db2set command.

Trace environment-variable checks:

The icmfceinstallcheck program displays the values of environment variables
related to the trace feature.

For a detailed description of the feature, refer to[“Enabling tracing for the|
[text-search user-exit” on page 203 |
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Trace status checks:

The icmfceinstallcheck program displays the status of the trace feature. A warning
is issued when tracing is active because tracing reduces the performance of the
user-exit.

Directory checks:

The icmfceinstallcheck program verifies whether the following environment
variables point to valid directories:

* ICMFCE_CFG
* ICMFCE_DUMP

File-list checks:

The icmfceinstallcheck program verifies that the user-exit configuration file
icmfce_config.ini can be found in the correct location and that it can be loaded
successfully.

In addition, the icmfceinstallcheck program verifies if the ICMFCE_TRACE_FILE
environment variable points to a valid file.

Note: The icmfceinstallcheck program does not verify the list of [attribute]
sections that are defined in the configuration file.

Installation steps on the CommonStore Server
1. Determine the type of archiving you want to perform:
* Entire archiving
* Attachment archiving
¢ Component archiving
2. For each archiving type, there is a separate virtual-content attribute-definition
file which must be selected. See

Table 27. Virtual-content attribute-definition files

Archiving type Virtual-content attribute definition file
Entire csld_map_entire.ini

Attachment csld_map_attachment.ini

Component csld_map_component.ini

After the installation, the virtual-content attribute-definition files can be found
in the following directory:

AIX  /bin subdirectory of the CommonStore installation directory
Windows
Instance path of the CommonStore Server

3. Activate the selected virtual-content attribute-definition file by editing the
configuration file of the CommonStore Server (usually archint.ini). To activate
the file, add an entry similar to the following one to the archive definition
section of the archive that you want to enable for text search:
FULLTEXTSEARCH_INIFILE '<path>\csld_map_entire.ini'

The keyword FULLTEXTSEARCH_INIFILE refers to the selected virtual-content
attribute-definition file.
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4. Add the following line to the archive definition section:
TEXT_SEARCHABLE CS_ALL

In case the TEXT_SEARCHABLE keyword is already present in the archint.ini
configuration file, replace the existing value with the value CS_ALL. The use of
this value results in a text-search index whose content is gathered from all
document parts. To create an index that uses only a subset of the available
index information sources, use one of the other possible values for
TEXT_SEARCHABLE. For more information, see the entry
[TEXT_SEARCHABLE|in [“Archive-specific keywords” on page 279

5. Save your changes and close the CommonStore Server configuration file.

6. The selected virtual-content attribute-definition file must be modified to match
the attributes configured in your Content Manager item type. See
[“Virtual-content attribute-definition file.”|

The model file
Depending on the archiving type selected in step an appropriate

model file must be selected for the text-searchable item type.

A set of model files has been provided for the different archiving types and can be
located in the CSTextSearch installation directory, in the subdirectory model. It is
recommended that you always select the cs_mail_entire.xml model file as it
contains a complete document model description, which is suited for both
component archiving and attachment archiving, too. However, if you have chosen
component or attachment archiving and want to prevent the indexing of additional
data (such as the contents of bcc fields or other), you should choose one of the
other model files. The following files are available:

e c¢s_mail_entire.xml
e ¢s_mail attachment.xml

* cs_mail_component.xml

In a later configuration step, you must enter the full path and file name of the
selected model file in the field Model file in the Text Search Options dialog. See
[‘Creating a text-searchable item type” on page 201| for more information.

Important: Once the full-text index has been initialized with a model file, it cannot
be changed anymore.

Virtual-content attribute-definition file

The function of the virtual-content attribute-definition files is to define virtual
content attributes for content sections defined in the model files. This enables the
user to search certain portions of the message content or elements of archived
messages as if they were normal attributes.

Example

The following virtual-content attribute definition file is a sample that shows which
sections or document parts you can define as text-searchable areas:

5 This mapping file will be used by the CommonStore server to make attributes stored
; in the text index searchable using CommonStore search screens.

B

[settings]
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; Attribute mapping section

B

[attribute]

; mapping for search in the whole document (incl. body, attachments, attributes)
archive_attribute = document

; this actually is no cm attribute. it is a virtual attribute just used for searching
5 in NSE. the whole document would also not be displayed in a hitlist

search_alias = email

moddef_type = STRING

[attribute]

; mapping for search in content only (attachments and body, but no attributes)
archive_attribute = content

; same as above

search_alias = content

moddef_type = STRING

[attribute]

; mapping for search in body only (no attachments, no attributes)
archive_attribute = body

; same as above

search_alias = body

moddef_type = STRING

[attribute]

; mapping for search in attachments only (all attachments, no body, no attributes)
archive_attribute = attachment

; same as above

search_alias = attachment

moddef_type = STRING

[attribute]

; mapping for search in name of attachment
archive_attribute = "attachment name"

; same as above

search_alias = attachmentName

moddef_type = STRING

[attribute]

; mapping for search in the sender attribute

archive_attribute = CSLDMailFrom

3 CSFROM is this example actually should be an attribute in CM. Or rename it here to
; whatever you named it in CM. Attention cm attributes are case sensitive
search_alias = from

moddef_type = STRING

[attribute]

; mapping for search in all rcipients (incl. TO, CC, BCC)

archive_attribute = recipients

; recipients is this example also should be a CM attribute. note that all 3 notes
; fields are combined by csld and stored to this attribute

search_alias = recipients

moddef_type = STRING

[attribute]

s mapping for search in TO attribute

archive_attribute = CSLDMailTo

; the attribute CSTO should be defined in CM in this example
search_alias = to

moddef_type = STRING

[attribute]

s mapping for search in CC attribute
archive_attribute = CSLDMailCC
search_alias = cc
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moddef_type = STRING

[attribute]

s mapping for search in BCC attribute
archive_attribute = CSLDMailBcc
search_alias = bcc

moddef_type = STRING

[attribute]

; mapping for search in SUBJECT attribute
archive_attribute = CSLDMailSubject
search_alias = subject

moddef_type = STRING

The definitions in detail:

[attribute]
Indicates that a new definition follows

3  Lines starting with a semicolon are comments.

archive_attribute
Keyword used to define a document section as a text-searchable area or to
specify the name of an attribute. Values are case-sensitive.

= Assignment operator

search_alias
Specifies the name of the corresponding section in the model file.

moddef_type
A type definition required by the text-search user exit. In the given case, it is
always set to the value STRING.

document
Value defining the entire document content as a text-searchable area, including
the fields holding the attribute values.

content
Value defining the body field and the attachments as text-searchable areas.

body
Value defining only the body field as a text-searchable area.

attachment
Value defining only the contents of attachments as a text-searchable area.

attachmentName
Value that allows you to search for text in attachment names.

Under real conditions, the definition of content, body, and attachment does not
make sense because these parts are included in the document definition.

In addition, the following attributes are defined:

¢ CSLDMailFrom

e CSLDMailTo

e CSLDMailCC

e CSLDMailBcc

* recipients (combining the values of CSLDMai1To, CSLDMai1CC, and CSLDMai1Bcc)

The definition of the attributes serves only one purpose: It makes these attributes
selectable items on the CSLD query form, thus allowing you to restrict the search
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to a single attribute. The attribute values (content) have already been declared as a
text-searchable area by the virtual attribute document.

You can define the very same attributes in the usual way as attributes of your
Content Manager 8 item type, and create corresponding field-to-attribute mappings
in a document mapping in the CSLD Configuration database. This is not a must; to
be able to search for text in these attributes, it is sufficient if they are defined in the
virtual-content attribute definition file. However, the definition of attributes with
the same name in Content Manager has the advantage that the values can be
displayed on the query results hit list.

Notes:

1. Do not modify any predefined values of search_alias and moddef_type. In
each predefined section, only modify the value of archive_attribute if
necessary.

2. The value of archive_attribute is case-sensitive.

Extending the search index

You can extend the set of fields from which the information for the text-search
index is extracted. By adding field definitions to configuration files of the
text-search user-exit, you cause the exit to include the data in these fields when the
index is built. With the additional information in the index, there is a broader basis
for search hits, meaning that information from more document fields can be used
to find archived documents.

You can add field definitions for Lotus Notes fields of the following types:
e Text

e Text List

¢ RFC822 Text

* Header and Footer Rich Text fields, which are part of the personal stationery in
Lotus Notes

The extension of the index is available for the archiving types Entire and
Component with the archiving formats Notes and DXL. You need to add field
definitions to the files in [Table 2§

Table 28. Files that need to be modified in order to extend the text-search index

Archiving type Entire Archiving type Component
icmfce_config.ini icmfce_config.ini icmfce_config.ini
Model file cs_mail_entire.xml cs_mail_component.xml
Virtual-content csld_map_entire.ini csld_map_component.ini

attribute-definition file

Important: The model file (cs_mail_entire.xml or cs_mail_component.xml) is
registered only once, when an item type is created in Content Manager 8. Changes
to the model file that occur after the creation of an item type will not be forwarded
or otherwise announced to the text-search engine (NetSearch Extender). This means
that you must create a new item type after you have made changes to the model
file.
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Adding field definitions to the model file

To extend the text-search index with information from additional fields, you need
to add corresponding field definitions to the model file (cs_mail_entire.xml or
cs_mail_component.xml).

The model file provides the link to the NetSearch Extender (NSE) index in Content
Manager 8. It is registered when you create the text-searchable item-type (see
[‘Creating a text-searchable item type” on page 201).

1. Open the file in an editor and add the following definition block:

<XMLFieldDefinition
name =
exclude="NO"
locator=
/>
where
XMLFieldDefinition

Introduces a new field definition

name
Is the name that you want to give the additional field in the model file

exclude
Defines an exclusion condition. Since you want to include the additional
field rather than exclude it, set the parameter to "NO".

Tocator
Is the XML path NetSearch Extender (NSE) uses to locate the indexing
information in its internal XML structure. Specify the same value as for
moddef_Tocator in the icmfce_config.ini file.

2. Save your changes and close the file.

Important: The model file (cs_mail_entire.xml or cs_mail_component.xml) is
registered only once, when an item type is created in Content Manager 8. Changes
to the model file that occur after the creation of an item type will not be forwarded
or otherwise announced to the text-search engine (NetSearch Extender). This means
that you must create a new item type after you have made changes to the model
file.

Example

<XMLFieldDefinition
name ="forwarded_from"
exclude="N0"
Tocator="document/email/forwarded from" />

In this example, a field definition is added for a field named forwarded_from (The
name was chosen to make the connection between this definition and the Notes
field ForwardedFrom apparent). The NSE paths that can be used to locate this
information are: document, email, and forwarded_from (same as in the example of
the definition block in the icmfce_config.ini file.

Adding field definitions to the virtual-content attribute-definition
file

To extend the text-search index with information from additional fields, you need
to add corresponding field definitions to the virtual-content attribute-definition file
(csld_map_entire.ini or csld_map_component.ini).
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The virtual-content attribute-definition resides on the CommonStore Server
machine. It provides the CommonStore Server with the mappings of archive
attributes to their respective search alias names in the Net Search Extender (NSE)
XML model file.

1. Open the file in an editor and add the following definition block:

[attribute]
archive_attribute =
search_alias =
moddef_type = STRING

where

[attribute]
Introduces a new mapping

archive_attribute
Must be set to the name of the archive attribute (as defined in Content
Manager 8) that corresponds to the Lotus Notes document field whose
information you want to add to the search index.

search_alias
Must be set to the name of the archive attribute’s counterpart in the model
file.

moddef_type
Specifies the data type of the information in the archive attribute. This type
is always STRING if CommonStore was configured according to the
instructions in this book.

2. Save your changes and close the file.

Example

[attribute]

; mapping for search in the sender attribute
archive_attribute = CSLDForwardedFrom
search_alias = forwarded_from

moddef_type = STRING

This example shows a mapping between the archive attribute
CSLDForwardedFrom and the field definition forwarded_from in the model file.
The information that follows the semicolon in the second line is a comment.

Indexing information from additional Lotus Notes document
fields

To extend the text-search index with information from additional fields, you need
to add corresponding field definitions to the user-exit configuration file
icmfce_config.ini.

This file is located in the directory that the environment variable ICMFCE_CFG
points to.

1. Open the file in an editor and add the following definition block:
[attribute]
moddef_Tocator =
client_field =

where

[attribute]
Introduces a new field definition
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moddef_locator
Lists the paths within the XML structure used for indexing by Net Search
Extender (NSE)

client_field
Specifies the name of the document field from which the information is to
be extracted

2. Save your changes and close the file.

Example

[attribute]
moddef_Tocator
client_field

document/email/forwarded_from
ForwardedFrom

In this example, the NSE indexer would look for index information in the
following paths of its internal XML structure: document, email, and
forwarded_from. The name of the document field that the information is extracted
from is ForwardedFrom.

Adding Content Manager 8 attributes to the configuration file
icmfce_config.ini

To extend the text-search index with information from Content Manager 8
attributes, you need to add corresponding field definitions to the file
icmfce_config.ini.

1. Open the file in an editor and add the following definition block:

[CMattribute]
moddef_locator =
cm_attribute_name =

where

[attribute]
Introduces a new field definition

moddef_locator
Lists the paths within the XML structure used for indexing by Net Search
Extender (NSE)

cm_attribute_name
Specifies the name of the Content Manager 8 attribute from which the
information is to be extracted

2. Save your changes and close the file.

Example

[cmattribute]
moddef Tocator = document/email/userid
cm_attribute_name = CSLDOrigUser

In this example, the NSE indexer would look for index information in the
following paths of its internal XML structure: document, email, and userid. The
name of the Content Manager 8 that the information is extracted from is
CSLDOrigUser.

Important: If a Content Manager attribute in the icmfce_config.ini file is of the
type CLOB, you must precede the value of cm_attribute_name with the string
clob:.

Example:
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[cmattribute]
moddef_locator = document/recipient_addresses
cm_attribute_name = clob:RECPLIST

In older versions of CommonStore, this prefix was not required. Adapt existing
configuration files as part of the migration.

Including or excluding attachment types

In general, the filters used for the extraction of index information check all
attachments of an e-mail for textual content that can be indexed. The checking
process includes attachments whose content is unsuitable for indexing, such as
graphic files or binary files. The checking process can take considerable time,
which has a negative impact on the overall performance of the indexing process.
To avoid the unnecessary checking of unsuitable attachments, you can define lists
of attachment types to be included or excluded from the indexing process.

You can either define inclusion lists or exclusion lists.

Inclusion lists consist of file extensions of attachments to be included in the
indexing process (and thus also in the previous content checking). Only
attachments with extensions on the list will be included in the process; all others
will be excluded.

Exclusion lists consist of file extensions of attachments to be excluded from the
indexing process (and thus also from the previous content checking). Only
attachments with extensions on the list will be excluded from the process; all
others will be included.

1. Open the icmfce_config.ini file in a text editor.

2. Locate a section that starts with the heading [Settings]. If it does not exist,
create it.

3. Depending on the type of list that you want to create, add one of the following
lines below the heading [Settings]:
e ExcludeFileFilter
e IncludeFileFilter =

4. Complete the line by typing the name of the filter list on the right side of the
equation sign. You can use a name of your own choosing. For example:
IncludeFileFilter = filter_whitelist

5. Add a new section to the icmfce_config.ini file that uses the list name as the

heading. Following the example in the previous step, the heading of the new
section would be [filter whitelist].

6. Under this heading, list the file extensions of the attachments to be included or
excluded. List one extension per line, as in the following example:

[filter_whitelist]

extension = ACS
extension = AMI
extension = BDR

7. Save and close the icmfce_config.ini file when your list is complete.
Example

Following is an example of a complete icmfce.ini file, which uses an inclusion list.
You can maintain the extensions for an inclusion list and an exclusion list in the
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same file; this has been done in the following example. However, only one list can
be active. If the both list types were accidentally activated, the inclusion list will be

used. If none of the lists is activated, all attachments will be included in the
checking process, with the negative impact described before.

; Configuration file for IBM DB2 CommonStore's ICMFetchContent user exit Tibrary

[Settings]

IncludeFiTeFilter = filter_whitelist

; Mappings valid for all plugins

[attribute]
moddef_Tlocator = document
client_field = @document@

[attribute]
moddef locator = document/email
client_field = Gemail@

[attribute]

moddef_locator = document/ITEMID

client_field = @itemId@

; no mail client client_field for this attribute

[attribute]
moddef_locator = document/email/recipients
; no mail client client_field for this attribute

[attribute]
moddef_Tocator = document/email/content
; no mail client client_field for this attribute

[attribute]
moddef Tocator = document/email/content/body
client_field = @body@

[attribute]
moddef_locator = document/email/content/attachment
client_field = @attachment@

[attribute]
moddef_Tocator = document/email/content/attachment/@name
; no mail client client_field for this attribute

[attribute]
moddef_Tocator = document/email/@received_date
; no mail client client_field for this attribute

[attribute]
moddef Tocator = document/email/subject
client_field = Subject

; Mappings valid for CSN and DXL plugin
[attribute]

moddef_Tocator = document/email/from
client_field = From

[attribute]
moddef Tocator = document/email/recipients/to
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client_field = SendTo

[attribute]
moddef_Tocator = document/email/recipients/cc
client_field = CopyTo

[attribute]
moddef_Tocator = document/email/recipients/bcc
client_field = BlindCopyTo

[CMAttribute]
moddef_locator = document/email/userid
cm_attribute_name = CSLDOrigUser

[fiTlter_blacklist]

extension = JPE
extension = JPEG
extension = JPG
extension = PJP
extension = PJPEG
extension = AFP
extension = AIF
extension = AIFC
extension = AIFF
extension = ASF

[filter_whitelist]

extension = ACS
extension = AMI
extension = BDR
extension = DBS
extension = DEZ
extension = DIF
extension = DX
extension = EN4
extension = ENS
extension = ENW

Other configuration options in the configuration file
icmfce_config.ini

All configuration described herein must be defined in the [settings] section of the
configuration file icmfce_config.ini. The configuration options are not
case-sensitive.

Index_All_Mime_Parts

For a description of this configuration option, see [“Enabling alternative MIME]
[parts in icmfce_config.ini” on page 200.]

IgnoreUnknownAttributes

Using this configuration option, you can control the user exit’s handling of
unknown text attributes.

A text attribute is an attribute or item in the original mail document that contains
rich text, such as the body or the subject of the document.
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An unknown attribute is an attribute that is not defined in an [attribute] section
of the configuration file icmfce_config.ini.

Usually, if an unknown text attribute is encountered during the processing of a
document, the user exit stops processing the corresponding document and returns
an error. This way, incomplete configurations can be detected.

If this configuration option is enabled by setting it to a value of 1 or true,
unknown text attributes are ignored. That is, if an unknown text attribute is
encountered during document processing, it is ignored and processing of the
corresponding document continues without further notification. This way,
unexpected text attributes that might occur in certain documents do not block the
indexing of these documents.

Note: Due to the nature of the configuration option, spelling errors in the
[attribute] definition sections of the icmfce_config.ini file cannot be detected if
the option is enabled.

IgnoreUnknownCMAttributes

Using this configuration option, you can control the user exit’s handling of
unknown Content Manager 8 attributes.

Here, the term Content Manager 8 attribute refers to the definition of the attribute in
user-exit configuration file icmfce_config.ini, which defines rules for the retrieval of
a value of the corresponding attribute in a Content Manager 8 item type.

An unknown Content Manager 8 attribute is an attribute that is listed in an
[attribute] definition section of the user-exit configuration file icmfce_config.ini,
but is not defined in the target Content Manager 8 item type for a specific
document. Usually, if an unknown Content Manager 8 attribute is encountered
during the processing of a document, the user-exit continues processing the
corresponding document without any notification. This is useful if different
documents that are archived in different item types use the same set of Content
Manager attributes.

If this configuration option is turned off by setting it to a value of 0 or false, and
the user-exit cannot find a specific Content Manager 8 attribute for a document, it
stops processing the corresponding document and returns an error. This is useful if
all documents are archived in item types with identical attribute structures and if
each document must contain the same attributes.

Timestamps_In_Utc
To make the timestamps in the text-search index match the timestamps of the

corresponding documents in the archive, use this option. You can find a detailed
description in [“Using coordinated universal time (UTC)” on page 133

Support for alternative MIME parts

Archiving support for alternate MIME parts exists for MIME mails that are
received by CSLD and for documents where the chosen archiving type is Entire.

Archiving all the textual information in all the alternative MIME parts of a mail
ensures that no original data stored in any MIME part of a mail is ever lost and
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enables full-text search on all the alternative MIME parts. More text is indexed,
which can improve the search quality significantly.

However, indexing all the alternative MIME parts can result in very large indexes
that will influence the overall system performance and will require significantly
more storage capacity in the repository system.

In the face of this, you can select to turn this support on or off, by setting the
following keywords:

¢ CSLDMimePartsInArchive in the Lotus Notes notes.ini file used to start the
CSLD Task

e INDEX_ALL_MIME_PARTS in icmfce_config.ini

The default setting for both keywords is 0, meaning the support is turned off.
Setting the values of the keywords to 1 turns the support on. Both keywords must
be set. See [“Enabling alternative MIME parts in icmfce_config.ini”| and [“Setting up|
[the Lotus Notes environment for CSLD” on page 76.]

This support is not available for documents that have been archived using versions
earlier than version 8.3.2. If you want to archive the alternate MIME parts of older
documents, you must re-archive the original documents and rebuild the index. For
this, the original documents must be available in full.

Enabling alternative MIME parts in icmfce_config.ini
The keyword INDEX_ALL_MIME_PARTS enables or disables the indexing of

alternative MIME parts during archiving of MIME mails and of documents where
the chosen archiving type is Entire.

The default is 0. To switch the indexing on, set the parameter to 1.

If you enable indexing by setting the value to 1, you must also set the keyword
CSLDMimePartsInArchive in the CSLD Task notes.ini file to 1. See

[Lotus Notes environment for CSLD” on page 76

1. Open the icmfce_config.ini file in an editor The file is located in the directory
that the environment variable ICMFCE_CFG points to.

2. Locate the section with the heading [settings].

3. Add the following setting to this section:
INDEX_ALL_MIME_PARTS= 1

4. Save your changes and close the file.

Creating a text-searchable MIME type

At the time you configured CommonStore for Lotus Domino, you created one or
more content-type mappings. If you have not yet performed this step, refer to
[ Defining content-type mappings” on page 100

Now you have to create a matching MIME type in Content Manager 8. Perform the
following steps:

1. Log on to the Content Manager 8 System Administration Client.

2. Open the Data Modeling section of the library server instance.

3. Right-click MIME Types and select New. A New MIME Type dialog opens.

4. In the Name and Display name fields, enter a descriptive name of your choice.
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5. In the MIME type field, enter exactly the same MIME type name you have
used in the CommonStore content type-mapping.

6. In the Valid function section, select Text-search enabled.
7. Save the newly created MIME type by clicking OK.

Creating a text-searchable item type

Create a text-searchable item type for the CommonStore product that you use. For
information on how to do this, see [“Creating item types” on page 36,

When creating the item type in the Content Manager 8 System Administration
Client, additionally perform the following steps:

1. Make sure that Text searchable is selected on the Definitions page. It is
sufficient to make the item type Text searchable. Doing the same with each
attribute used in the item type is not required.

2. On the Definitions page, click the Options button to open the Text Search

Options dialog.

3. Enter values in the fields of this dialog as shown in|Table 29

Table 29. Values to enter on the Text Search Options dialog

Field name Value
Format XML
CCSID 1208

Language code

Leave empty

Index directory

Leave empty (this is directory for the index
files; if you leave the field empty, the default
directory is used)

Working directory

Leave empty (this is the working directory for
Net Search Extender; if you leave the field
empty, the default directory is used)

User defined function

ICMfetchFilter

User defined function schema

Leave empty

Changes before update

Number of changes to the index before the next
update

Update every

Amount of time that passes before the index is
updated

Commit count

Leave empty

Model name

email

Model file

Enter the full path and file name of the
appropriate model file. See [*The model file” on|
for more information.

Enter the path and file name without escape
characters. The Content Manager 8.3 System

Administration Client automatically inserts the
escape sequence.

Model CCSID

Leave empty
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Enabling your CSLD application for text-search

The CSLD sample mail template includes a search form called Query for "Memo’,
which has an additional search predicate, called Document Content. This predicate
can be used to perform text searches.

In order to enable this query predicate for use with CSLD, it is necessary to

perform the following steps:

1. In the CommonStore virtual-content attribute-definition file matching your
archiving type (for example, csld_map_entire.ini), find the document part that
you want to perform text searches on and make a note of the corresponding
attribute name. (For example, make a note of the Content attribute in order to
search the entire mail, including the body and all attachments)

2. Edit the document mapping for the Memo form.

3. On the Attributes page, add an additional field-to-attribute mapping. Map
Document Content to the text-search attribute you noted in step

4. Create a search predicate for each type of text-search operation that you want
to perform. For example, to enable two operations, one that searches the bodies
of e-mail documents and one that searches the attachments, create two search
predicates. For each additional predicate, proceed as follows:

a. Add the following fields to the Query for "Memo’ form:
* searchField_n
* op_n
* searchArg n
* ftscore_n
The value of searchField_n can be set to any text that describes the
document part it applies to. For the letter #, use an integer indicating the
number of the last predicate created. For example, if the last set of search

fields is searchField_4, op_4, searchArg_4, and so on, then the next set should
start with searchField_5, and so on.

b. Enable the predicate by performing the steps through from the
paragraph before.

Performing queries in CSLD

The main parameter of a query job is the query string, which represents the query
in an SQL-like syntax. CSLD translates the query string into the correct archive
query. The query string is made up of query predicates, which are combined with
AND and OR operators, or are enclosed in parentheses. Each search predicate is
made up of the Lotus Notes field name enclosed in brackets, an operator, and a
value.

For text-search, the search operators contains and score are supported. While a
"contains-search” allows users to search their content for specific words or phrases,
score will return documents based on the probability that the search term occurs in
the content.

When building text-search terms, the search value must, like any other string
value, be enclosed in single quotes. Since the text-search function also supports
combinations of several search words, each of the search words must itself be
enclosed in double-quotes. Search words can be negated by prepending a NOT
operator. Multiple search words can be combined with AND (operator is &) and
OR (operator is ).
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Examples

* An archive query that searches the document content for the occurrence of both
words sales and revenue would be constructed in the following way (assuming
document content is mapped as "Document Content”):

[Document Content] contains=1 '("sales" & "revenue")'

* Searching mail attachments that deal either with Windows or with AIX can be
done by specifying the following search string (assuming that document
attachments were mapped as "Attachments”):

[Attachments] contains=1 '("Windows" | "AIX")'

* The following search string would search for all mail documents whose
(text-searchable) subject field does not contain the word politics:

[Subject] contains=1 '(NOT "politics")'

* If you are searching for holiday recommendations containing the word hotel, but
not expensive or shabby, you would construct the search string as follows:
[Document Content] contains=1 '("hotel" & NOT ("expensive" | "shabby"))'

Exceptions

* A search for documents that contain the words discount and 30% is currently not
possible, since the resulting query string:

[Document Content] contains=1 '("discount" & "30%")'

would return all documents containing the word discount and 30, 300, 3012, 30.7,
and so on, since the % sign is interpreted as a wildcard for the search term.

* A similar restriction applies to the _ (underscore) character, which will be
interpreted as a single character wildcard.

For more complex queries and the full possibilities, consult the NSE
documentation. Note that when using the sample query form that is provided in
the CSLD Sample mail template, you do not need to type the single quotes
surrounding the text-search argument. The search form will add those
automatically. The other construction rules are also valid for the query form.

Enabling tracing for the text-search user-exit

In case of errors, a built-in trace feature can be enabled. This trace feature will
create files that contain detailed information about the processing which helps a
developer to determine the nature of a problem. Note that if the trace feature has
been enabled, the performance of the user-exit is reduced.

1. To control the trace feature, set the following environment variables as shown:

UNIX:
a. ICMFCE_TRACE_FILE=/tmp/icmfce_trace.trc
b. ICMFCE_DUMP=/tmp

Windows:
a. ICMFCE_TRACE_FILE=%TEMP%\icmfce_trace.trc
b. ICMFCE_DUMP=%TEMP%
2. To enable tracing, set the following environment variable as shown:
ICMFCE_TRACE_ACTIVE=1

3. To disable tracing, set this variable to 0 or remove the entry so that it becomes
undefined:

ICMFCE_TRACE_ACTIVE=0
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The following environment variables also control the trace. You might be
advised by an IBM service representative to use them in order to trace a
problem:

« ICMFCE_TRACE_DETAIL
« ICMFCE_TRACE_AUTOFLUSH

Note: All these environment variables must also be exported in the DB2 context
using the db2set db2envlist statement. For details on the db2set command, refer
to the DB2 documentation.

The user-exit trace file

Once the trace feature has been enabled, it will write information to the file as
specified under the environment variable ICMFCE_TRACE_FILE. This file is in a
proprietary format and must be provided to the IBM service representative.

As part of the user-exit installation, a tool has been provided with which the
contents of the trace file can be displayed on the console. This tool is called
icmfcetracedump and is located in the CSTextSearch/bin directory.

The icmfcetracedump program displays the contents of the trace file specified by
the environment variable ICMFCE_TRACE_FILE in a predefined format on the
console.

Note: The trace file is not a text file. Therefore, make sure that you use a binary
transfer mode when you copy the file with the help of an FTP client or another
tool.

The user-exit trace-dump feature

Once tracing has been enabled, the user-exit will create two files for each
document it processes in the directory specified by the environment variable
ICMFCE_DUMP.

These files will have file names such as _Pxxxxx n.BIN and

_Pxxxxx n. XML, where the combination Pxxxxx stands for a process ID and
the letter n stands for a number. The _Pxxxxx n.BIN and

_Pxooxxx n. XML files contain the document as provided to the user-exit
(LPxoxoxxx n.BIN) and the output file in XML format as generated by the
user-exit (_Pxxxxx n.XML) contains the ID of the process that called the
user-exit.

Note: The user exit does not remove the _Pxxxxx n.BIN and

_Pxoxxxx n. XML files automatically. So you have to remove these files by

yourself after the tracing operation has been completed.

Enabling the UDF trace feature

The trace feature of the ICMFetchFilter UDF can be enabled by setting an
environment variable.

Use the following setting to enable the trace feature:
ICMDEBUG=1

The ICMFetchFilter UDF will write its own trace file. The location of this file
depends on your operating system. The name of this file depends on the version of
your Content Manager system. See [Table 30 on page 205]
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Table 30. Location and file name of the UDF trace file

Content Manager
installation level

Operating system |Location and file name

Up to Content
Manager 8.3 fix pack

1

AIX, Sun Solaris /tmp/icmplsuf.log

Windows C:\icmplsuf.log

Content Manager 8.3
fix pack 2 or later

AIX, Sun Solaris /tmp/icmserver.fetchfilter

Windows C:\icmserver.fetchfilter

Uninstallation

To uninstall the text-search user-exit, follow the instructions appropriate for your
product and environment.

Uninstalling the text-search user-exit from Content Manager
8.3 on AIX

Steps before uninstalling

1.

Assuming that your instance of the Content Manager 8 Resource Manager is
named icmrm, stop the instance by entering the following command:

/usr/WebSphere/AppServer/bin/stopServer.sh icmrm

Otherwise change the command accordingly.
Stop the HTTP Server:
/usr/IBMHttpServer/bin/apachectl stop

Stop NSE:

db2text stop

Stop DB2:

db2stop

Make sure that DB2 has stopped by checking that no DB2 process is running
(db2agent, db2sysc, and so on).

Uninstallation steps

1.
2.

Use the smitty tool to uninstall.

Edit the user profile of the DB2 instance user ID, for example,
/home/db2instl/sqllib/userprofile and remove the following line:

". /opt/CSTextSearch/cfg/cstsenv.ksh"

Edit the .profile of the fenced user ID (for example, /home/db2fencl/ .profile)
and remove the following line:

". /home/db2inst1l/sq11ib/db2profile"

Remove the user-exit file icmxlsfcl from the directory ICMNLSDB/DLL of the
fenced user ID of your DB2 instance, for example:

rm /home/db2fencl/ICMNLSDB/DLL/icmx1sfcl

Delete the CommonStore user-exit installation verification tool
icmfceinstallcheck.

Environment variables used by the user-exit and the UDF must be removed
from the DB2ENVLIST. Remove the following variables from DB2ENVLIST:
+ ICMDEBUG

* ICMFCE_TRACE_ACTIVE
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* ICMFCE_TRACE_FILE

* ICMFCE_TRACE_DETAIL

* ICMFCE_TRACE_AUTOFLUSH

+ ICMFCE_DUMP

» ICMFCE_CFG (Content Manager 8.3 only)

Steps after the uninstallation

1. Start DB2:
db2start
2. Start NSE:

db2text start
3. Start the HTTP Server:
/usr/IBMHttpServer/bin/apachect] start

4. Assuming that your instance of the Content Manager 8 Resource Manager is
named icmrm, start the instance by entering the following command:

/usr/WebSphere/AppServer/bin/startServer.sh icmrm

Otherwise change the command accordingly.

Removing the SQL access from the ICMFetchFilter UDF
After uninstalling the CommonStore text-search user-exit, you can also remove the
SQL capability from the ICMFetchFilter User-Defined Function (UDF).

1. Connect to the Content Manager library server database. For example, if the
library server name is ICMNLSDB and the administrator is icmadmin, enter the
following:

db2 connect to ICMNLSDB user icmadmin
2. Enter the password when prompted.

3. Change to the directory to where the CommonStore text-search library files
reside. For example: /opt/CSTextSearch/lib

4. Enter the following command:
db2 -t -f noSqlAccessUDF.sql

Uninstalling the text-search user-exit from Content Manager 8
on Sun Solaris

Steps before uninstalling

1. Assuming that your instance of the Content Manager 8 Resource Manager is
named icmrm, stop the instance by entering the following command:

/opt/WebSphere/AppServer/bin/stopServer.sh icmrm

Otherwise change the command accordingly.
2. Stop the HTTP Server:
/opt/IBMHttpServer/bin/apachectl stop
3. Stop NSE:
db2text stop
4. Stop DB2:
db2stop

Make sure that DB2 has stopped by checking that no DB2 process is running
(db2agent, db2sysc, and so on).
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Uninstallation steps

1.
2.

Delete the directory /opt/CSTextSearch/ and all its subdirectories.

Edit the user profile of the DB2 instance user ID, for example,
export/home/db2instl/sqllib /userprofile and remove the following line:

". /opt/CSTextSearch/cfg/cstsenv.ksh"

Remove the user-exit file icmxlsfcl from the directory ICMNLSDB/DLL of the
fenced user ID of your DB2 instance, for example:

rm export/home/db2fencl/ICMNLSDB/DLL icmx1sfcl

Delete the CommonStore user-exit installation verification tool
icmfceinstallcheck.

Edit the file /export/home/db2instl/sqllib/userprofile and remove the path
/opt/CSTextSearch/lib from the LD_LIBRARY_PATH environment variable.

Edit the file /export/home/db2instl/sqllib/profile.env and follow these steps:

a. Remove the path /opt/CSTextSearch from the DB2LIBPATH environment
variable.

b. Remove all ICMFCE environment variables from DB2ENVLIST.

Steps after the uninstallation

1.

Start DB2:

db2start

Start NSE:

db2text start

Start the HTTP Server:
/opt/IBMHttpServer/bin/apachectl start

Assuming that your instance of the Content Manager 8 Resource Manager is
named icmrm, start the instance by entering the following command:

/opt/WebSphere/AppServer/bin/startServer.sh icmrm

Otherwise change the command accordingly.

Removing the SQL access from the ICMFetchFilter UDF
After uninstalling the CommonStore text-search user-exit, you can also remove the
SQL capability from the ICMFetchFilter User-Defined Function (UDF).

1.

Connect to the Content Manager library server database. For example, if the
library server name is ICMNLSDB and the administrator is icmadmin, enter the
following:

db2 connect to ICMNLSDB user icmadmin
Enter the password when prompted.

Change to the directory to where the CommonStore text-search library files
reside. For example: /opt/CSTextSearch/lib

Enter the following command:
db2 -t -f noSqlAccessUDF.sql

Uninstalling the text-search user-exit from Content Manager
8.3 on Windows

Steps before uninstalling

1.

Stop the Content Manager 8 Resource Manager. To do so, stop the service IBM
WebSphere Application Server V5 - icmrm using the Services panel (Control Panel
> Administrative Tools »> Services)
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2. Stop NSE:
db2text stop

3. Stop DB2:
db2stop

Make sure that DB2 has stopped by checking that no DB2 process is running
(db2agent, db2sysc, and so on).

Uninstallation steps

1. On the Windows Control Panel, double-click System.

2. On the page where you set environment variables, remove the directory in
which the CommonStore text-search DLLs reside from the system PATH
variable, for example C:\IBM\CSTextSearch\bin. Also remove the environment

variables which might have been set to enable tracing. These environment
variables start with the prefix ICMFCE_.

3. Delete the icmxlsfcl.dll file from the following directory: %IBMCMROOT%\
cmgmt\Is\<name of library server database>\DLL

where %IBMCMROOT% stands for the value of this variable on your system
and <name of library server database> is the name of the library server
instance you want to use (default: ICMNLSDB).

4. Delete the CommonStore user-exit installation verification tool
icmfceinstallcheck from the same location.

5. Remove the CSTextSearch directory.

Steps after the uninstallation

1. Start DB2:
db2start
2. Start NSE:

db2text start

3. Restart the Content Manager Resource Manager service IBM WebSphere
Application Server V5 - icmrm using the Services panel (Control Panel -
Administrative Tools »> Services).

Removing the SQL access from the ICMFetchFilter UDF
After uninstalling the CommonStore text-search user-exit, you can also remove the
SQL capability from the ICMFetchFilter User-Defined Function (UDF).

1. Connect to the Content Manager library server database. For example, if the
library server name is ICMNLSDB and the administrator is icmadmin, enter the
following:

db2 connect to ICMNLSDB user icmadmin
2. Enter the password when prompted.

3. Change to the directory where the CommonStore text-search library files reside.
For example: C:\IBM\CSTextSearch\lib

4. Enter the following command:
db2 -t -f noSqlAccessUDF.sql

Miscellaneous

This section contains information about the following subjects:

+ [“Limitations of the text-search function” on page 209

» [“Text-search function - troubleshooting” on page 211

208 CommonStore for Lotus Domino: Administrator’s and Programmer’s Guide



Limitations of the text-search function

Use of the text-search user-exit is subject to the limitations described here.

Searching document content

The document model used for the item type and the selected archiving type have
an impact on the way archived messages are indexed. That is, search results differ
with regard to the document model and the archiving type that was used.

With certain combinations, not all archived components of a message are included
in the text search operation, and, consequently, do not contribute to the result list.
Problematic are operations on documents that were archived using the archiving
type Attachment or Component. These are likely to return a result list with fewer
hits than expected.

Generally, there are no restrictions with respect to search result lists if you use the
archiving type Entire or the BUNDLED document model.

able 31| lists possible scenarios that lead to a complete result list or to an
incomplete list with regard to the query. Avoid, or, as an administrator, prevent
queries that will lead to an incomplete list.

Table 31. Query scenarios leading to complete or incomplete result lists

GENERIC_MULTIPART GENERIC_MULTIDOC BUNDLED
Attachment No
or Complete result list: Complete result list: restrictions
Component |* Searching the content * Searching the content.
* Searching additional fields However, attachments are
* Searching the content and only returned if the search
additional fields at the term is also found in the
same time if both are in the | attachment. Other
main document. attachments belonging to the

same main document will be
excluded from the result list.

No
Incomplete result list: Incomplete result list: restrictions
* Searching the content and |* Searching additional fields
additional fields at the will not return any
same time by using the information about the
AND operator. attachments belonging to a
* Searching the content and hit document.
additional fields at the * Searching for attachment file
same time if content is names.
found in the attachments
only.
* Searching for attachment
file names.
Entire No restrictions No restrictions No
restrictions

Sometimes, particular attributes cannot be searched in a meaningful way if a
certain logical operator is used, and the result list is incomprehensible.

You probably have to gather some experience until you have found the most

useful set of searchable attributes. The ideal solution might be a combination of
text-searchable and ordinary search attributes.
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Searching in plain ASCII files

The search index is fed with data in Unicode format. As plain ASCII files do not
contain any code page information, it is impossible to convert these files correctly
to Unicode. Thus a search for code page-specific search terms in plain ASCII files
will not return hits. This might apply, for example, to HTML files or XML files that
are not in the Unicode format.

Search terms containing < or >

It is impossible to search for < (U+003C, "less-than sign”) or > (U+003E,
"greater-than sign”) characters. These characters do not exist in the text-search
index because they were converted to space characters at the time the full-text
index was created.

Example

A search for "a <= b" will not return any hits.

Entering search terms

If you want to search for a term that contains a single quote ( ” ) or a double quote
("), you must type this character twice in the input field of the search mask or
query form.

Example 1

To search for the term whaddy’a want, you must enter the following term in the
search term field:

whaddy''a want
Example 2

To search for the term "to be or not to be”, you must enter the following term in the
search term field:

""to be or not to be

Increasing the indexing file size
The ICMFetchFilter UDF has a file size limitation of 25 MB. Text indexing does not
work if the file size exceeds this limitation.

This file size limitation refers to the actual size of the document before indexing.
Bare in mind that the original document is retrieved from the resource manager
and loaded into memory for text extraction purposes, and that this is a very
expensive operation. Increasing the indexing file size affects all instances and
cannot be used on an individual basis. In addition, increasing the file size is
limited by your server performance.

To increase the indexing file size:
1. Run the following commands in db2cmd:

db2 connect to icmnlsdb user icmadmin using <password>

db2 drop function ICMFetchFilter;

db2 "create function ICMfetchFilter (VARCHAR(512)) RETURNS CLOB(50M)
EXTERNAL NAME 'ICMNLSUF!ICMfetch_Filter' LANGUAGE C PARAMETER STYLE
DB2SQL FENCED READS SQL DATA";

db2text stop

db2stop force

db2text start

db2start
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2. Update the value of APP_CTL_HEAP_SZ to 4096 (recommended value).

Text-search function - troubleshooting

The most common reason for search failures are documents that were not indexed.
See the following problem descriptions, which might explain why your documents
were not indexed.

Indexing is an asynchronous process
Updating the search index is an asynchronous process. This means that a
document is not indexed at the same time it is archived. In fact, the search
index is updated depending on the schedule which was configured on the
text-search options panel of the item type the documents were archived in.

Item types must be text-searchable
Make sure that the item type you are archiving to is text-searchable. Refer
to [‘Creating a text-searchable item type” on page 201| for information on
how to create a text-searchable item type.

Content Manager MIME types must be text-searchable
Make sure that the MIME types of your archived documents are defined as
text-searchable MIME types in Content Manager 8. Refer to
[text-searchable MIME type” on page 200 for information on how to define
text-searchable MIME types.

CommonStore must have archived the documents you want to search in
Content Manager uses an indicator called TIEFLAG to control if and how
documents are indexed. The TIEFLAG must have certain values to trigger
the CommonStore user-exit to process documents. Using other applications
(for example, the Content Manager Client for Windows) to store
documents in an item type sets TIEFLAG to a value out of the allowed
range, which prevents the CommonStore user-exit from processing these
documents.

If all of the above check points are fulfilled and you are still unsure whether your
archived documents have been indexed, perform the following steps to check
whether the Content Manager 8/CommonStore user-exit installation performs as
planned:

1. Verify the CommonStore user-exit installation as described in [“Verifying the

[user-exit installation” on page 185)This ensures that all user-exit libraries are in
their correct places and that the paths are set correctly.

2. Enable the ICMFetchFilter UDFs and the tracing features as described in
[“Enabling tracing for the text-search user-exit” on page 203 This way, you can
check whether there was any indexing activity.

3. Set the index scheduler on the text-search configuration panel of the item type
to a short interval, for example 5 minutes.

4. Archive a document. Make sure that the document was correctly archived by
trying to retrieve it.

5. Now wait until the indexer has finished processing.

6. Check if UDF log files and user-exit trace files exist. If the file C:\icmplsuf.log
or C:\icmserver.fetchfilter (/tmp/icmplsuf.log or /tmp/icmserver.fetchfilter on
AIX) exists, the ICMFetchFilter UDF has run. This means that:

* The content type (= MIME type) mapping was set up correctly.
¢ The CommonStore Server (archpro) was set up correctly.

¢ The item type was set up correctly.
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¢ The MIME type was set up correctly.

If the log file does not exist, one of the above requirements is not fulfilled or
the ICMDEBUG environment variable is not set (see [“Enabling your CSLDJ
[application for text-search” on page 202| for details). If the file that
ICMFCE_TRACE_FILE points to exists, the CommonStore user-exit has run.
This means that:

* All of the above requirements have been fulfilled.
* The CommonStore user-exit was set up correctly.

If the trace file does not exist, check the user-exit installation as described in
[“Verifying the user-exit installation” on page 185 Make sure that all needed
environment variables are also set in the DB2 environment (DB2ENVLIST). See
the respective installation chapter for details on this.
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Chapter 9. Using Content Manager Records Enabler in the
CSLD environment

Content Manager Records Enabler (Records Enabler) is a component of DB2
Content Manager that adds records management functionality to DB2 Content
Manager by bridging it to IBM DB2 Records Manager for Windows. In this record
keeping solution, DB2 Records Manager provides the records management
functions, DB2 Content Manager provides the content repository, and
CommonStore provides the archiving capabilities necessary for e-mail.
Management of e-mail records is essential for records management. Records
Enabler provides records management capabilities in Lotus Notes, running with
Lotus Domino Version 6.5.

With Records Enabler, Lotus Notes users can manually declare and classify an
e-mail message or attached document as a corporate record. After a user declares
an e-mail message as a record, the associated record can be viewed as well. Once a
document is declared as a record, the contents and associated DB2 Content
Manager metadata of the record remain in the DB2 Content Manager repository,
and cannot be edited or deleted. Its associated record information is stored in the
DB2 Records Manager system. The access permissions and life cycle of the record
and its content are governed by the access permissions and life cycle rules that are
defined for the record in the DB2 Records Manager system. Only authorized users
such as the records administrators can process or manage the life cycle of the
records.

Users can use the Lotus Notes client that has been enabled with Records Enabler to
declare and classify a Lotus Notes document or e-mail message as a record. This
section covers the following Lotus Notes client functions:

* Login as DB2 Content Manager user

* Declaring Notes documents or e-mail messages manually
* Refreshing Record Indicator

* Retrieving Notes documents or e-mail messages

* Viewing record information

¢ Sending and declaring e-mail messages

¢ Dragging and dropping to declare and classify Notes documents or e-mail
messages automatically.

When the Records Enabler extensions that come with CommonStore are used
correctly, the records system can be used to meet various regulatory requirements
for both the PRO2 and the Department of Defense (DOD) 5015.2 standards for
records.

To understand the Records Enabler product in more detail, refer to the following
documents:

* IBM DB2 Content Manager Enterprise Edition: Installing and Configuring the DB2
Content Manager Records Enabler, Version 8.3

e IBM DB2 Content Manager Enterprise Edition: DB2 Content Manager Records Enabler
User’s Guide, Version 8.3
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The DB2 Content Manager, DB2 Records Manager and Records Enabler
publications are available from the IBM Publication Center o
[www.ibm.com /shop /publications/order|

Software requirements

Records Enabler Version 8.3 requires the following:

* DB2 Content Manager Version 8.3

* DB2 Records Manager Version 4.1

e CommonStore for Lotus Domino Version 8.2.3 or 8.3
* Lotus Domino Version 6.5

* Lotus Notes 6.5

Installation impacts

For Records Enabler to run successfully in a CSLD environment, you must make
the following changes on the CommonStore Server and on the Domino Server after
archiving and retrieving for CSLD have been installed.

After installing the CommonStore Server

When you install the CommonStore Server, two additional files are installed for
Records Enabler: usermapper.jar and CSExit.properties. If you selected the default
path when you installed the CommonStore Server for example, usermapper.jar is
installed in this location for Windows:

C:\Program Files\IBM\CSLD\bin\usermapper.jar

For proper operation of the declare operations, the CLASSPATH environment
variable must contain a reference to the location of the usermapper.jar file. See the
additional steps regarding the usermapper.jar file in [‘Configuring the|
[CommonStore Server” on page 215

If you selected the default installation path, CSExit.properties is installed in this
location for Windows:

C:\Program Files\IBM\CSLD\Server\instance01

Open CSExit.properties with a text editor like Notepad. The contents of
CSExit.properties must be properly specified for declare operations to function. See
[‘Configuring the CommonStore Server” on page 215| for information on the
contents of this file.

Configuration impacts

This section describes the configuration steps.

Archiving methods

CommonStore for Lotus Domino support several archiving methods, including:

Entire (Native)
Stores the e-mail body in native Notes format and attachments (as binaries)

Attachment
Stores only the attachments
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Component
Stores the entire document, but decomposes it into its parts

When you select the ATTACHMENT or ENTIRE method, CSLD imposes a
structure on the archive that preserves the grouping of the components of the
message. In order to satisfy the DOD and PRO2 requirements, the COMPONENT
archiving method must be used. This means that CommonStore will store all the
e-mail message parts (body and attachments) and make each part an individual
item in Content Manager. When choosing COMPONENT archiving for the client or
policy, it is recommended that you configure the CS Server to use an
ARCHIVETYPE of GENERIC_MULTIDOC in the archint.ini file.

In general, the combination of COMPONENT archiving and
GENERIC_MULTIDOC server archiving should be used in a Records Management
application.

Configuring the CommonStore Server

DOD and PRO2 security standards require that the Lotus Notes user community
will have the access levels and permissions that have been assigned to them by
DB2 Records Manager. Therefore, it is possible that the author of an e-mail
message or attachment is not allowed to access that document or the record for
that document. Furthermore, each e-mail user that wants to declare or view
records must be authenticated with DB2 Records Manager Server. To properly
implement this, users must install and configure a user exit in the CommonStore
Server.

To configure the authentication mechanism, there are steps that must be completed:
1. Copy usermapper.jar

2. Update CSExit.properties

3. Modify notes.ini

4. Modify archint.ini by adding ACCESS_CTRL YES in the ARCHIVE section.

Copying usermappetr.jar
Copy the file usermapper.jar from the default installation folder to the folder where
it will be used.

The reason why the CommonStore Server installation does not put the file in the
correct location is because not every customer is going to use the user exit.

Copy usermapper.jar to a location that belongs to your CLASSPATH. If you took
the default installation path for example, the file will be found at for Windows:

C:\Program Files\IBM\CSLD\Server\instance0l\usermapper.jar

Updating CSEXxit.properties
This step requires updating the CSExit.properties configuration file and adding the
directory containing it to the CLASSPATH.

CSExit.properties is a Java properties file which contains the following lines:

DB_DIR=C:\\exit\\db

HASH_MODUL0=1000

PROXY_PORT=8021

1. Set DB_DIR to the directory to store the mapping database. (Note the double
backslashes, as a single backslash would indicate an escape sequence, such as
\n.) This directory will contain a collection of some number of files which are
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serialized Hashtable containing String keys of the format CM-server:mail-user
and CSRepUserDef values. Make sure this folder exists and is empty. The files
will be generated automatically, along with a file that indicates the current
HASH_MODULO value so that it can be changed.

2. Set HASH_MODULO to the maximum number of files to be found in the DB_DIR
directory. This is to prevent the entire database from ever needing to be in
memory at one time so that a huge number of users can be supported. Bigger
values mean smaller memory usage (but more files).

3. Set PROXY_PORT to the port on which the usermapper proxy is listening.

Modifying notes.ini

This step avoids Lotus Notes password prompts that would otherwise occur when
Records Enabler passes a declaration and classification request to CSLD via the
Lotus Notes client on the CSLD Task machine.

Before you make any changes to the notes.ini file, consider that on AIX, the CSLD
Task and the CSLD Server (archpro) must use different notes.ini files with their
own Directory parameters that specify the notesdata folder.

On AIX, the CSLD Task and the CSLD Server always use the settings in the first
notes.ini file that is found. The order is determined by the setting in the PATH
environment variable (the PATH variable setting must begin with a dot (.).

If you do not have different notes.ini files, create a new notesdata folder, copy *.id,
names.nsf, and notes.ini from the original notesdata folder to this one, and modify
the Directory parameter in the note.ini file to point to the newly created notesdata
folder.

1. Log on to the Notes client on the CSLD Task machine as the CSLD user.

2. Open the notes.ini file of the Lotus Notes client on the CSLD Task machine in
an editor. You must use the regular notes.ini file for Records Enabler, not the
csld.ini. The notes.ini resides in the Lotus Notes client installation environment.

3. Add the following line to the notes.ini file:
EXTMGR_ADDINS = CSLDExtPwd.d11
4. Save and close the notes.ini file.

Updating the server configuration profile

If you intend to use the Security User Exit to adhere to security standards when
retrieving content, you must update the server configuration profile (usually
archint.ini).

1. Update the following properties in the server configuration profile:
CM_SECURITY_EXIT

Specify the name of the security exit class as
com.ibm.rme.csexit.CSExit.

Important: In the server configuration profile, this line must appear
before the list of ARCHIVE definitions.

CM_EXIT_LOCATION
Specify the file location of the usermapper.jar file, for example,
C:\Program Files\IBM\CSX\bin\usermapper.jar.

Important: In the server configuration profile, this line must appear
before the list of ARCHIVE definitions.
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ACCESS_CTRL YES

Specify YES if you want Retrieve operations to be subject to the user’s
Content Manager permissions.

Important: This is an archive-specific keyword. In the server
configuration profile, add the keyword to the ARCHIVE definition
section of each archive that you want to enable in this way.

2. If you set the three properties above, the CommonStore Server will

automatically start the usermapper proxy. If not, you have to start it manually.
To start the usermapper proxy,

a. Open a Command Prompt window and change to the bin directory of your
installation path.

b. Enter

..\java\jre\bin\java
-Ccp <properties>;<usermapper.jar>;
<csrepexit.jar> com.ibm.rme.csexit.RunProxy

where

<properties>

The full path to the location of the file CSExit.properties, for example
for CSX:

"C:\Program Files\IBM\CSX\server\instance01"

and for CSLD:
"C:\Program Files\IBM\CSLD\server\instance01"

Enclose the file name in double quotes if it contains space characters.

<usermapper.jar>

The full name (including the path) of the file usermapper.jar, for
example for CSX:

"C:\Program Files\IBM\CSX\bin\usermapper.jar"

and for CSLD:
"C:\Program Files\IBM\CSLD\bin\usermapper.jar"

Enclose the file name in double quotes if it contains space characters.

<csrepexit.jar>

The full name (including the path) of the file csrepexit.jar, for example
for CSX:

"C:\Program Files\IBM\CSX\bin\csrepexit.jar"

and for CSLD:
"C:\Program Files\IBM\CSLD\bin\csrepexit.jar"

Enclose the file name in double quotes if it contains space characters.

Configuring the Domino Server

Follow these steps to configure the Domino Server:

Step 1. Modify the CSLD configuration database
1. Using the administrator sign-on, start the Lotus Notes client.
2. Open database CSLD Configuration.

Chapter 9. Using Content Manager Records Enabler in the CSLD environment 217



N oo s~

© ©

Expand Database Profiles and click Database Profiles.

Open/edit Archiving.

Click the Advanced tab.

In Write state to, select Special field. The Status field name opens.

In Status field name, accept the default value or change the value. Make note of
this field. It will be used in the next step.

Click Save & Close.

Restart the CSLD Task instances pertaining to the profiles for the changes to
take effect.

Step 2. Modify the template CSLDStdMail.ntf.

1.

Using the administrator sign-on, start Domino Designer.

2. Open database CSLDStdMail.ntf.

oo bk w

10.
11.

Expand Shared Code and Agents.
Select the RMEDeclareProgAgent agent.
Click Enable.

In the Choose Server To Run On window, select the Lotus Domino name form
the drop-down list.

Click OK.

Expand Shared Code and Script Libraries.

Click library RMEScriptLibrary.

Click (Declarations).

Provide values delimited by double-quotation marks for the following fields:

RMEServerURL_Default=
RME Server URL

CMHostName_Default=
Content Manager Library Server name

CMItemTypeName_Default=
Item type in Content Manager for archive

UserProxyServerName_Default=
User mapping proxy server name

UserProxyServerPort_Default=
User mapping proxy server port

CSLDArchiveStatusField_Default=
Archive status field name. This value is configured in the previous
step as the value in Status field name.

RefreshInterval Default=
Polling interval in seconds

RefreshTotal_Default=
Total number of polling attempts

RMEFolderClassifyTotal=
Total number of auto declaration folders

CSarchAction_Default=
Default archive action, such as:
e CSN_ARCHIVE_ATTACHMENTS
* CSN_ARCHIVE_NATIVE
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e CSN_ARCHIVE_TIFF_FORMAT
* CSN_ARCHIVE_ASCII_FORMAT
* CSN_ARCHIVE_RTF_FORMAT

WebServerPort=
Domino Web Server Port

CScreatePlaceholderAsURL_Default=
This value is configured as true if you want the system to create
hotlinks for attachments in e-mail after archiving; otherwise, this value
is configured as false.

WebServerPort=
Domino Web Server Port

12. Click Initialize.

13. Complete the values for the auto declaration folders. You can also add more
folders to the list as required. The value for RMEFolderClassifyTotal must
reflect the total number of folders in the list. Then complete the file plan
classifications and record declaration modes assigned to folder names. The
general format is:

* Filing modes or mode RMEFolderClassify
* One file plan name RMEFolderDescription

Each string in the classification and filing mode list is separated by a
semicolon. The general format is:

RMEFolderClassify(x) = foldername
RMEFolderDescription(x) = //fileplanpath;recorddeclarationmodes;

Note: x starts with 1.

Listed below are some examples.

RMEFolderClassify(1)= EngineeringDocuments

RMEFolderClassify(2)= ContractDocuments

RMEFolderDescription(1) =
//fileplan/email/EngineeringDocuments;emailrecord;attachmentsrecord;

RMEFolderDescription(2)= //fileplan/email/ContractDocuments;asonerecord;

RMEFolderClassifyTotal = 2

Note: Additional details regarding classification and filing modes follows this
section.

14. Click Save & Close.

Note: Records Enabler 8.3 does not support tokens, but Records Enabler 8.3 with
fix pack 1 does.

The mail database template CSLDStdMail.ntf contains the following setting which
disables token support:

Const EnableToken Default = False

This means that by default, CSLD 8.3.2 does not use tokens to connect to Records
Enabler. If you want to use tokens because Records Enabler 8.3 fix pack is
installed, you do not have to change the setting in the CSLDStdMail.ntf template
and then roll out a new database design. Instead, go to Records configuration and
select Enable token support. After the mail database has been reopened by the
client, CSLD will use tokens to connect to Records Enabler.
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Using the DOD and PRO2 filing modes for drag, drop, and
declare folders

Although it is not a requirement, the DOD and PRO2 filing modes are also
supported for the drag, drop, and declare folders. Each folder definition refers to a
specific classification in the file plan. The path specified is full path in the File
Plan, pointing to specific points in the File Plan for classification.

The filing mode used during the declare operation for messages and attachments is
specified by one or more of the filing modes: emailrecord, attachmentrecord,
asonerecord.

Example

RMEFolderClassify(1)

= EmailContracts
RMEFolderDescripton(1) =

//CompanyRecords/email/Contracts;emailrecord;attachmentsrecord;

In this example, mail and attachments that are dragged to the folder called
EmailContracts will be classified in the file plan under the File Plan path:
//CompanyRecords/email /Contracts. The records will be declared as: the email
body as a record and each attachment as a record.

Declaration of e-mail and attachments as records can have any combination of the
following specifications.

emailrecord
Declare e-mail as a single record

attachmentsrecord
Declare each attachment as a record

asonerecord
Declare e-mail and attachments as one record

Any combination of the above may be specified. These specifications MUST be
separated with semicolons.

The following table describes the general rules for filing modes. A Yes in one of the
first three columns means that the filing mode was specified for a folder. A No
means that the filing mode was not specified.

emailrecord attachmentsrecord | asonerecord What happens for this
specification?

No No No This is an invalid specification.

Yes No No Just declare the e-mail message

No Yes No Declare each attachment as

separate record. Do not declare the
e-mail message.

No No Yes Declare message and attachment
together as one record.

Yes Yes No Declare message and each
attachment as separate record

No Yes Yes Declare each attachment as
separate record. Plus declare
everything together as another
record.
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Yes No Yes Declare each message as separate
record. Plus declare everything
together as another record.

Yes Yes Yes Declare each message as a separate

record. Declare each attachment as
a separate record. Plus declare
everything together as one record.

Step 3. Set Security

1.

Using the administrator ID, start the Domino Administrator.

2. Create user group.

a.

® oo o

Set Security for the user group.
a.

® oo o

Create a RMEUserGroup.
Click tab People&Group.

Click Groups.

Add group RMEUserGroup.
Add the Content Manager Records Enabler users to the new group.

Click the Configuration tab.

Expand Server.

Click Current Server Document.

Click Security.

Add group RMEUserGroup to the following fields:
* Run unrestricted methods and operations

* Run restricted Lotus Script/Java agents
* Run simple and formula agents

* Run restricted Java/Javascript/COM

* Run unrestricted Java/Javascript/COM
4. Install the RMEAuth filter in Domino Server.

a. Find the RMEAuth.dll in the CSLD package and copy it to the Domino data

b.

directory.

Install the RMEAuth filter by specifying the name of the filter in the
Domino Server record, in the field DSAPI filter file name in the Internet
Protocols > HTTP table. You can specify just the name of the filter file
(RMEAuth) if it is located in the Domino program or data directories;
otherwise you must specify the fully-qualified path name.

The modules are located on the CSLD installation CD under the directories

noted below.

CSLD - AIX CD

/CMRE-Authentication/librmeauth_r.a destination on Domino

Server:

/install-path/Lotus/Domino

CSLD - Windows CD

\CMRE_Authentication\RMEAuth.dll destination on Domino

Server:

\install-path\Lotus\ Domino

c. Restart the Domino server and the HTTP task.
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Configuring the Lotus Notes client

To configure the Lotus Notes client for Records Enabler, you must enable the

menus and buttons for the records management functions. To do so, follow these

steps:

1. Replace the user’s e-mail database with the Records Enabler supported design
template.

2. Add the line $RecordEnabler=yes to notes.ini.
3. Restart the Notes client.

The menus and buttons for Records Enabler are displayed.

Authentication and Security

CommonStore has its own access control model. By default, the CommonStore user
community has the Records Manager permissions that have been assigned to the
administrative ID CommonStore uses to communicate with Content Manager. This
leads to problems, as the CommonStore ID will most likely have different access
level and permissions than that provided to an e-mail end user. This also does not
satisfy the DOD security override rule.

DOD requires that each user (or user group) have access to only certain portions of
the file plan. DOD also requires that access to the record content and record
information be controlled independently of who stored the content or created the
record. It means that the e-mail client user cannot be given the permissions
associated with the CommonStore administrative ID to declare and classify records.
It also means that the e-mail client user cannot be given the permissions associated
with the CommonStore administrative ID to retrieve content or view record
information. All these operations must utilize a unique user’s access privileges.

For manual declare, automatic declare, and view record, the e-mail user will have
to be authenticated. They can use either host user IDs or IRM local user IDs.
describes the mechanism to accomplish the authentication.

RME ferver CM Server
Servlet
) CS Server
E-Mail + CM Connector
Server
UserExit
i
User Mapping

UserMapper Proxy

Figure 6. Diagram of the user authentication mechanism

The CommonStore Server provides a user exit utilized by Records Enabler. The
Records Enabler user exit code allows CommonStore to swap user IDs between the
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archive user ID (specified with the CMUSER key in the archint.ini file) for Content
Manager and a user ID specific to the e-mail user. This solves the problem where
the permissions of the archive user ID are different than the permissions of the
e-mail client user, especially for the retrieve operation. In the drawing above, the
user credentials reside on the CommonStore Server in the form of a user-mapping
table. If necessary, the Records Enabler shipped implementation may be replaced
by something a customer provides.

Records Enabler code on the CommonStore task or the e-mail client must have the
e-mail user’s DB2 Content Manager credentials to login via the Records Enabler
servlet. The steps to obtain the credentials are as follows: The e-mail client will
trigger an agent running on the Domino server to communicate with the Records
Enabler User Mapping Proxy code on the CommonStore Server to get the
credentials. If Records Enabler User Mapping Proxy doesn’t have the credentials,
the e-mail client will pop up a dialog box to ask the DB2 Content Manager
credentials from the user. After the user provides the DB2 Content Manager
credentials, the e-mail client will trigger an agent running on the Domino server to
communicate with the Records Enabler server to check if the DB2 Content
Manager credentials are correct. If the credentials are not correct, the e-mail client
will pop up the login dialog to the user again. If the credentials are correct, the
agent on the Domino server will communicate with the Records Enabler User
Mapping Proxy to add or update the credentials in CommonStore server. The
process goes back to the beginning if the agent running on the Domino server is
able to get the DB2 Content Manager credentials from Records Enabler User
Mapping Proxy the first time. The agent will communicate with the Records
Enabler server to check if the DB2 Content Manager credentials are correct. If
credentials are not correct, the e-mail client will pop up the login dialog to the
user. If the credentials are correct, the credentials will be kept in a temporary
profile. When the functions of manual declare and classify, program declare and
classify and view record are called, the credentials can be retrieved from the
temporary profile. Every time the e-mail client is closed, the temporary profile will
be removed.

Miscellaneous configuration

The DB2 Content Manager Library Server datastore is normally referred to by its
DB2 alias. The default name of the Library Server datastore is ICMNLSDB. There
are several places in the configuration of CommonStore, Records Enabler, DB2
Content Manager, and DB2 Records Manager that require the Library Server alias
to be named. It is imperative that the same alias name be used to reference the
same Library Server datastore in all places in your system.

Using secure-socket-layer (SSL) communication with Records
Enabler

To use secure-socket-layer (SSL) communication for folder-based record declaration
with Records Enabler, you need the jsse jar file provided by Sun Microsystems.

1. Download jsse.jar from:

[http:/ /java.sun.com/products /jsse/index-103.html#downloads|

2. Copy the jssejar to the lib directory of your Domino server. For example, to
C:\Program Files\Lotus\Domino\jvm\lib\ext

Using the Notes client with records

This section describes how to use the Notes client with Records Enabler.
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Logging in as a DB2 Content Manager user

The first time users start the Lotus Notes client enabled with Records Enabler, they
will be prompted for their DB2 Content Manager user ID and password. Once the
user ID and password are accepted by the system, this login dialog box will not
show up again unless the password is changed.

1. Log on to a Lotus Notes client using a valid Notes user ID and password.
2. Open a Notes e-mail database.
3. Type the DB2 Content Manager user ID and password and click OK.

Manually declaring Notes documents or e-mail messages

With Records Enabler support embedded in a Notes database design template,
users can declare Notes documents, e-mail messages, or attachments as records
two ways:

e Declare records in a Notes folder or view window
¢ Declare records in a Notes document window.

Declaring records in a Notes folder or view window

Follow these steps to declare a Notes e-mail message as a record in a Notes folder
or view window:

1. Log on to a Lotus Notes client.
2. Open a Notes e-mail database and select the Inbox folder.

3. Select an e-mail message and click Actions > Records » Declare Record from
the Notes menu bar. Alternatively, users can select an e-mail message and click
the Records » Declare Record button sequence from the smart icon bar.

4. A Web browser starts and prompts you for your Notes user ID and password.
5. If the selected e-mail message contains one or more attachments, the filing

mode window opens. Select a e-mail filing mode and click OK. Select from one
of the following filing modes:

File a single record for the e-mail message and attachments
File both the e-mail message and its attachment(s) as a single record.

File selected e-mail items (message and attachments) as individual records
First file each of the attachments as separate records and then file the
e-mail message (without attachments) as a record).

Both of the above options
First file each of the attachments as separate records and then file the
e-mail message with all of its attachment(s) as a single record.

6. The Manual Declaration window opens. Complete the fields as necessary and
click Finish.

For more information on record declaration and classification, see the following
books:

e IBM DB2 Content Manager Enterprise Edition: Installing and Confiquring the Content
Manager Records Enabler, Version 8.3

* IBM DB2 Content Manager Enterprise Edition: DB2 Content Manager Records Enabler
User’s Guide, Version 8.3
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Declaring records in a Notes document window

Follow these steps to declare a Notes e-mail message as a record in a Notes
document window:

1. Log on to a Lotus Notes client.
2. Open a Notes e-mail database and select the Inbox folder.

3. Open an e-mail message in a document window and click Actions > Records -
Declare Record from the Notes menu bar. Alternatively, you can select an
e-mail message and click the Records » Declare Record button sequence from
the smart icon bar.

4. A Web browser starts and prompts you for your Notes user ID and password.

5. If the selected e-mail message contains one or more attachments, the filing
mode window opens. Select a e-mail filing mode and click OK. Select from one
of the following filing modes:

File a single record for the e-mail message and attachments
File both the e-mail message and its attachment(s) as a single record.

File selected e-mail items (message and attachments) as individual records
First file each of the attachments as separate records and then file the
e-mail message (without attachments) as a record).

Both of the above options
First file each of the attachments as separate records and then file the
e-mail message with all of its attachment(s) as a single record.

6. The Manual Declaration window opens. Complete the fields as necessary and
click Finish.

Refreshing the record indicator

If the e-mail messages and attachments were declared as the records manually in
the Web browser, the information cannot be updated automatically in the Lotus
Notes client. Users must manually refresh the record indicator in the folder or
view window in Lotus Notes client.

1. Log on to a Lotus Notes client.

2. Open a Notes e-mail database and select the Inbox folder.

3. Select Actions » Records » Refresh Record Indicator from the Notes menu bar.
4

Click the Notes refresh button to see the record indicator in the Inbox folder
window.

Retrieving Notes documents or e-mail messages

Once documents or e-mail messages have been declared as a record, only an
authorized user is able to retrieve the documents or e-mail messages back from
DB2 Content Manager repository to the Lotus Notes client.

Users can retrieve Notes documents, e-mail messages, or attachment two ways:
e Retrieve records in a Notes folder or view window
e Retrieve records in a Notes document window

Retrieving records in a Notes folder or view window

Follow these steps to retrieve a Notes e-mail message as a record in a Notes folder
or view window:

1. Log on to a Lotus Notes client.
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2. Open a Notes e-mail database and select the Inbox folder.

3. Select a declared e-mail message and click Actions » Records » Retrieve
Record from the Notes menu bar. Alternatively, you can select an e-mail
message and click the Records » Retrieve Record button sequence from the
smart icon bar.

Retrieving records in a Notes document window

Follow these steps to retrieve a Notes e-mail message as a record in a document
window:

1. Log on to a Lotus Notes client.
2. Open a Notes e-mail database and select the Inbox folder.

3. Open a declared e-mail message in the Notes document window and click
ActionsRecordsRetrieve Record from the Notes menu bar. Alternatively, you
can select a declared e-mail message and click the RecordsRetrieve Record
button sequence from the smart icon bar.

Viewing record information
Users can select a declared record and view the associated record information two
ways:
¢ View record information in a Notes folder or view window

* View record information in a Notes document window
Viewing record information in a Notes folder or view window

Follow these steps to view record information in a Notes folder or view window:
1. Log on to a Lotus Notes client.
2. Open a Notes e-mail database and select the Inbox folder.

3. Select a declared e-mail message and click Actions » Records » View Record
Information from the Notes menu bar. Alternatively, you can select an e-mail
message and click the Records » View Record Information button sequence
from the smart icon bar.

Retrieving records in a Notes document window

Follow these steps to retrieve a Notes e-mail message as a record in a document
window:

1. Log on to a Lotus Notes client.
2. Open a Notes e-mail database and select the Inbox folder.

3. Open a declared e-mail message in the Notes document window and click
Actions » Records » View Record Information from the Notes menu bar.
Alternatively, you can select a declared e-mail message and click the Records »
View Record Information button sequence from the smart icon bar.

Sending and declaring e-mail messages

Users can declare outgoing e-mail messages as records two ways:

Declare the outgoing e-mail automatically
The outgoing e-mail is automatically declared a record when it is sent.
Prompt with a pop-up dialog when outgoing e-mail is sent
A dialog box appears before the e-mail is sent prompting whether the
outgoing e-mail should be declared a record.
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Configuring outgoing e-mail messages

Follow these steps to configure how users declare outgoing e-mail messages as
records:

1. Log on to a Lotus Notes client.
2. Open a Notes e-mail database and select the Inbox folder.

3. Click Records » Records Configuration from the smart icon bar.
4. Click Send Configuration.
5. Select one of the declare actions to execute after users click Send and Declare.

Selecting folders for dragged and dropped Notes records

Users can declare Notes documents and e-mail messages by dragging and
dropping them into predefined folders. As a system administrators, you create the
folders in the Records Enabler-supported Notes design template when you
configure the Domino Server for Records Enabler. This is described in
[‘Configuring the Domino Server” on page 217

Users select which predefined folder to use for dragged and dropped records as
follows:

1. Log on to a Lotus Notes client.

2. Open a Notes e-mail database and select the Inbox folder.

Click Records » Records Configuration from the smart icon bar.
Click Select Folder.

Select one of the folders from the drop-down list and select Select.
Click Save and Close.

Close and open the e-mail database to see the folder under the Folders
directory.

N o o~

E-mail messages will be archived immediately when users drag and drop them
into the folder they selected. E-mail messages will be declared based on the
schedule of the Domino server.
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Chapter 10. CSLD programming guide

Creating job documents

Making archiving or retrieval requests to CSLD is done by creating job documents
in the CSLD job database. The job database is the only interface for users of CSLD
processes. Jobs are protected by signatures and a Readers item, which contains
only the IDs of the job author and the CSLD users. This way, no other user can
copy information from another job and thus access documents illegally.

The following sections describe the fields that have to be set in order to generate a
valid CSLD job. As an alternative to code that creates such a job document and
fills in the required fields, CSLD also provides users with a set of script classes that
can be used to simplify the job creation process. The structure and usage of these
script classes is discussed in a separate chapter.

General job parameters

In addition to a set of general parameters, each job document includes some
job-specific or request type-specific parameters which must be set in order for the
job to be processed correctly by the CSLD processes.

In addition to the fields in a CSLD job, each job document has to be signed in
order to identify the requester of the job. Unsigned job documents will be rejected
by the CSLD processes.

Furthermore, a read-protection of all job documents is recommended. Exclude all
users from reading job documents in the job database, except for the job author
and users that were assigned the [CSLDUsers] role.

The general fields that are required for every job, irrespective of the request type,
are listed in [Table 32 on page 230}
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Table 32. General fields

Field name Data type Usage

requestType Number This field determines what type of request the given job will be. The
job-dependent fields are determined on the basis of this field. CSLD defines
a set of constants, each of which stands for a particular request type.
Available request types are:

CSN_ARCHIVE (archiving request)
CSN_ARCHIVE_ATTACHMENTS (deprecated; attachment archiving)
CSN_ARCHIVE_NATIVE (deprecated; native archiving)

CSN_ARCHIVE_TIFF (deprecated; choosing this request type will result
in CSLD calling the raster exit. This exit will then be responsible to
convert the Notes document according to an also given rasterizing option
(see field "rasterOptions” in Archive Job))

CSN_ARCHIVE_ASCII_FORMAT (deprecated; conversion of all
document content into a plain text file)

CSN_ARCHIVE_RTF_FORMAT (deprecated; rasterizing of the Notes
document to a Windows RTF file)

CSN_DELETE_BY_ID (deletion request for an archived document)
CSN_UPDATE_INDEX (index update of an archived document)
CSN_REQUEST_BY_ID (single retrieve of an archived document on the
basis of its archive ID)

CSN_QUERY (archive search request)

CSN_MOVE_TO_WORKBASKET (moves an archived document to a
workbasket)

CSN_REMOVE_FROM_WORKBASKET (removes an archived document
from a workbasket)

CSN_LIST_WORKBASKET (lists all documents in a workbasket)

CSN_RESTORE_FOLDER (restores an archived Notes folder based on an
also given name or archive document ID)

Note: The use of single request types is deprecated. Use the corresponding
combination of archiving type (archivingType) and archiving format
(archivingFormat) instead.

archivingType Number This field specifies the archiving type. Possible archiving types are:

CSN_ARCHTYPE_ATTACHMENT% (archives the attachments of a
document)

CSN_ARCHTYPE_ENTIRE% (archives the entire document)
CSN_ARCHTYPE_CONVERT% (converts the document before archiving)

CSN_ARCHTYPE_COMPONENT% (decomposes a document into its
parts and archives the parts)

CSN_ARCHTYPE_SIGNED% (archives digitally signed documents;
handles the digital signature separately from the content)

archivingFormat ~ Number This field specifies the archiving format. Possible archiving formats are:

CSN_ARCHFORMAT_CSN% (valid in combination with archiving type
CSN_ARCHTYPE_ENTIRE% and CSN_ARCHTYPE_COMPONENT%)

CSN_ARCHFORMAT_TIFF% (valid in combination with archiving type
CSN_ARCHTYPE_CONVERT%)

CSN_ARCHFORMAT_ASCII% (valid in combination with archiving type
CSN_ARCHTYPE_CONVERT%)

CSN_ARCHFORMAT_RTF% (valid in combination with archiving type
CSN_ARCHTYPE_CONVERT%)

CSN_ARCHFORMAT_DXL% (valid in combination with archiving type
CSN_ARCHTYPE_ENTIRE% and CSN_ARCHTYPE_COMPONENT%)
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Table 32. General fields (continued)

Field name Data type Usage

deleteJob Text/flag This field determines whether the job document will be automatically
deleted from the job database when processing of all documents in the job
has been successfully completed. Expected values are "yes” or "no".

jobState Number This field specifies the numerical value type code that stands for the current
job’s state.

CSLD defines a set of constants representing the possible states:
1. CSN_JOB_TOBEPROCESSED: Initial state of the job.
2. CSN_JOB_INPROCESS: CSLD is now working on the current job.

3. CSN_JOB_SUCCESS: Processing for all documents in the job has been
successfully completed.

4. CSN_JOB_ERROR: An error occurred during the processing of one or
more of the documents in the job.

5. CSN_JOB_MOBILITY: Used when mobile user support has been
enabled. The job state means that documents have been archive, but the
(delayed) postprocessing has not yet been performed.

More detailed information can be found in the job information field.

When a job document is created, the job is expected to be in the "waiting to
be processed” state. Only job documents in this state will be processed by
the CSLD processes.

bodyJobInfo RTF This field is used by the CSLD processes to provide more-detailed
information on the job state. In the event of the failed processing of
documents contained in the job, the system will add an extra line with a
detailed error message for each document.

jobSigner Text Jobs are signed with the electronic signature of the requester. When CSLD
modifies the job documents, for example by changing the job state or by
logging errors, the signature is changed to that of the CSLD user. The
jobSigner field is used to store the signature of the original requester. CSLD
uses this field internally. The job requester does not need to provide a value.

reqStart Date CSLD uses this field to store timestamps that mark the beginning of a job
process. CSLD uses this field internally. The job requester does not need to
provide a value.

reqStop Date CSLD uses this field to store timestamps that mark the end of a job process.
CSLD uses this field internally. The job requester does not need to provide a
value.

reqDuration Number CSLD uses this field to store the duration times of job processes in seconds

and fractions of seconds. CSLD uses this field internally. The job requester
does not need to provide a value.

Archiving

When building up an archiving job, information needs to be passed about the
document or documents to be archived and the manner in which this should be
done.

Archiving requests can be of the following types:

Attachment
The archiving of all the attachments in the given document(s) in their
respective formats.
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Note: Do not archive an e-mail with an attachment that is larger than 256
MB using CSLD on AIX. This limitation does not apply to Windows.

Entire Archiving of the entire documents (including the attachments). This can be
done in the following formats:

Notes The archiving of the document(s) in Notes native format, that is, in
a bytestream format that can, when retrieved, be restored to that
exact Notes document.

DXL  Archiving in Domino XML (DXL) format, that is, converting the
entire documents to DXL before archiving.

Component
Component archiving, that is, splitting up the documents into their parts
and archiving the parts according to the chosen document model. Here, the
same formats are available as for the archiving type Entire.

Convert document
Convert the documents to one of the following formats before archiving
them.

RTF  The archiving in Microsoft Rich Text Format, that is, rasterizing the
given Notes document(s) to an RTF image that can be restored as a
file attachment of the type RTE.

ASCII The archiving in ASCII format, that is, converting the Notes
document into a plain ASCII text file that can be restored as a file
attachment in TXT format

Other format
The archiving in another format using the raster exit, thereby
calling external rasterizing functionality.

Signed content
Archiving of digitally signed documents using the special user exit for this.
The exit extracts the digital signature so that it can be stored in an archive
attribute. The content is then stored as a BLOB.

In addition, the documents can be moved to a workbasket after archiving.

Documents to be archived are selected by passing their UNID to CSLD. Up to 1200
documents can be defined in a single archive job. Therefore, not only single
documents, but also complete views or the contents of a folder can be stated in a
job. If CSLD encounters a UNID representing a folder or view, it will automatically
apply the parameters set in the job to all of the documents contained therein.
Alternatively to archiving all documents from within a given view or folder, it can
also be requested to archive an entire Notes folder structure preserving that
structure in the archive.

Other archiving job parameters determine whether the following actions are
performed:

* Deletion of the original document from the Notes database after it has been
successfully archived (deleteOriginal)

* Removal of archived attachments from their originating documents
(deleteAttachments)

* Creation of a document stub from an archived document (createDocumentStub)

* Check of the archive integrity in connection with re-archiving requests
(checkArchivelntegrity)
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* Deletion of the job document itself after successful job completion (deleteJob)

Archiving job fields

You must define the fields in [Table 33| in addition to the general fields if you set
the requestType field to one of the following values:

CSN_ARCHIVE

CSN_ARCHIVE_RTF_FORMAT (deprecated)
CSN_ARCHIVE_ASCII_FORMAT (deprecated)
CSN_ARCHIVE_TIFF_FORMAT (deprecated)
CSN_ARCHIVE_CONVERT_NOTE (deprecated)

Table 33. Required fields for archiving requests

Field name

Data type

Usage

docUNID

Text,
multi-valued

The UNIDs of all of those documents whose archiving is defined in the
current job. This field may contain a maximum of 1200 document
UNIDs. Alternatively, a UNID stored in this field may also identify a
view or folder.

keepFolderStruct

Text

Optional field. Will only be evaluated if the UNID given in the
"docUNID" field refers to a folder. Expected values are yes and no. If
not available or set to 7o, CSLD will archive all documents residing in
the given folder. If set to yes, CSLD will archive the entire folder
structure.

rasterOptions

Number

Will only be evaluated if the request type is set to one of the following

types:

* CSN_ARCHIVE% in combination with archiving type
CSN_ARCHTYPE_CONVERT% and archiving format
CSN_ARCHFORMAT_TIFF%

* CSN_ARCHIVE_TIFF_FORMAT (deprecated)

* CSN_ARCHIVE_CONVERT_NOTE (deprecated)

You can use this field to specify the parts of the Notes document that
you want to convert. CSLD defines a set of constants, each of which
stands for a particular conversion option. Available values are:

1. CSN_RASTER_NOTE_EMBED_ATTACHMENTS (Convert the
document and its attachments. Attachments remain in their original
positions.)

2. CSN_RASTER_NOTE_APPEND_ATTACHMENTS (Convert the
document and its attachments. Attachments are placed at the end of
the document)

3. CSN_RASTER_NOTE_ATTACHMENTS_ONLY (Only the
attachments of a document will be converted. All attachments are
placed in a single output file.)

sourceDB

Text

Specifies the path name of the database in which the documents are
located.

sourceSrv

Text

Specifies the name of the server on which the originating database
resides. The value of this field in combination with sourceDB is used
by the CSLD processes to locate the originating database for documents
to be archived. CSLD archiving processes are configured to run on a
number of source databases, so the selection of job documents one
CSLD archiving process is responsible for is done based on the value of
this field in combination with sourceDB.

deleteOriginal

Text

Determines if the original document will be deleted from its database if
it has been successfully archived. Expected values are yes and no.
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Table 33. Required fields for archiving requests (continued)

Field name

Data type

Usage

deleteAttachments

Text

In the case of attachment archiving, this field determines whether the
archived file attachment(s) will be automatically removed from the
originating document. Expected values are yes and no.

createDocumentStub

Text

Optional field. Determines if CSLD creates a so-called stub in the Lotus
Notes database after the content was archived successfully. The stub
can be seen as the shell of the former document.

If you set the field value to yes, CSLD creates a stub for each archived
document, containing only the first RichText item of the original
document. In this RichText item, it inserts a replacement text that you
can specify in the configuration database.

The default value of this field is no, which means that CSLD does not
create stubs.

When archiving encrypted documents, this parameter is ignored if the
CSLD user ID lacks the proper decryption key.

checkArchIntegrity

Text

Optional field. Determines how CSLD handles re-archiving requests.
Possible values are yes and no. The default value is no. For more
information, see [’Checking the archive integrity.”|

workbasketName

Text

If this field is given and non-empty, the document will be archived to
the workbasket with the given name (Content Manager and Content
Manager OnDemand only).

Checking the archive integrity
Using the checkArchivelntegrity parameter, you can change the usual behavior of
rearchiving processes, which gives you more control over these processes.

When the checkArchivelntegrity parameter is set, CSLD checks if documents to be
archived contain the item CSNDArchivelD. If the item is found, then CSLD
assumes that the request is a rearchiving request and only performs the
postprocessing operations, such as stubbing or replacing attachments with

hyperlinks. See

Table 34 for a description of the behavior in the various cases.

Table 34. Rearchiving behavior of CSLD, depending on the setting of the checkArchivelntegrity parameter

checkArchivelntegrity = “no”

Archiving type Behavior of CSLD if the status is stored in
Previous Current CSNDArchiveID Special status field
Attachment Attachment The existing New archive IDs are
CSNDArchivelD item is appended to the existing
overwritten. CSNDArchivelD item.

Any other combination causes the existing CSNDArchivelD item to be overwritten.

checkArchivelntegrity = “yes”

Archiving type

Behavior of CSLD when status is stored in

Previous

Current

CSNDArchivelD Special status field

Attachment

Entire

Cascaded archiving is performed. That is, the attachment
archive IDs from the previous operation are saved to the
CSNDArchiveIDAttach item and the document is
archived with archiving type Entire.
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Table 34. Rearchiving behavior of CSLD, depending on the setting of the checkArchivelntegrity parameter (continued)

Attachment Attachment

If there is an item CSNDOrigFilenames (which was
introduced with version 8.2.3), an attachment whose
name is listed in this item is restubbed. New attachments,
whose names are not yet listed in the item, are archived
and their archive IDs are added to the existing
CSNDOrigFilenames item. If for some reason this item
does not exist (mostly because the document was
archived with a CSLD version older than 8.2.3), the
document is restubbed.

Entire Entire

If the archiving format is identical, the document is
restubbed. If not, an error occurs and CSLD throws an
exception.

Component Component

If the archiving format is identical, the document is
restubbed. If not, an error occurs and CSLD throws an
exception.

All other combinations in which the archiving type and
the archiving format (previous and current) are the same:

The document is not archived again; the document is
restubbed.

Any other combination causes the existing CSNDArchivelD item to be overwritten.

Important:

¢ CSLD does not compare the current document content with the content that was
archived. If checkArchivelntegrity is set to yes, CSLD just assumes that an
already archived document is requested to be rearchived. Consequently, it just
performs the postprocessing operations, such as removing attachments or
stubbing the document. This means that by rearchiving a document that was
modified since it was first archived, you lose the changes made to the document.

* If you use the checkArchivelntegrity parameter, you can no longer archive
documents as described in [“Can I rearchive documents?” on page 17,

Document updating

When a Notes document has been archived, it can be updated in the following

ways:

* Index updating: The index of a document in the archive is updated with the
field values of the corresponding Notes document. The request type is

CSN_UPDATE_INDEX.

* Moving a document to a workbasket: Membership to a workbasket is a property
of an archived document. Therefore, in CSLD, moving documents to a
workbasket is handled as a document update. The request type is
CSN_MOVE_TO_WORKBASKET.

* Removing documents from their current workbasket: Membership to a
workbasket is a property of an archived document. Therefore, in CSLD,
removing documents from their current workbasket is handled as a document
update. The request type is CSN_REMOVE_FROM_WORKBASKET.?

Notes:

* It is not possible to create a single request that updates the index information of
a document and moves it to a workbasket.

3. Moving documents from one workbasket to another, that is, using a combination of CSN_MOVE_TO_WORKBASKET and
CSN_REMOVE_FROM_WORKBASKET, does not work in Content Manager for iSeries archives. The move action will be carried
successfully, but not the remove action. Hence you end up with a copy of the document in each workbasket.
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* You cannot use update index information if single-instance storing is used.

All operations are handled by update jobs. Every update job must contain the
following fields:

Document update job fields

If you set the requestType field to CSN_UPDATE_INDEX, in addition to the
general fields, you must also define the fields in [Table 35

Table 35. Required fields for request types CSN_UPDATE_INDEX,
CSN_MOVE_TO_WORKBASKET and CSN_REMOVE_FROM_WORKBASKET

Field name Data type Usage

sourceDB Text The file path of the Notes database containing the
documents used to update archived document.

sourceSrv Text The server name of the server on which sourceDB
resides. The value of this field in combination
with sourceDB is used by the CSLD processes to
locate the originating database for update
documents.

docUNID Text, multi-valued ~ The document UNIDs of the documents to update.
The CSLD processes expect these documents to
include a field named CSNDArchivelD
containing the ID of the archived document to be
updated.

workbasketName Text When this field is given in an update job, the
update moves the document to the workbasket
with the given name. It is not possible to move
the document to a workbasket on a different
archive server. Delete and rearchive the document
in this case. For request type
CSN_REMOVE_FROM_WORKBASKET, do not
specify the workbasketName field, as the
documents are removed from their current
workbasket.

Note: Moving documents from one workbasket to another, that is, using a
combination of CSN_MOVE_TO_WORKBASKET and
CSN_REMOVE_FROM_WORKBASKET, does not work in Content Manager for
iSeries archives. The movement will be carried successfully, but not the removal.
Hence you end up with a copy of the document in each workbasket.

Deletion

With CSLD, the only way to delete an archived document is on the basis of its
archive document ID. Thus, the only parameter needed in a deletion job is this ID.
Every deletion job refers to one document.

Optionally, you can also state the UNID of a document containing the link to the
archived document. This is especially the case when dealing with attachment
archiving. If the UNID is specified, CSLD also removes the link to the archived
document from the originating document after the archived document has been
deleted.

sWhen CSLD archives a document to an SIS archive, it generates a value called
CSLDArchDocCRI and stores it in the original document or stub. The same value
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is also added to documents that are found in queries. You can specify this
parameter in a deletion job if you do not know the UNID of the original

document.

Starting with CSLD 8.3, the value that was formerly written to a separate
CSLDArchDocCRI field is added to the value of the CSNDArchivelD field. A
CSNDArchivelD value is added to all documents archived by CSLD. Hence, you
no longer need to specify a parameter for CSLDArchDocCRI in the job.

Deletion job fields

If you set the requestType field to CSN_DELETE, in addition to the general fields,

you must also define the fields in[Table 36

Table 36. Required fields for request type CSN_DELETE

Field name Data type Usage

sourceDB Text Specifies the path to a working database.

sourceSrv Text Server name on which sourceDB resides. Enter the name in abbreviated
format, otherwise CSLD does not process the job.

deletionIDs Text, multi-valued This field contains the archive document IDs of all the documents to be
deleted.

docUNID Text Contains the UNIDs of Lotus Notes documents that refer to the archived

documents you want to delete (CSNDArchivelID). If set, the CSLD process
deleting the archived document specified in the job also deletes the
reference to this document from the Lotus Notes document pointing to it.
This parameter is optional.

deleteSourceDoc  Text

Optional field determining if the Lotus Notes document containing the
reference to the archived document is also deleted during the deletion
process.

Possible values are yes and no. The default value is no. CSLD considers this
field only if the docUNID field contains values.

archDocCRI Text

Optional field that contains the CRIs of all documents to be deleted. The
number and position of the CRIs must match the number and position of
the corresponding entries in the deletionIDs field.

CSNDSpecificJob uses subform DeleteByID to display deletion requests. The
additional fields defined by this subform are described in

Table 37. Additional fields defined by subform DeleteByID for browsing the job document

Field name Data type Usage
numDelete Number The number of archive document IDs included in the delete job. Computed
for display based on the number of values in the deletionIDs field.
removeLink Text Flag telling whether the reference to the deleted archive document will be
removed from the referencing Notes document. Computed for display based
on the availability of the docUNID field. Possible values are "yes” and "no".
Retrieval

You can retrieve documents from the archive in the following ways:

* Retrieving a single document by ID: If the ID of the archived document is
known (that is, taken from the CSNDArchivelD field of an archived Notes
document or from a hit list), the document can be retrieved.
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e Archive search: A search in the archive returns all documents that match a
certain search criteria.

¢ Listing the documents in a workbasket: All documents in a workbasket are
returned as a hit list or as multiple result documents.

* Listing the content of a Content Manager folder: Besides regular documents, a
search can also return folders. Clicking the "Open” button in a hit list will return
the folder content in a second hit list (or as multiple result documents).

* Restoring a Notes folder or folder structure: Archived Notes folder structures are
restored to their original position, together with the documents in the folder
structure.

The document created by CSLD when archive content is brought back to Notes
will consist of the mapped fields containing the index information and an RTF
field that has the document content appended as a file attachment. Optionally a
retrieved document can be made a response document to another document in the
Notes database. Because CSLD returns documents as well as archive folders in
queries, this is especially feasible when views need to be organized as to reflect
that connection, for example, users could create a type of tree structure by making
the folder result document parent and all documents responses to the parent
document.

Using the setupDB tool, CSLD can provide a default form for browsing retrieved
documents.

Single document retrieval

An archived document can be retrieved from the archive on the basis of the
archive document ID it was given during archiving. If this cryptic and
non-descriptive ID is somehow preserved, this is the fastest way of getting
documents back from the archive to Lotus Notes.

In addition to the usual locations for single document retrieval, you can specify a
Lotus Notes document in a Lotus Notes database as the target. This causes CSLD
to place the retrieved content as a file attachment in an RTF field of this document
or as a stand-alone attachment at the bottom of the document. The descriptive
information for this archive document will be skipped.

Furthermore, you can specify the native archive server, archive container, and the
document archive ID (ID provided by the archive system) of an archived document
in a retrieval request. This way, you can retrieve documents without CSLD
document archive IDs, for example documents that were archived by an
application other than CSLD.

Single document retrieval job fields:

If you set the requestType field to CSN_REQUEST_BY_ID, in addition to the
general fields, you must also define the fields in [Table 38

Table 38. Required fields for request type CSN_REQUEST_BY_ID

Field name Data type Usage
archID Text, This field contains the archive document IDs for all documents that
multi-valued are to be retrieved from the archive according to the parameters set
in the job.
targetDB Text The path to the database to write the retrieved document to.
targetSrv Text Name of the server on which this database resides.
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Table 38. Required fields for request type CSN_REQUEST_BY _ID (continued)

Field name

Data type

Usage

targetFolder

Text

This is an optional field in which the name of a folder within the
given target database can be specified to which the resulting
documents will be retrieved.

targetDocUNID

Text

The UNID of the Notes document to which the retrieved document
content should be appended as an attachment. If this field is set,
only the document itself (but not the retrieved index information)
will be restored. If this field is set, targetField must also be set.

targetField

Text

This field contains the name of the RTF field to which the retrieved
document content will be appended. It will be considered only if the
targetDocUNID field is set.

treatNativeAsNew

Number

Optional field. Expected values are 0 or 1. If set to 1, CSLD will
create natively archived documents as new documents, that is,
without their original UNID. If not specified or set to 0, CSLD will
restore natively archived documents exactly as they were before
archiving, that is, including their UNID.

parentDocUNID

Text

Optional field. May contain the UNID of another Notes document
within the target database. CSLD will then make the retrieved
document a response to the given one. This is especially feasible if
you want to implement categorized views, where, for example, an
archive folder is parent to all documents residing in it.

CSNHandlePlaceholders

Text

Optional field whose value determines if CSLD removes the
placeholders of archived attachments when the attachments are
retrieved.

CSLD differentiates between the values zero and non-zero (any other
value). The default value is zero (0).

When set to zero, CSLD does not remove the placeholders. Instead, it
hides them so that they are invisible for the time that the
attachments stay in the document. When you remove the
attachments again, the placeholders reappear.

If you set the field to a value other than zero, the placeholders are
removed when CSLD retrieves the attachments.

Note: Using this field is deprecated and the CSLD versions 8.2.3 and
later ignore it. Starting with version 8.2.3, CSLD always removes the
placeholder and computes a new one when a document is
rearchived.

nativeArchiveServer

Text

Optional field. It includes the names of archive servers from which
to retrieve archived content. If you enter any value in this field, you
must also specify values in the nativeArchiveContainer and
nativeArchiveDocID fields.

Note: If your backend archive is Content Manager, enter the names
of the library servers.

nativeArchiveContainer

Text

Optional field. It includes the names of archive containers from
which to retrieve archived content. If you enter any value in this
field, you must also specify values in the nativeArchiveServer and
nativeArchiveDocID fields.

Note: If your backend archive is Content Manager, enter the names
of index classes or item types.
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Table 38. Required fields for request type CSN_REQUEST_BY _ID (continued)

Field name

Data type Usage

nativeArchiveDocID

Text Optional field. It includes the archive document IDs of the
documents that you want to retrieve (IDs provided by the archive
system). If you enter any value in this field, you must also specify
values in the nativeArchiveServer and nativeArchiveContainer
fields.

Note: If your backend archive is Content Manager, enter the item
IDs of the documents.

Query jobs

The main parameter of a query job is the query string, which represents the query
in an SQL-like syntax. CSLD translates the query string into the correct archive
query. The query string is made up of query predicates, combined together with
AND, OR, or enclosed in parentheses. Each search predicate is made up of the
field name enclosed in brackets, an operator (<, >,=, >=, <=, like, contains, score)
and a value.

Examples

Suppose that the Notes database is a catalog of music. As document content, a
sample of a certain recording might be stored in the archive.

* An archive query looking for all Mozart recordings after 1985 conducted by
either Leonard Bernstein or Herbert von Karajan would have the following
appearance:

[Composer] = "Mozart" AND [RecordingDate] > "1985-01-01" AND ([Conductor]
Tike "%Bernstein" OR [Conductor] like "%Karajan")

* By entering a query string like the following, you can search for text strings
within a field or attribute. The following string searches for Chopin recordings
containing the Polonnaise, op. 44:

[Composer] = "Chopin" AND [Album] contains=1 ' "%44" '

Matching documents are returned if the number 44 occurs in the Album field,
which holds the album title.

* You might want to list classical recordings that mainly contain nocturnes and
serenades. You know that in order to list only significant recordings, the words
nocturne or serenade must occur several times in a description field. Therefore,
you decide to single out the significant recordings by using a threshold value for
the frequency of these words. A query string for this kind of search request
might look like this:

[Description] score>0.2 ' "nocturne" | "serenade" '

The field names are Notes field names and will be replaced with the corresponding
archive attribute names. The syntax itself with all combination operators and
parentheses will be passed on "as is” to the archive, where the respective search
engine will resolve the parentheses, do the logical checking and finally evaluate the
query. Syntactical checks that will be done by CSLD include checking whether the
like operator is followed by a string search argument, whether all parentheses
opened are closed again, and the position of field names, operators and values.
You can use the following field value types in a search:

Text fields
All text field values can be used as search arguments, even those that are
represented as Character Large Objects (CLOBs) in the archive. However,

240 CommonStore for Lotus Domino: Administrator’s and Programmer’s Guide



the values of CLOB fields do not appear on a hit list. The value itself has
to be enclosed in double quotes in order to be processed, for example,
"Mozart".

Number fields

Number field values can be used as search arguments ‘as is”. No enclosure
is needed. In the case of decimal values, make sure that a decimal point is
used, for example 45.7.

Date/Time fields

Just as in a Notes environment, date/time fields can be represented as
date-only, time-only, or as a timestamp, that is, a date followed by a time. In
all cases, date/time values are transformed into a standardized string
format and then enclosed in single quotes to be processed correctly.

The correct date/time format is yyyy-mm-dd for dates, where yyyy is the
year in 4 digits, mm is the month and dd the day of the month, both as 2
digits with a possible leading zero. Time values are represented as
hh.mm.ss, with hh being the hours in 24-hour representation, mm the
minutes, and ss the seconds, all in two digits with possible leading zero.
Timestamps are represented by a date and a time value, connected by a
dash, and nanoseconds in 6 trailing digits (the first 3 of the 6 digits are
microseconds, the last 3 digits are always zero). The format is:
yyyy-mm-dd-hh.mm.ss.nnnnnn.

Query job fields:

In addition to the general job fields, you must define the fields in|Table 39| for a

query job.

Table 39. Required parameters for query jobs

Field name Data type Usage

targetDB Text Specifies the path to a working database.

targetSrv Text The name of the server on which this database resides. targetSrv together
with targetDB are used by the CSLD processes to locate the database in
which documents returned by retrieval requests will be stored. For
documents archived in the Notes native format, a new Notes document will
be created in the database, all other archiving types will yield a result
document consisting of the index information and the document content
appended as an attachment.

targetFolder Text An optional field in which the name of a folder within the given target
database can be specified to which the resulting documents will be
retrieved.

treatNativeAsNew Number Optional field. Expected values are 0 or 1. If set to 1, CSLD will create
natively archived documents as new documents, that is, without their
original UNID. If not specified or set to 0, CSLD will restore natively
archived documents exactly as they were before archiving, that is, including
their UNID.

CSNQryString Text The complete query string is stored to this field.

maxNumOfDirectHits Number The threshold defining for how many documents found in a query the

content is retrieved directly, either by attaching the content to a container
document or by restoring the original. If the number of hits is higher than
maxNumOfDirectHits, no documents are retrieved directly.
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Table 39. Required parameters for query jobs (continued)

Field name

Data type Usage

maxNumOfHits

Number The threshold defining the maximum number of documents that is returned
by an archive query. This number limits the total number of documents that
is displayed as a search result.

If a query returns a number of hits less than or equal to maxNumOfHits,
maxNumOfDirectHits determines if the content of these documents is
retrieved directly, or if a hit list or result documents are generated that
contain only a definable number of representative attributes. If document
content was not retrieved directly, the user can retrieve single documents
from the hit-list or the result documents.

The maximum number of hits that can be displayed on a hit list is 250, even
if maxNumOfHits is set to a higher value.

CSNQueryForm: CSLD provides a default form named CSNQueryForm that can
be used to create query requests for a particular document type (form). The form
allows users to enter search criteria for each of the mapped attributes. It also
defines an action that will take all the search predicates entered, combine them
together with AND and automatically generate a query job in the job database.
This default form can be created for every Notes document type mapped to the
archive in every Notes database used as target database for query requests using
the CSLD setupDB tool.

This form contains the document type to which the search arguments apply. It also
contains a computed field with the field name, a list of relational operators and an
entry field for the search argument for each of the mapped attributes. The script to
create a query job from the search criteria entered is triggered by a form action.

Important: When you specify date/time values, Lotus Notes interprets the time
value 00:00:00 as if the value was not set. The result of this misinterpretation is
that Lotus Notes takes the date/time value for a date-only value. Bear this in mind
when you design search forms.

Defining your own query form: The default query form provided by CSLD
should only help to set up a database and form for archiving more quickly. The
script code can be seen as sample code on how to create a query job. To
accommodate the need for customized archive queries, it is possible to define your
own query forms or to adapt the default form for your own purposes. The
following list presents the items contained in the default form. For each of the
mapped attributes, the form contains:

field_n
Computed "text” field containing the name of the document field

op_n Keyword list containing the relational operators with which the search
argument will be compared to the field value

ftScore_n
A text field that is only visible if the operator (value of op_n is CONTAINS
or SCORE. The CONTAINS search string or the score value can be entered
in this field.

searchArg n
Field that has the same value type as the document field in the original
form. This is necessary and important since the field type decides how the
search argument will be syntactically built.
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CSNMappingKey
Field that identifies the document mapping that was used. This allows you
to restrict queries to documents using a certain document mapping. To
restrict queries to a form mapping, specify the form name as the value of
this field. To restrict queries to a field-value mapping, specify the mapping
in this format:

<field name>:#:<field value>

where <field name> is the name of the mapped field and <field value> the
value it is mapped to.

The script that builds a query job from the field entries will loop over all field_n
and build a search predicate with the corresponding op_n and searchArg_n. It will
combine all of theses search predicates logically together with AND, and store a
query job with the corresponding query string set.

When defining your own query forms, it is very important to follow the syntactical
rules given above (see [‘Query jobs” on page 240). Apart from that, customers have
extensive freedom in specifying archive query forms.

Result documents

Notes documents created as the result of a retrieval request contain those fields
which have been mapped to archive attributes (see [“How the CSLD query function|
[displays results” on page 19), the archived document itself appended as a file
attachment to an RTF field, and the archive document ID.

The field names of the result document are the same as the field names defined in
the mapping. The RTF field to which the document content will be attached is
named bodyDocContent, and the archive document ID will be provided in a field
named CSNDArchivelD.

Because such a result document is a good candidate for an update document in
update requests, the field types are the same as the field types of the Notes
document from which the archive document was created.

Result documents contain two additional items: requester and reqTS:

requester
The "text” field containing the name of the user who issued the retrieval
request or query resulting in this document.

reqTS The time at which this request was made.

These two items are included in the result document primarily so that retrieval
results can be more easily associated to a particular request.

Example

Imagine a view in the target database that lists retrieval results. The results are
categorized by the name of the requester and ordered by the request time. Such a
view enables users to locate all the results at once.

Displaying query results

If an archive query returns more documents than specified with the parameter
maxNumOfDirectHits (see [’Query jobs” on page 240), those documents will be
returned without their content. Note also that the maximum number of hits that a
single hit list can display is 250.
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The administrator setting up a CSLD system has two choices as to how these
results will be displayed. From the profile (see|“How the CSLD query function|
[displays results” on page 19| for details), the administrator can select either a single
hit-list document (which will contain references to all hits returned by the query)
or multiple result documents (each of which will represent a single hit). Both of
these choices, together with their advantages and disadvantages, are described in
the following sections. Note that if you want to receive more than 250 search
results, you must configure the CSLD retrieval task to return hits as multiple result
documents.

However, the maximum number of direct retrievals through a query is limited
internally to 5000. This limit is required because the complete result list is
transferred to and from the CommonStore Server as a single message with a
varying number of elements. This approach only works as long as the number of
elements is below 5000. A higher number would exceed the capabilities of the
CommonStore Server. Configure your selection criterion to remain below this limit.

Displaying a query result by means of a single hit-list document: For each
returned document, a hit-list document will contain those fields that best describe
the archive document as well as a button to automatically generate a retrieval
request for it.

Hit-list documents contain the following information:

* The requester and request timestamp of the query request that resulted in this
hit list

* The document type (that is, the form name) of all the hits contained in the
document

¢ The hits themselves contained in an RTF item
e A list of all archive document IDs

CSNHitlistForm: CSLD provides a default form that can be used to browse archive
query results. This default form can be created in every Notes database used as
target database for retrieval requests using the CSLD setupDB tool. In contrast to
the result form, where one result form has to be created for each mapped
document type, one instance of this form will suffice per target database because it
can be used to display hit lists for all document types.

This form contains requester, timestamp, and the table of hits as visible fields and
the list of archive IDs in a hidden field.

Defining your own hit-list form: The form provided by CSLD should only help to
set up databases for archiving more quickly. It is, however, possible to define your
own forms or to adapt the default result form for your own purposes. Generally,
defining your own hit-list form is a little more restricted than creating a result
form because the main information is contained in an RTF field. Thus, the base
layout of a hit-list document is not changeable.

The following list presents the items contained in a result document returned by
CSLD:

requester
The text field containing the name of the user who issued the retrieval
request or query resulting in this document.

reqTS The time field containing the date and time at which the request was
issued.
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numHits
The number field containing the number of hits, that is, the number of
archive document IDs contained in this hit list.

docType
The text field containing the form name of the original form. This is the
document type given in the mapping. The mapped fields are determined
on the basis of this form.

bodyHitlist
The RTF field containing the actual hit list. This hit list is set up as a table,
with a row for each hit in the document and a column for each
representative attribute defined in the document mapping for this form,
plus an additional column for the Fetch button that can be used to
generate a retrieval request for the document described in this row.

Note:

e If iNotes Web access is used, retrieval via the Fetch or Fetch all button
only works if the database profile of the CSLD Task is not limited to
selected databases or data directories.

* Hit lists are Lotus Notes Rich Text tables. These tables are limited to a
maximum of 255 rows. Hence, CSLD can only display 255 hits even if
more hits were actually found.

CSNDArchiveID
The text field containing a list of all archive document IDs. This list can be
used if some external logic is used to process documents returned by a
query request. For example: The 'Fetch All” action defined in the hit-list
form uses the content of this field to retrieve all documents in the hit list.

Displaying a query result by means of multiple result documents: If Multiple
Result Documents was selected when setting up CSLD, search hits will always be
represented by result documents. Whether such a result document contains a
document content solely depends on the parameter maxNumOfDirectHits. If the
threshold defined by this parameter is exceeded, the result document consists only
of indexing information. With a number of hits lower than or equal to
maxNumOfDirectHits, the result document will be built with document content
appended as an attachment.

The advantage of using multiple result documents instead of a single hit list
document is that the hits can be viewed in a database view. This simplifies the
selection of hits for which content should be retrieved. It also allows for ordering
the result documents based on one or even multiple column values. In addition,
the total number of hits that can be returned is not limited to 255, as on a single
hit list.

On the other hand, the fact that an archive query often return high numbers of
result documents might be regarded as a drawback. All result documents must be
deleted by hand in order to keep the result database laid out clearly.

Note: To separate archived documents from those that have not yet been archived,
you create views based on the value of the CSNDArchivelID item. However, bear
the following in mind: A Lotus Notes item can only be used in a view if its size
does not exceed 32 KB. This threshold size is reached if a document contains
around 320 attachments. In this case, the CSNDArchvielD item grows too large to
be included in the Summary buffer, and hence cannot be used in a view anymore.
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CSNResultForm: CSLD provides a default form named CSNResultForm that can
be used to browse retrieved archive documents. This default form can be created
for every Notes document type mapped to the archive in every Notes database
used as target database for retrieval requests using the CSLD setupDB tool.

This form contains requester, timestamp, all index information and the document
content body field as visible fields and the archive ID as a hidden field.

Defining your own result form: The form provided by CSLD is intended only to
provide help in setting up the database for archiving more quickly. It is, however,
possible to define your own forms or to adapt the default result form for your own
purposes.

Generally, the default form can be changed in any desired fashion as long as the
fields names remain the same. But customers may also want to set up completely
different forms with a thoroughly different layout or containing additional fields.

The following list presents the items contained in a result document returned by
CSLD:

<fields_1> .. <field_n>:
A result document contains all mapped fields for the given document type.
These fields have the same names and the same types as the fields in the
original form (that is, the form from which they were created).

requester
The text field containing the name of the user who issued the retrieval
request or query resulting in this document.

reqTS The time field containing the date and time at which the request was
issued.

docType
The text field containing the form name of the original form. This is the
document type given in the mapping. The mapped fields are determined
on the basis of this form.

bodyDocContent
The RTF field containing the document content appended as an
attachment.

CSNDArchivelD
The text field containing the archive document ID of this document.

CSNDRequestType
The "number” field containing the request type code (see

[parameters” on page 229) with which this document was originally
archived.

Notes folder restore

When an entire Notes folder structure has been archived, that structure can be
restored to Notes in one step by specifying a special request type. Notes folders
can either be restored by their name or by the archive document ID it was given
during archiving. As with single document retrieval, restoring a Notes folder by its
archive document ID is faster than restoring it by name.

When restoring subfolders within a hierarchy that has been archived, you must

follow the Notes naming conventions for folders. In Notes a subfolder is identified
through prepending its root folder’s name, for example, "RootFolder\SubFolder".
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Entire Notes folder structures can only be restored to the database they originally
came from. This request will recreate the same folder structure that existed before
it was archived.

Note: In order to see the result of a folder restore, the Notes database must first be
closed and then reopened.

Notes folder restore job fields:

If you set the requestType field to CSN_RESTORE_FOLDER, in addition to the
general fields, you must also define the fields in [Table 40

Table 40. Fields to define when setting the requestType field to CSN_RESTORE_FOLDER

Field name Data type Usage

folderArchID Text Document archive ID that was given to the archived
folder when it was archived by CSLD. Specify this
field or folderName.

folderName Text Name or Alias of the archived folder. When
specifying subfolders, a naming like
Folder\Subfolder must be used. Either this field or
folderArchID must be given.

targetDB Text Specifies the path to a working database.

targetSrv Text The name of the server on which this database
resides. targetSrv together with targetDB are used by
the CSLD processes to locate the database in which
documents returned by retrieval requests will be
stored. For folder restore this must be the database
the folder originally was archived from.

Listing documents in a workbasket

Listing the documents in a workbasket is performed by a retrieval job of the
request type CSN_LIST_WORKBASKET. In addition to the general fields, you must

set the fields in [Table 41

Table 41. Fields to define when you want to list documents in a workbasket

Field name Data type Usage

targetDB Text Name of the database to write the hit list (or multiple
result documents) to.

targetSrv Text Name of the server hosting the database given by the
targetDB field.

Important: The server name must be given in
abbreviated format, not in canonical format.

targetFolder Text Optional. If this field exists, the hit list (or multiple
result documents) will be added to the folder with
the given name. Otherwise the hit-list document will
simply be written to the database, and the
application must provide a custom view to see it.

workbasketName Text Name of the workbasket to list.
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Table 41. Fields to define when you want to list documents in a workbasket (continued)

WBArchivelD Text Since CSLD can archive to more than one archive, the
archive server containing the target workbasket must
be specified by this field. Set this field to the logical
archive ID (must be defined in archpro.ini) of the
target archive server. The archive ID includes the
server. Do not specify the name of an archive server.

parentDocUNID Text Optional. The hit-list document (or multiple result
documents) with the documents in the workbasket
become responses to the document with the universal
Notes ID (UNID) specified in this field. This allows
creating complex categorized views with hierarchies,
as in a discussion database.

Notes fields created by CSLD

CSLD creates the following Lotus Notes fields when in operation:

CSNRemovedEmbedded
The item CSNRemovedEmbedded is added to document stubs after an
archiving operation in the Notes format. You can use it for visualization
purposes, especially in a view. For example, you can mark the stubs of
documents whose attachments were removed.

CSNURLLinks
This item is added to a document summary buffer after an attachment
archiving operation. Hence, it can be used in selection formulas.

Enabling user databases for CSLD

A user database is CSLD-enabled by performing several steps. Follow these steps
closely to ensure that your Lotus Notes applications are set up correctly.

Access rights

All documents are archived or retrieved via CSLD Tasks, each running under a
particular CSLD user ID. To enable a database for CSLD usage, add the CSLD user
to that database’s ACL. The access level must be Editor. If you use the CSLD
setupDB tool to create default forms, the CSLD user must have Manager rights on
the database setupDB is applied to. You can also modify the database template
ACL so that the CSLD user is already part of the ACL when a new database is
created from that template. This is especially helpful in large companies where
mail databases are created frequently. To add the CSLD user to a major number of
databases, you can write a Lotus Script, C, C++ or Java Application.

An alternative is to add the CSLD user to a group that is already a member of the
database ACL. This way, no changes must be made to the ACL. If you modify the
database template ACL, you can update numerous databases at once by running
the load design server add-in task.

When implementing CSLD functionality, a set of forms must be defined. The
setupDB tool provides the functionality to create defaults for some of these forms.
Other forms as well as other design elements are provided as defaults in the CSLD
configuration database and can simply be copied. However, all design elements

provided by CSLD can be customized as desired. See [“Creating job documents” on|
for details.
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The setupDB tool

CSLD is shipped with a tool that helps to get a quick start when enabling Notes
databases for archiving functionality. This tool is called setupDB and can be found
in the tools subdirectory of the installation directory of CSLD.

Generally CSLD works based on Notes forms or document types. When preparing
a given Notes form for retrieval with CSLD, basically two kinds of additional
documents are needed in the Notes database from which archive queries are issued
and to which search results are stored:

* A query form to enter the parametric search that is passed to the underlying
archive

* A form to display archived content with

A third form, the so-called hit-list document, might also be needed when CSLD is
configured to use single hit lists instead of multiple result documents.

The setupDB tool is used to automatically create defaults for query and result
forms for a given Notes form. To be able to do so, setupDB has to be provided an
example document created using the form that is to be set up. This document has
to be placed in the configuration database prior to starting setupDB. According to
the document mapping for this form setupDB will check the example document’s
item types and create respective fields in the default forms it creates.

Note: Since hit-list forms are independent of a certain Notes form, setupDB does
not create a default for a hit list. However, CSLD also provides a default hit-list
form. This form, called CSNHitlistDoc, can simply be copied from the template of
the CSLD configuration database to any Notes database using CSLD.

How to set up a Notes form using the setupDB tool

The setupDB tool is an independent tool that can be run from the command line.
As a prerequisite, a Notes client must be installed on the machine running this
tool. The setupDB tool can be started as follows:
setupDB -cfgdb <cfgDBName>

[-cfgsrv <cfgSrvName>]

-db <dbName>

[-srv <srvName>]

-form <formName>

cfgSrvName, cfgDBName
Server and database name of CSLD configuration database. This database
must contain the field to attribute mappings for the given form. It must
also contain an example document of that type, so setupDB can match the
data types of all mapped fields.

srvName, dbName
Server and database name of Notes database to which setupDB will store
the default forms it created. Make sure that this database contains the
CreateCSN]Jobs script library because the default query form makes use of
methods defined therein.

formName
Notes form name for which to create default forms. A document that uses
this form is expected to have been copied to the configuration database
(example document).
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Initial setup of a Notes database

To set up a Notes database for archiving with CSLD, follow these instructions:

1. Open the template for the CSLD Configuration database (CSLDConfig.ntf) in
the Domino Designer (In Lotus Notes R4, click the design tab). You will find
the following Lotus Script libraries:

CreateCSN]Jobs
This library has to be present in every database that uses CSLD features
(at least when using the CSLD default forms). It must be configured
correctly.

CSNJobSamples
You can use this library to quickly enable a database for archiving
because it defines default actions for the most common tasks.

CSNWebFunctions
Copy this library to the Notes database if you want to access the
database from a Domino Web client. Also copy the following script
agents for Web client access:
* WebCreateQuery
* WebRetrieveAllInHitlist
* WebRetrieveSingleDoc

2. For every database that you want to enable:

a. Open the template for the Notes database in the Domino Designer and copy
at least the script library CreateCSN]Jobs to it.

b. Open the copied script library CreateCSNJobs in the Designer.
CreateCSN]Jobs defines two functions, JobDatabaseName and
JobDatabaseServer. Adapt those functions to return the database name or
server respectively, where your job database resides.

c. From the template of the CSLD configuration database, copy the form
CSNHitlistDoc and paste it into the template of the Notes database to be set
up.

3. For each form used by the documents that you want to archive with CSLD,
perform the following steps:

a. Copy a document created with the form and paste it into the CSLD
configuration database. The document is listed in the Example Documents
view of the CSLD Configuration database.

b. Make sure that each field defined in the corresponding document mapping
is available and set in this document.

¢. Run the setupDB program with the appropriate parameters for this form.
The setupDB tool creates the default forms for archive searches and the
display of search results.

When you have finished setting up the database and creating the default forms,
the Notes application can be customized by adding buttons or agents to invoke
CSLD functions, creating special views to display search results in, and so on.

Additional set up of the Notes application for Records Enabler

To use the Lotus Script Library for the Record Enabler functions, other Lotus
Scripts, Java Libraries and agents are included to support the functions. Follow
these steps to ensure that your Lotus Notes application is set up correctly to use
the Lotus Script Library.
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. Enable the Lotus Notes application for CSLD by following the instructions in
[“Initial setup of a Notes database” on page 250

. Open the template for the CSLD configuration file (CSLDConfig.ntf) in the
Domino Designer.

. Open the template for the Notes application to be set up in Domino.

. Locate the following form and copy it from the CSLD Configuration database
to the Notes application:

RME CMLogin
The dialog box used to login the user ID and password for Content
Manager system.

. Locate the following folder and copy it from the CSLD Configuration database
to the Notes application:

SampleAutoRecordFolder
The folder used as the sample to create the folder for auto declaration.

. Locate the following Lotus Script libraries from the CSLD Configuration
database and copy them to the Notes application:

RMEScriptLibrary
Provides functions for Record Enabler.

RMEScriptSupportLibrary
Provides support functions for RMEScriptLibrary.

RMEScriptMsgLibrary
Provides messages for RMEScriptLibrary.

RMESample
Provides sample code to demonstrate how to use RMEScriptLibrary. It
is optional.

. Locate the following Java Library and copy it from the CSLD Configuration
database to the Notes application:

RME]avaLibrary
Provides support functions for agents.

. Locate the following agents and copy them from the CSLD Configuration
database to the Notes application:

RMEDeclareProgAgent
Declares record programmatically based on the schedule of the Domino
Server. This agent must be enabled to support the drag and drop
function.

RMEArchivPollingAndDeclareAgent
Polls the archive status. If the archive is finished successfully, launch
the Web browser for the manual declaration.

RMEDeclareAgent
Launches the Web browser for the manual declaration.

RMERecordIndicatorAgent
Checks if the archived document is declared as record.

RMEUserMappingForClient
Communicates with the User Mapping Proxy server to retrieve or
update the Content Manager user ID and password.

RMEViewRecordAgent
Launches Web browser to show the record information.
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RMERecord VersionAgent
Checks the record version.

CSLD Lotus Script classes

CSLD jobs define several document fields, but none of the different job makes use
of all of these fields. For this reason, CSLD provides a Lotus Script Library
containing a set of script classes that can be used to simplify job document
generation. Basically, for each type of job request, there is a class which
encapsulates that job request type and which defines properties to set and get the
necessary parameters while setting those parameters that can be gotten from the
working environment automatically and therefore ensuring that the job documents
generated are consistent.

These helper classes are defined in a Lotus Script library named CreateCSNJobs
which can be found in the CSLD configuration database. This script library should
be imported by any Notes database making use of CSLD archiving capabilities.

In addition to the CreateCSNJobs script library, the CSLD configuration database
contains another script library named CSNJobSamples which defines methods
(subs) that implement the CSNJob script classes. These methods can be used as
sample code to get a quick start when implementing CSLD archiving functionality.

The following sections describe these classes as well as the defined constants and
provide examples on how to use them.

Class hierarchy

[Figure 7 on page 253| shows the hierarchy of the CSLD script classes. The arrows
indicate inheritance. Lines between the boxes indicate the use of a class by another
class.
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— inherits
CSNJob
—— uses
A A A A
CSNArchiveJob CSNRetrieveJob CSNUpdateJob CSNDeleteJob
A
CSNQuery
CSNQuery L Predicate

Figure 7. Class hierarchy of the CSLD script class

The base class CSNJob contains ‘get” and ‘set’” methods for the general parameters
mentioned above. The derived classes CSNArchiveJob, CSNRetrieveJob,
CSNUpdateJob, CSNDeleteJob, and CSNQuery each contain the ‘get” and "set’
methods needed for a job document of their respective type. CSNQuery also
defines methods enabling the user to build up an archive query, that is, to set the
value of the CSNQryString within a job document, in a convenient way:.

In addition to the “get” and "set’ methods, each derived class defines a method
called "storeJobDocument’, which will create a job document from the job in a
given job database.

Thus, users should proceed as follows when creating CSLD jobs: The application
making use of CSLD functionality creates a job document in some job database
using the script classes. These jobs can then be viewed and their process be tracked
with the forms defined in the job database. Creating jobs manually by filling in the
corresponding forms is cumbersome and should probably be avoided.

Constants

There are symbolic values for the defined request types that can be used instead of
the numerical values themselves. It is recommended that you use the symbolic
values instead of the integer values that they stand for.

Deprecated types

These request types are obsolete. However, they can still be used to ensure
backward compatibility. If possible, use the new request type for archiving in
combination with an archiving type and archiving an archiving format (if
applicable).
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Const CSN_ARCHIVE_ATTACHMENTSS%
Const CSN_ARCHIVE NATIVE%

Const CSN_ARCHIVE_TIFF_FORMAT%
Const CSN_ARCHIVE_ASCIT_FORMAT%
Const CSN_ARCHIVE_RTF_FORMAT%
Const CSN_ARCHIVE_CONVERT NOTES%
Const CSN_ARCHIVE DXL%

PO O~ WN -

1
1
For archiving and update requests

Use the following request type for archiving and update requests:
Const CSN_ARCHIVE% = 0

Archiving types

You can use the following archiving types in combination with request type
CSN_ARCHIVE%.

Const CSN_ARCHTYPE_ATTACHMENT%
Const CSN_ARCHTYPE_ENTIRE%
Const CSN_ARCHTYPE_CONVERT%
Const CSN_ARCHTYPE_COMPONENT%
Const CSN_ARCHTYPE_SIGNED%
Const CSN_ARCHTYPE_OTHER%

0x100 (or 256)
0x300 (or 768)
0x200 (or 512)
0x400 (or 1024)
0x800 (or 2048)
0

Archiving formats

You can use the archiving formats in [Table 42| in combination with request type
CSN_ARCHIVE% and a valid archiving type.

Table 42. Archiving formats

Archiving format Valid archiving types

Const CSN_ARCHFORMAT_CSN% = 2
CSN_ARCHTYPE_ENTIRE%
CSN_ARCHTYPE_COMPONENT%

Const CSN_ARCHFORMAT_TIFF% = 3 CSN_ARCHTYPE_CONVERT%
Const CSN_ARCHFORMAT_ASCII% = 4 CSN_ARCHTYPE_CONVERT%
Const CSN_ARCHFORMAT_RTF% = 5 CSN_ARCHTYPE_CONVERT%

1
—
'S

Const CSN_ARCHFORMAT_DXL%
CSN_ARCHTYPE_ENTIRE%
CSN_ARCHTYPE_COMPONENT?s

For index update, deletion and workbasket operations

Use the following request types for index updates, deletion, and workbasket
operations:

Const CSN_DELETE_BY_ID%
Const CSN_UPDATE_INDEX%

Const CSN_MOVE_TO_WORKBASKET%
Const CSN_REMOVE_FROM_WORKBASKET%

O oo ~NO

Note: Moving documents from one workbasket to another, that is, using a
combination of CSN_MOVE_TO _WORKBASKET and
CSN_REMOVE_FROM_WORKBASKET, does not work in Content Manager for
iSeries archives. The move action will be carried successfully, but not the remove
action. Hence you end up with a copy of the document in each workbasket.
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For retrieval requests

Use the following request types for retrieval requests:

Const CSN_REQUEST BY ID% = 50
Const CSN_QUERY% = 51
Const CSN_LIST_WORKBASKET% = 52
Const CSN_RESTORE_FOLDER% = 53

Archiving options for raster-exit conversion

There are symbolic values defined for the available rasterizing options. These can
be specified when the archiving type is set to one of the following:

* CSN_ARCHTYPE_CONVERT% in connection with the archiving format
CSN_ARCHFORMAT_TIFF% or other external conversion formats.

e CSN_ARCHIVE_TIFF_FORMAT% (deprecated)

The following symbolic values can be used for the various options:

Const CSN_RASTER_NOTE_APPEND_ATTACHMENT% = 100
Const CSN_RASTER _NOTE_EMBED_ATTACHMENT% = 101
Const CSN_RASTER_NOTE_ATTACHMENTS ONLY% = 102

For a description of the options, see [Table 33 on page 233|

Job state

There are symbolic values defined for the available job states that can be used
instead of the numerical values. These values are:

Const CSN_JOB_TOBEPROCESSED
Const CSN_JOB_INPROCESS
Const CSN_JOB_SUCCESS
Const CSN_JOB_ERROR

—_

S w N

Job documents that are stored to the database are expected to have their job state
set to CSN_JOB_TOBEPROCESSED.

Error codes

There are symbolic error codes defined for the errors that are thrown by the
CSNJob classes. Possible error codes are:

Const CSNERR_VARNOTBOOL% = CSNERR_BASE + 1
Const CSNERR_INVALIDREQTYPE% = CSNERR_BASE + 2
Const CSNERR_UNIDNOARRAY% = CSNERR_BASE + 3
Const CSNERR_NOARCHDOC% = CSNERR_BASE + 4
Const CSNERR_NOSOURCEDB% = CSNERR_BASE + 5
Const CSNERR_DBOPEN% = CSNERR_BASE + 6
Const CSNERR_STOREJOBDOC% = CSNERR_BASE + 7
Const CSNERR_NOTARGETDB% = CSNERR_BASE + 8
Const CSNERR_NOTARGETFIELD% = CSNERR_BASE + 9
Const CSNERR_NOARCHID% = CSNERR_BASE + 10
Const CSNERR_UNEXPECTED% = CSNERR_BASE + 11
Const CSNERR_WRONG_ITEMTYPE% = CSNERR_BASE + 12
Const CSNERR_NOWORKBASKET% = CSNERR_BASE + 13
Const CSNERR_NOWBARCHIVEID% = CSNERR_BASE + 14
Const CSNERR_NOFOLDER% = CSNERR_BASE + 15
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CreateCSNJobs

Public subs for CreateCSNJobs

retrieveSingleDoc(archDocID As String,DocType As String,jobDBName As
String, jobSrvName As String)

Public functions for CreateCSNJobs

ArchiveDatabaseServer As String

ArchiveDatabaseName As String

createCSNQueryJob(qry As NotesDocument,makeParent As Variant,deletelob As
Variant) As Variant

JobDatabaseServer As String
This is where you must enter the job database server manually.

JobDatabaseName As String
This is where you must enter the job database name manually.

CSNJob

CSNJob is the base class for all job classes provided by CSLD. It defines all the
general parameters and interfaces for generating job documents.

Methods and properties for CSNJob are described in the following sections.

Public properties for CSNJob

Set DeleteJobAfterSuccess As Variant

Get IsJobDeletedAfterSuccess As Variant
This is a Boolean flag stating whether the job document should be
automatically deleted from the job database once the job has successfully
completed processing all of the documents in the job. The property is
expected to be Boolean. For any other type, error CSNERR_VARNOTBOOL
is thrown.

Public subs for CSNJob

New(reqType As Integer, dbName As String, srvName As String)
This is a constructor for job documents. Input parameters:

reqType
This parameter specifies the request type code determining the
kind of job encapsulated by this object.

dbName
This parameter specifies the path to the job database in which this
job will be stored.

sroName
This parameter specifies the name of the server on which dbName
resides.

Public functions for CSNJob

StoreJobDocument As String
An abstract method that will be implemented in each of the derived
classes. This function should be the last call to one of the CSNJob
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documents. It builds a Notes document based on the properties that have
been set and stores the newly-built document to the job database specified
in the constructor.

AppendCommonItemsAndSave(job As NotesDocument) As String

CSNArchivedob

CSNArchiveJob encapsulates a job document describing an archiving job. It
includes all necessary set and get methods for the parameters needed to create a
valid archiving request to CSLD, while it sets those parameters that can be gotten
from the environment automatically. When using the CSNArchiveJob class to
build up archiving requests, the user can be sure to get valid and consistent
archiving job documents.

Public properties for CSNArchiveJob

Set
Get
Set
Get

Set
Get
Set
Get
Set
Get

Set
Get

Set
Get
Set
Get

Set

ArchiveFileName As String
ArchiveFileName As String
ArchivalDocs As Variant

ArchivalDocs As Variant
Used to set/get the array of document UNIDs representing the documents
to be archived in this job. Alternatively, a single UNID representing a view
or folder may be passed on call. The variant is expected to be an array of
strings. For other types, error CSNERR_UNIDNOARRAY is thrown.

ArchivingType As Integer
ArchivingType As Integer
ArchivingFormat As Integer
ArchivingFormat As Integer
SourceDBName As String

SourceDBName As String
Used to set/get the path name to the database in which the documents to
be archived are located. The format in which the path name is expected is
analogous to NotesSession’s GetDatabase sub.

WorkbasketName As String

WorkbasketName As String
Used to get/set the name of a workbasket within the archive in which the
document will be stored.

SourceSrvName As String
SourceSrvName As String
DeleteOriginal As Variant

IsOriginalDeleted As Variant
Used to get/set the flag telling the system whether the original document
is to be deleted from its originating database after it has been successfully

archived. The variant is expected to be Boolean. For other types, error
CSNERR_VARNOTBOOL is thrown.

DeleteAttachments As Variant
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Get AreAttachmentsDeleted As Variant
Used to get/set the flag telling the system whether or not, in the case of
attachment archiving, the file attachments are to be deleted from their
originating documents after they have been archived. The variant is
expected to be Boolean. For all other types, error CSNERR_VARNOTBOOL
is thrown.

Set KeepFolderStructure As Variant

Get IsKeepFolderStructure As Variant
Used to determine whether to archive an entire folder structure or all
documents within a folder separately. This flag will only be evaluated if
the UNID specified as archDocUNID refers to a Notes folder. Variant is
expected to be Boolean. For all other types, error CSNERR_VARNOTBOOL
is thrown.

Set RasterFormat As Integer

Get RasterFormat As Integer
Integer value that will not be interpreted, but passed as is to the user exit.
Will only be evaluated if the requestType was set to
CSN_ARCHIVE_CONVERT_NOTE.

Set RasterOption as Integer

Get RasterOption as Integer
Used to set an additional option as to what parts of a note should be
rasterized. This parameter will only be considered if the requestType was
set to CSN_ARCHIVE_TIFF_FORMAT. Expected values are:

* CSN_RASTER_NOTE_APPEND_ATTACHMENTS
* CSN_RASTER_NOTE_EMBED_ATTACHMENTS
* CSN_RASTER_NOTE_ATTACHMENTS_ONLY

Set RasterFlags As Integer

Get RasterFlags As Integer
Integer value that will not be interpreted, but passed as is to the user exit.
Will only be evaluated if the requestType was set to
CSN_ARCHIVE_CONVERT_NOTE.

Set CreateDocumentStub As Variant

Get IsCreateDocumentStub As Variant
Used to set/get the flag that tells the system whether to transform a
document into a document stub. When a stub is created, all attachments
and RichText items are deleted from the original Lotus Notes document
after it has been successfully archived. You can use the stub as a handle to
retrieve the archived document.

Set CheckArchivelIntegrity As Variant

Get IsCheckArchivelntegrity As Variant
Used to set/get the flag that determines how the system handles
rearchiving requests. If the value is TRUE, the system allows the rearchiving
of documents with the same request type only once, and checks the

validity of rearchiving requests. For more information, see|“Checking the

larchive integrity” on page 234)
Set CreatePlaceholderAsURL As Variant

Get IsCreatePlaceholderAsURL As Variant
Used to specify what type of placeholders are inserted in Lotus Notes
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documents after the attachments have been archived. When the property is
not specified or set to TRUE, URL links are inserted that allow users to view
and retrieve archived attachments. When the property is set to FALSE,
text-only placeholders without hyperlink function are inserted.

Public subs for CSNArchivedob

new(reqType As Integer, dbName As String, dbSrv As String)
See the description of CSNJob constructor. Expected request types are:

¢ CSN_ARCHTYPE_ATTACHMENT
* CSN_ARCHFORMAT_CSN

* CSN_ARCHFORMAT_TIFF

¢ CSN_ARCHFORMAT_ASCII

* CSN_ARCHFORMAT_RTF

* CSN_ARCHFORMAT_DXL
Although their use is no longer recommended, the deprecated types are
still valid:

¢ CSN_ARCHIVE_ATTACHMENTS
* CSN_ARCHIVE_NATIVE

* CSN_ARCHIVE_TIFF_FORMAT

¢ CSN_ARCHIVE_RTF_FORMAT

* CSN_ARCHIVE_ASCII_FORMAT

For all other request types, the constructor throws the error
CSNERR_INVALIDREQTYPE.

Public functions for CSNArchiveJdob

StoreJobDocument As String
Concrete implementation of the sub defined in the base class CSNJob.

CSNRetrievedob

CSNRetrieveJob encapsulates a job document describing a request to retrieve
single archive documents on the basis of their archive document IDs. It includes all
methods to set the required parameters while setting those parameters that can be
gotten from the environment automatically. By using CSNRetrieveJob, the user can
in a simple way create consistent and valid retrieval requests.

Public properties for CSNRetrieveJob
Set RetrieveFileName As String

Get RetrieveFileName As String

Set DocumentType As String

Get DocumentType As String
Used to get/set the document type, that is, the form name of the
document(s) to be retrieved. It is not necessary to set this property, but for
the purpose of clarity, when browsing job documents, you might
nevertheless want to set it.

Set TargetDBName As String

Get TargetDBName As String
Used to get/set the database path of the Notes database to which to
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restore the retrieved document(s). The syntax of the database path is the
same as for NotesSession’s GetDatabase sub.

Set TargetSrvName As String

Get TargetSrvName As String
Used to get/set the name of the server on which targetDB resides.

Set TargetFolderName As String

Get TargetFolderName As String
Used to get/set the optional folder to which to restore the retrieved
document(s). This parameter does not need to be set. If not set, all
documents will be restored directly into the given target database. If set,
they will be moved to the given folder.

Get TargetDocUNID As String
Used to get the optionally-set UNID of a document to which the retrieved
content will be appended as an attachment. The target document can be set

using the setTargetDoc sub described in [“Public subs for CSNRetrieveJob”|

Get TargetFieldName As String
Used to get the name of the RTF field to which the document content will
be appended. This parameter will only be set when a target document was
specified. The target field can be set together with the target document

using the setTargetDoc sub described in [“Public subs for CSNRetrieveJob”]|

Set ArchIDs As Variant

Get ArchIDs As Variant
Used to get/set the document archive IDs of the documents that should be
retrieved within this job. These archive IDs will be returned by the
archiving request when a document has been successfully stored in the
archive.

Set ParentDocUNID As String

Get ParentDocUNID As String
Used to get/set the UNID of a document to which the retrieved
document(s) will be made responses. Use this feature to build up
categorized views, in which, for example, a folder is parent to all
documents residing in it.

Set WorkbasketName As String

Get WorkbasketName As String
Used to set the name of the archive workbasket for which to retrieve its
content. When specifying this property, property WorkbasketArchiveID
must also be specified. This parameter will only be considered for
requestType CSN_LIST_WORKBASKET.

Set WorkbasketArchiveID As String

Get WorkbasketArchiveID As String
Used to set the CommonStore logical archive ID for the server on which
the requested workbasket resides. This property must be set in conjunction
with WorkbasketName. This parameter will only be considered for
requestType CSN_LIST_WORKBASKET.

Set NotesFolderName As String
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Get NotesFolderName As String
Used to set the name or alias of the Notes folder to be restored. If restoring
a subfolder, the full hierarchical name (for example, "Folder\Subfolder”)

must be specified. This parameter will only be considered for requestType
CSN_RESTORE_FOLDER.

Set FolderArchiveID As String

Get FolderArchiveID As String
Used to set the archive document ID of the Notes folder to be restored.

This parameter will only be considered for requestType
CSN_RESTORE_FOLDER.

Set TreatNativeAsNew As Variant

Get IsTreatNativeAsNew As Variant
Used to specify how to treat natively archived documents when they are
retrieved. Variant is expected to be Boolean. For all other types error
CSNERR_VARNOTBOOL will be thrown. Setting this parameter to TRUE
will restore natively archived documents as new documents (that is,
without their UNID), while setting it to FALSE will restore them including
their UNID.

Set NativeArchiveServer As String

Get NativeArchiveServer As String
Used to set/get the name of the archive server from which to retrieve an
archived document. You need this property if you want to retrieve
documents that do not have a CSLD document archive ID.

When you set this property, you must also set Set NativeArchiveContainer
As String and Set NativeArchiveDocID As String.

If your archive system is Content Manager, use the name of the library
server as the value of Set NativeArchiveServer As String.

Set NativeArchiveContainer As String

Get NativeArchiveContainer As String
Used to set/get the name of the archive container from which to retrieve
an archived document. You need this property if you want to retrieve
documents that do not have a CSLD document archive ID.

When you set this property, you must also set Set NativeArchiveServer As
String and Set NativeArchiveDocID As String.

If your archive system is Content Manager, use the name of the
appropriate index class or item type as the value of Set
NativeArchiveContainer As String.

Set NativeArchiveDocID As String

Get NativeArchiveDocID As String
Used to set/get a document’s ID in the archive (ID provided by the
archive system). You need this property if you want to retrieve documents
that do not have a CSLD document archive ID.

When you set this property, you must also set Set NativeArchiveServer As
String and Set NativeContainer As String.

If your archive system is Content Manager, use the item ID as the value of
Set NativeArchiveDocID As String.

Set RemovePlaceholders As Variant

Chapter 10. CSLD programming guide 261



Get IsRemovePlaceholders As Variant
Used to set/get the flag that tells the system whether to remove the
placeholders in Lotus Notes documents when their content has been
successfully retrieved from an archive. If you set this property to TRUE, the
placeholders are removed. If you set it to FALSE, the placeholders are just
hidden from view for the time that the attachments remain in the
documents. The default value is FALSE.

Public subs for CSNRetrievedJob

new( requestType As Integer, jobDB As String, jobSrv As String )
See the description of base class constructor. The expected request type is:
CSN_REQUEST_BY_ID. For all other request types, the constructor throws
error CSNERR_INVALIDREQTYPE.

SetTargetDoc( docUNID As String, bodyField As String )
In the case of attachment archiving, you might want to restore archived
content to the original document. In this case, a document can be specified
by its UNID and the name of an RTF field to which to append the
document content.

Public functions for CSNRetrieveJob

StoreJobDocument As String
Concrete implementation of the method (defined in the base class CSNJob)
to store the job document (described within the object) to the given job
database.

Example of a retrieval job

In the following example, the currently selected document on the workspace
contains a field named CSNDArchivelD whose value is the archive ID of an
archived document. The script code will create a CSNRetrieveJob from that ID
and attach the document content returned back to the original document (that is,
the current one) to an RTF field named BodyInfo.

Dim ws As New NotesUIWorkspace

Dim wsDoc As NotesUIDocument

Dim doc As NotesDocument
Dim item As NotesItem

Dim job As CSNRetrievedob

Set job = New CSNRetrieveJob( CSN_REQUEST BY_ID,
JobDatabaseName,
JobDatabaseServer)

Set wsDoc = ws.currentDocument
Set doc = wsDoc.document

If( doc.CSNDArchiveID(0) <> "Error" ) Then
' set the return document to doc itself into item "BodyInfo"
Call job.setTargetDoc(doc.UniversalID, "BodyInfo")

' get the archive ID(s) stored to the CSNDArchiveID field
' and make them the archive IDs for this job

job.ArchIDs = doc.GetItemValue("CSNDArchiveID")

' now set the general parameters for this job
job.TargetDBName = ArchiveDatabaseName
job.TargetSrvName = ArchiveDatabaseServer

' no necessary parameter, just for clarity...
job.DocumentType = doc.Form(0)
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' finally store the job document to the database
Call job.storeJobDocument ()

End If

CSNDeletedJob

Public properties for CSNDeleteJob
Set DeletionIDs As Variant

Get DeletionIDs As Variant
Used to get/set the archive document IDs of the documents that are to be
deleted in this job.

Set SourceDBName As String

Get SourceDBName As String
The database path name of the source database. This parameter needs to
be set because CSLD processes are configured to process requests from one
or more Notes production databases. While specifying a source or target
database for a deletion request is not necessary, some database name must
be set, because otherwise no CSLD process will work on the job.

Set SourceSrvName As String

Get SourceSrvName As String
The name of the server on which sourceDB resides.

Set DocUNID As Variant
Used to set the UNIDs of documents containing references to other
documents that you want to delete from the archive. After the documents
were deleted, the references are removed from the documents with the
specified UNIDs.

Set DeleteSourceDoc As Variant
Used to set the flag that tells the system whether to additionally delete
Lotus Notes documents if these documents contain references to content
that you want to delete from the archive. This property is not considered
unless you specify UNIDs for Set DocUNID As Variant.

Public subs for CSNDeletedob

new( requestType As Integer, jobDB As String, jobSrv As String )
See the description of the base class constructor. The expected request type
is: CSN_DELETE_BY_ID. For all other request types, the constructor
throws error CSNERR_INVALIDREQTYPE.

Public functions for CSNDeleteJob

StoreJobDocument As String
Concrete implementation of the method (defined in the base class CSNJob)
to store the job document described by this object to the given job
database.

Example of a deletion job

In the following example, a given list document contains an item called
ArchivelDs. This field contains several archive document IDs. These will be
written to a delete job.
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Dim ws As New NotesUIWorkspace
Dim uidoc As NotesUIDocument

Dim doc As NotesDocument

Dim doc As NotesDocument

Dim deletionIDsItem As NotesItem

Dim deletedob As New CSNDeleteJdob( CSN_DELETE_BY_ID,
JobDatabaseName,
JobDatabaseServer )

Set uidoc = ws.currentDocument
Set doc = uidoc.Document

Set deletionIDsItem = doc.GetItem("deleteIDs")

' set the job parameters
deleteJob.SourceDBName = ArchiveDatabaseName
deleteJdob.SourceSrvName = ArchiveDatabaseServer
deleteJob.DeletedJobAfterSuccess = True

deletedob.DeletionIDs = deletionIDsItem.Values

" finally store the job document to the
' job given database
Call deletedob.storeJobDocument ()

CSNUpdatedob

Public properties for CSNUpdateJob
Set WorkbasketName As String

Get WorkbasketName As String
Sets the name of the workbasket the documents are moved to. If a
workbasket is set, no index will be updated. The move to the workbasket
has higher priority.

Set UpdateDocs As Variant

Get UpdateDocs As Variant
Used to get/set the document UNIDs of the Notes documents that contain
the updated index information for archive documents. A Notes document
becomes an update document if it contains an item named CSNArchiveID
whose value is set to an archive document ID and either has the same
form as the archived document or is a result document containing the
name of the document type to which it belongs in an item. The variant is
expected to be a string array. For all other value types, error
CSNERR_UNIDNOARRAY is thrown.

Set SourceDBName As String

Get SourceDBName As String
Used to get/set the database path of the Notes database in which the
given documents are found. The syntax of the database path is the same as
for NotesSession’s GetDatabase sub.

Set SourceSrvName As String

Get SourceSrvName As String
Server name on which SourceDBName resides.

Public subs for CSNUpdateJob

new( reqType As Integer, dbName As String, dbSrv As String )
See the description of the base class constructor. The expected request type
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is: CSN_UPDATE_INDEX. For all other request types, the constructor
throws error CSNERR_INVALIDREQTYPE.

Public functions for CSNUpdateJob

StoreJobDocument As String
Concrete implementation of the method (defined in the base class CSNJob)
to store the job document described by this object to the given job
database.

Example of an update job

The following example demonstrates a view action that acts on all documents
currently selected in the view. The action loops over the document collection,
filters all those documents containing a CSNDArchivelD item, and creates an
update job from them.

Dim db As NotesDatabase
Dim docList As NotesDocumentCollection
Dim doc As NotesDocument

Dim job As CSNUpdateJdob

Set db = session.currentDatabase
Set docList = db.UnprocessedDocuments

Set job = New CSNUpdateJdob( CSN_UPDATE_INDEX,
JobDatabaseName,
JobDatabaseServer )

' Create an undimensioned array for the UNIDs

" then redim it to contain as many entries as doclList.
' Array is zero-indexed, therefore count-1

Redim dummy(0) As String

Dim docIdx As Integer

docIdx = docList.Count-1

Set doc = docList.GetFirstDocument
For i=0 To doclIdx
' only take those docIDs for updating that have
'a field "CSNDArchiveID" whose value is NOT "Error"
If( Not doc.GetFirstItem("CSNDArchiveID") Is Nothing _
And doc.CSNDArchiveID(0) <> "Error" ) Then
Redim Preserve dummy (i)
dummy (i) = doc.UniversallD
End If

Set doc = docList.GetNextDocument (doc)
Next

' before setting all job parameters check that at least ONE
" update document was found
If( dummy(0) <> "" ) Then

job.UpdateDocs = dummy
job.SourceDBName = ArchiveDatabaseName
job.SourceSrvName = ArchiveDatabaseServer
job.DeletedobAfterSuccess = deleteJob

' finally store the job document just built
Call job.storeJobDocument ()
End If
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CSNQueryPredicate

Public properties for CSNQueryPredicate
Set SearchField As String

Get SearchField As String
Used to get/set the name of the field used as a query predicate.

Set SearchOperator As String

Get SearchOperator As String
Used to get/set the relational operator used. Allowed values are:

e like
e <
¢ <=

* contains =

Checks if the term specified as the search argument is part of or not part
of the string in a document field (attribute). Possible values are contains
=1 and contains = 0. A value of 1 searches for documents in which the
search argument is part of the attribute. A value of 0 searches for
documents in which the search argument is not included in the attribute.
Matching documents are returned in a result document.

* score =, >, <, >=, Or <=

The operator is combined with a score value between 0 and 1. The score
value is a value for the frequency of the search argument in the field or
attribute to search. Documents are listed in a result document if the field
or attribute to search contains as many occurrences of the search
argument as defined by the operator. For example, if you search for a
text string score > 0.3, the result document will list only documents in
which the occurrences of the search arguments exceed the equivalent of
the score value 0.3.

Note that the relationship between the frequency of a search term and
the score value is not linear. A score value of 0.3 does not mean that 30
percent of the field content must consist of the search argument.

A validity check of the set operator is not done in the script classes.
Set SearchArgument As Variant

Get SearchArgument As Variant
Used to get/set the value used as search argument for the predicate.

Public functions for CSNQueryPredicate

searchArgAsString() As String
This function is used to convert the value given to its valid string
representation. This string representation will then be used to build up the
query string.

CSNQuery

Public properties for CSNQuery
Set MaxDirectHits As Integer
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Get MaxDirectHits As Integer
Used to get/set the number of hits that should be returned directly by that
query. This number defines up to how many hits will be returned as a
complete document with document content. In the case of native archiving,
this will be the Notes document itself; in all other cases, this will be a
result document containing the fields mapped for its document type and
the document content appended as a file attachment.

Set MaxTotalHits As Integer

Get MaxTotalHits As Integer
Used to get/set the number of hits this query will return at most. This
number defines the absolute maximum number of hits to be returned. It is
supposed to be higher than or equal to the number of direct hits. If the
number of hits the given query produces lies between maxDirectHits and
maxTotalHits, a single hit-list document will be created containing a table
with representative fields for the given document type and one row for
each hit returned.

Set DocumentType As String

Get DocumentType As String
Used to get/set the only document type this query yields to. The
document type defines which archive container the query applies to. By
using the set property, a single document type will be set. If the current
query should yield to more than one archive container, use the

addTargetDocType sub instead (for description see [“Public subs for|
CSNQuery”).

Public subs for CSNQuery

addPredicate( p As CSNQueryPredicate )
Adds a new predicate to the query (see also [*CSNQueryPredicate” on page]
266).

and()or()
The and(), or(), openParentheses(), and closeParentheses() subs are used
to combine the given predicates together. The order in which calls to
addPredicate() and the combination operators are made defines the way in
which predicates are logically combined.

openParentheses () closeParentheses()
Just as with the and() and or() subs, the openParentheses and
closeParentheses subs, too, are used to logically build up the query. They
allow the precedence in which the operators will be evaluated by the
archive search engine to be changed.

addTargetDocType( formName As String )
In contrast to the setTargetDocType property, this sub is used to add
additional document types the current query should apply to. The
document types will determine the archive containers in which the archive
search engine will perform the query. All given document types are
expected to have the field(s) referenced by the query’s predicate(s). If any
of the given target document types does not include any of the given
fields, the search request will return an error.

new( reqType As Integer, dbName As String, dbSrv As String )
See the description of the base class constructor. The expected request type
is: CSN_UPDATE_INDEX. For all other request types, the constructor
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throws error CSNERR_INVALIDREQTYPE. New will create an empty
query. At least one call to addPredicate has to be made in order to be able
to store a valid query job.

Note: You cannot update index information if single-instance storing is
enabled.

Public functions for CSNQuery

StoreJobDocument As String
Concrete implementation of the method (defined in the base class CSNJob)
to store the job document described by this object to the given job
database.

Example of a query job

Suppose that the Notes database is a catalog of music. The document type is called
Recording. An archive query looking for all recordings after 1985 conducted by
either Leonard Bernstein or Herbert von Karajan would be constructed as follows:

Dim query as New CSNQuery( CSN_QUERY,
JobDatabaseName,
JobDatabaseServer )

Dim recDatePred as New CSNQueryPredicate
Dim conductorPredl as New CSNQueryPredicate
Dim conductorPred2 as New CSNQueryPredicate

' and set the query's only target document type to "Recording"
query.TargetDocType = "Recording"
" start with building all the predicates

" initialize a date Variant to current date then set it
Dim recDate as Variant

recDate = Date

recDate.Year = 1985

recDate.Month = 1

recDate.Day = 1
recDatePred.SearchField = "RecordingDate"
recDatePred.SearchOperator = ">"
recDatePred.SearchArgument = recDate

conductorPredl.SearchField = "Conductor"
conductorPredl.SearchOperator = "contains=1"
conductorPredl.SearchArgument = ' "Bernstein" | "Karajan" '

" now combine all these predicates into one query
Call query.addPredicate(composerPred)

Call query.and()

Call query.addPredicate(recDatePred)

Call query.and()

Call query.openParentheses()

Call query.addPredicate(conductorPredl)

Call query.closeParentheses()

' set the other parameters needed for a query job
query.TargetDBName = WorkingDatabaseName
query.TargetSrvName = WorkingDatabaseServer

" build a maximum of 10 documents complete with content
" and return up to 50 hits in total

query.MaxDirectHits = 10

268 CommonStore for Lotus Domino: Administrator’s and Programmer’s Guide



query.MaxTotalHits = 50

" finally store the job document just built
Call query.StoredJobDocument

Script classes for CSLD - Records Enabler

Subs

A Lotus Script Library containing a set of scripts is provided for the functions of
Record Enabler.

To use these scripts, the sub RMESetConfiguration must be called when the Notes
Client is opened to initialize the properties in the profile document. The properties
will be used in every Records Enabler function. When the Notes Client is closed,
the sub RMECleanTempDocument must be called to clean the sensitive values in
the profile document.

Public Sub RMEDeclaration( doc As NotesDocument )
Parameter: the Notes document

This function archives the Notes document if document is not archived,
and launches the manual declaration Web page to allow the user to
manually declare records.

Public Sub RMEViewRecord( doc As NotesDocument)
Parameter: the Notes document

If the notes document is record, this function launches the Web page to
show the record information.

Public Sub RMECreateFolder( FolderName As String )
Parameter: the folder name

This function creates a folder, which can be used to automatically declare
records. To enable auto declaration, the agent RMEDeclareProgAgent must
be enabled.

Public Sub RMESetConfiguration
This sub initializes the properties for the profile document.

Public Sub RMECleanTempDocument
This function is used to clean the values for profile document.

Public Sub RMERefreshRecordIndicator
This sub checks all the archived Notes document in the database to verify
if the Notes document has been declared as a record. If the notes
document is a record, RMEisRecord is set to yes.
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Appendix A. Keywords in the server configuration profile

The keywords allow you to adapt server configuration profiles to your needs. Each
keyword is explained in detail; the following sections describe the function of each
keyword, the context in which to use it, and the parameters or values you can
specify. The keywords are organized in two sections:

* |“Global keywords” on page 272
s |“Archive-specific keywords” on page 279

Within these sections, the keywords are sorted in alphabetical order.

After you have customized the profiles according to your setup, they assume the
role of the CommonStore Server configuration profile whenever you specify them
using the option -i.

The CommonStore Server reads the profile before it executes. Any change in this
profile requires that you restart the server for the changes to take effect.

General remarks

To avoid unnecessary errors, read the following general remarks carefully before
you start modifying a server configuration profile.

Important

* Do not use the names of keywords as values. It is especially important that you
do not use VI as an archive ID by setting the ARCHIVE keyword to this value.
However, you can use keywords as values when you enclose them in single quotes,
for example: SERVER 'VI'.

e Every line is analyzed separately.

* Keywords can start in any column of the line.

* There must not be any characters — except for blanks — before keywords.
* If a keyword is encountered several times, the last one is used.

* Scanning of the file continues until the keyword END is encountered or the end
of the file is reached.

* The # character is the comment symbol. When a line in the server configuration
profile starts with a #, CommonStore does not process it.

* Some keywords are now obsolete. Therefore, they are no longer documented.
The CommonStore Server still accepts these keywords, but issues a warning if it
detects one of them in a server configuration profile. The following keywords
are obsolete:

— ARCHAGENT

- ARCHAGENTOD
— ARCHAGENTVI

— ARCHREG

— ARCHWIN_PORT
— ARCHWINS

— DISPATCHER

— ACTIVEQ_FILE
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— SENDQ_FILE
— WAITQ_FILE

Use the BINPATH keyword to replace ARCHAGENT, ARCHAGENTOD,
ARCHAGENTVI, ARCHREG, ARCHWINS, and DISPATCHER. BINPATH
specifies the directory in which the binary files of the CommonStore Server
reside. For more information, see the entry for BINPATH on page
Likewise, replace the keywords ACTIVEQ_FILE, SENDQ_FILE, and
WAITQ_FILE with QUEUEPATH. The QUEUEPATH keyword specifies the

directory for all queue files. See the entry under QUEUEPATH for more
information.

Global keywords

This section deals with keywords that you only set once in the server configuration
profile. When set, they are valid for the entire CommonStore Server instance that
the profile belongs to. This means that if a keyword affects the configuration of
backend archives, it is valid for all the archives listed in the profile.

ADSMAGENTS number
For use with Tivoli Storage Manager only. Using this TSM-specific keyword,
you can specify the total number of parallel Tivoli Storage Manager client
sessions (name: archagent) that the CommonStore Server establishes. For a
direct archiving or retrieval operation on tape drives, keep the following in
mind: The number of sessions must be equal to or lower than the number of
tape drives. For performance reasons, it is recommended that you use as many
agents as there are tape drives available. The default value is 0.

Example
ADSMAGENTS 3

ALL_PORTS_FIXED YES | NO
Only relevant if you run more than one instance of the CommonStore Server.
Setting this keyword to the value YES assigns a fixed and unique range of port
numbers to a server instance. This prevents processes from colliding because
they use the same port number. By default, CommonStore automatically
generates and assigns a port number to a process. The assignment is dynamic,
meaning that a number is newly assigned each time a process is started. If an
automatically generated port number is the same as the one that you have
specified as the fixed port for ARCHWIN_PORT or ARCHPRO_PORT of
another CommonStore Server instance, a collision occurs, and the affected
processes fail.

The range of ports that is assigned to a server instance depends on the number
of processes started or controlled by the server instance. For details, see
[fixed ports for multiple server instances” on page 161

ARCHPRO_PORT port
Using this keyword, you can specify the TCP/IP registration port used by all
CommonStore clients and all CommonStore DLLs for connecting to the
CommonStore Server. ARCHPRO_PORT replaces ARCHWIN_PORT.

Example
ARCHPRO_PORT 5500

Note: The port number you specify must be greater than or equal to 5000.
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BINPATH path
Specifies the complete path to the binary files of the CommonStore Server.

Example
BINPATH C:\Program Files\ibm\csld\bin

Attention: Do not rename binary files. In addition, make sure that they reside
in a single directory.

BROWSERCACHING ON | OFF
Enables or disables browser caching. When set to OFF, content that is
temporarily retrieved for viewing purposes is not stored in the cache memory
of the Web browser. This ensures that the content can be viewed only if users
access the archive. It thus prevents them from creating local copies and
forwarding these to users without access to the archive. If the keyword is not
set, browser caching is enabled (ON).

CHECK_ARCHIVE_SERVER ON | OFF
Specifies whether the CommonStore Server starts if an archive is not available.
When set to ON, all archives for the configured agents must be available and
have the mandatory attributes defined at startup; otherwise, CommonStore
refuses to start. When set to OFF, CommonStore displays a warning if an

archive is not available; nevertheless, it continues to start up. The default value
is ON.

CMAGENTS number
For use with Content Manager Version 8 only. The keyword allows you to
specify the number of parallel Content Manager sessions. This is the number of
agents that CommonStore starts simultaneously to access Content Manager
Version 8. The default value is 0, which means that no agent is configured. To
access a Content Manager Version 8 archive, you must specify at least one
agent.

Example
CMAGENTS 3

CONFIG_FILE filename
Specifies the configuration file for the CommonStore Server to store all variable
parameters such as passwords, user names, and the current version number.
The value filename specifies the full path and the name of the file.

Example
CONFIG_FILE c:\ibm\csld\archint.cfg

Important: The configuration file is encrypted.

DOMINODPS number
Specifies the number of Domino dispatchers, that is, the number of interfaces
between the CSLD Task component and the CommonStore Server. Set this
value to the number of CSLD Task instances.

Example

If you use two instances of the CSLD Task, one for archiving and one for
retrieval, set the keyword to the value 2:

DOMINODPS 2
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ECLIENT_EXCLUDED_TYPES MIME_type
Content Manager 8 only. Excludes certain file types from eClient viewing, that
is, archived documents of the specified type cannot be viewed in the Content
Manager 8 eClient. Use MIME types as values of this keyword.

Example
ECLIENT_EXCLUDED_TYPE 'application/x-alf,text/plain’

Excludes archived documents associated with the MIME types
application/x-alf and text/plain.

ECLIENT_INCLUDED_TYPES MIME_type
Content Manager 8 only. Specifies the MIME types of documents that can be
viewed in the Content Manager 8 eClient. To specify more than one MIME
type, separate the MIME types by commas.

Example
ECLIENT_INCLUDED_TYPE '='

Allows all types to be viewed in the Content Manager 8 eClient. This is also
the default value, that is, if the keyword is not set.

ECLIENT_URL_PREFIX path
Content Manager 8 only. Specifies the host name of the eClient server
including the path to the application. You must set this keyword if you want to
integrate the Content Manager 8 eClient into your CommonStore environment.

Example
ECLIENT _URL_PREFIX '/myserver.com/eClient82/'

The eClient server application is located in the eClient82 directory on the
server myserver.com.

ECLIENT_USER user ID
Content Manager 8 only. Defines a common authentication ID for eClient
logons. This allows users to view archived content in the Content Manager 8
eClient without having to submit their user IDs and passwords.

Example
ECLIENT_USER cslogon

The Content Manager 8 user ID cslogon is used for eClient access.

Note:

* This keyword is optional and its use is not recommended because it poses a
security hazard.

* You set this keyword globally, that is, once for all eClient-enabled archives.

* You must submit the password of the chosen user ID once to fully
authenticate it as the ID for eClient access. To do so, you must enter the
appropriate archpro command. See [“archpro” on page 290| for more
information.

END
Using this keyword, you can specify the end of the parameter definitions.
When END is encountered, the CommonStore Server stops searching the
configuration profile for keywords.
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ERRORLOG_FILE filename
Specifies a directory and a file in which all errors occurring during a
CommonStore operation are recorded. The error log file is a text file. The
entries in the error log file consist of one section per failed operation. The first
error in a failed operation is recorded in the error log file. The entries in the
error log file contain the following information:

1. Date and time when the error occurred.

2. Component where the error occurred (Content Manager, CMOD, Tivoli
Storage Manager, and so on).

3. Return code, extended return code if present, reason code if present.
4. Error description obtained from the application programming interface or
generated by CommonStore.

The error log file grows without size limitation.
Default
Value of INSTANCEPATH + "csserror.log”

Example
ERRORLOG_FILE C:\CSLD\instl\log\csserror.log

INSTANCEPATH path
Specifies the directory in which the instance-related files (for example, profile,
configuration file) are located. Create a subdirectory for each CommonStore
server instance that you use. Set the INSTANCEPATH keyword for each
instance, that is, for each instance specify a path that points to the related
subdirectory. All instance-related files are maintained in these directories.

Default
Value of the BINPATH keyword.

Example
INSTANCEPATH  c:\csldinst\instl

JAVA_OPTIONS options
Specifies options for the Java runtime. The Java runtime is started with the
specified options when called by a CommonStore Java component. Enclose the
values of this keyword in single quotes. Separate multiple options by space
characters.

Example
JAVA_OPTIONS '-Xmx128m' '-Xrs'

The option '-Xmx128m' increases the maximum memory size used by the Java

Virtual Machine to 128 MB. The additional option '-Xrs' prevents unwanted
stops of Java processes.

JAVARUNTIME filename
Specifies the full file name (including the path) of the Java runtime executable
(java or java.exe).

Example
JAVARUNTIME C:\jdkl.4\bin\java.exe
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Notes:

* CommonStore is delivered with a Java Runtime Environment (JRE), which is
referenced in the sample profiles. If possible, use the setting in the sample
profile.

* If the keyword is not set, the choice of the JRE depends on the operating
system. On AIX, Linux, and Windows, CommonStore uses its own JRE. On
HP-UX, Sun Solaris, and OS/400, it uses the JRE of the operating system.

KEYSTORE_FILE filename
Specifies the path and file name of the keystore containing the certificate for
the CommonStore Server. The certificate is required if you want to use HTTPS
communication. If a keystore does not exist, or if the CommonStore Server
cannot find the keystore, HTTPS communication does not work.

Example
KEYSTORE_FILE C:\SSL\keystore.jks

LOG ON | OFF
When enabled (value ON), a CommonStore Server log file is created every day,
provided that the system is active. The default value is ON. The CommonStore
Server log file contains information about all archiving and retrieval events.
The CommonStore Server log files are generated in the following format:
aiyyyymmdd.Tog

where:
* yyyy = the year
* mm = the month
e dd = the day
LOGPATH path
Using this keyword, you can specify the location of the CommonStore Server

log files. By default, the log files are written to the directory that the
INSTANCEPATH keyword points to.

Example
LOGPATH C:\Program Files\IBM\CSLD\1og
MAILSERVER host{:port]
Using this keyword, you can specify the host and port of an SMTP e-mail

server to which the e-mails are sent that are created in the CommonStore
browser view. By default, no e-mail server is defined.

Example
MAILSERVER mailserv:47110
ODAGENTS number
For use with Content Manager OnDemand only. Using this keyword, you can

specify the maximum number of parallel CMOD sessions (name: archagentod).
The default value is 0.

Example
ODAGENTS 1
QUEUEPATH path

Specifies the directory in which the queue files are stored on the CommonStore
Server. Queue files are temporary files representing archiving or retrieval jobs.
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Use this keyword to change the default queue path, which is
<INSTANCEPATH>\queue, where <INSTANCEPATH> stands for the path that
the INSTANCEPATH keyword is set to. Note that the name of the directory
must be queue.

Example
QUEUEPATH D:\queue

Important: Enclose the value of the keyword (the path) in single quotes if the
value contains blanks.

REPORT ON | OFF
If set to ON, the CommonStore Server produces some additional information.
The output is written to an output unit called stdout, which is normally the
console. The default value is OFF.

Note: Set the keyword to ON for tracing purposes, for example, when you set
up the CommonStore Server or track down errors.

SERVICE_TRACEFILE filename
Specifies an additional trace file to record the startup and shutdown of the
CommonStore service. This trace file is useful only for analyzing problems
with the CommonStore service. If the keyword is not specified, a service trace
file is not written.

SSL_CLIENTAUTH ON | OFF
Enables client authentication for HTTPS connections. When set to ON, only

authorized clients can connect to the CommonStore Server. The default value is
OFF.

Example
SSL_CLIENTAUTH ON

SSL_WEBPORT port
Specifies the port to be used for HTTPS connections. The port, like other ports,
is identified by an integer. To switch off HTTPS support, you can specify 0 as
the port number. This is also the default.

Example
SSL_WEBPORT 5590

STARTUP_TRACEFILE filename
Specifies the full file name of the startup trace file. If specified, all
CommonStore executables record messages during the initial startup phase in
this file. This trace file is very useful in case of initial communication problems
among the server executables. For all other problems, it is unlikely to offer any
help. If the keyword is not specified, a startup trace file is not written.

Example
STARTUP_TRACEFILE C:\CSLD\startup.trace

Note: The startup trace file is rewritten at each start of the CommonStore
Server.

SYSTEMTYPE DOMINOSYSTEM | EXCHANGESYSTEM | SAPSYSTEM
Different CommonStore products can use the same CommonStore Server. If
you want to use more than one CommonStore product, add the missing
parameters to the SYSTEMTYPE specification, as in the following example:
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SYSTEMTYPE DOMINOSYSTEM EXCHANGESYSTEM SAPSYSTEM

These settings affect only the LUM licensing part.

TEMPPATH path
Specifies the directory in which the CommonStore Server stores temporary files
needed for processing.

If this setting is missing in your server configuration profile, CommonStore
checks the environment variable TMPDIR. If this variable is not set either, the
temporary files are written to the system’s temporary directory.

Example
TEMPPATH c:\temp

TRACE ON | OFF
If set to ON, the CommonStore Server writes trace information to the trace file.

Example
TRACE ON

Note: This parameter should be used only for the purpose of detecting
problems. The default value is OFF. Do not delete the trace file while the
CommonStore Server is running as this affects further writing to this file.

TRACEFILE filename
Specifies the trace file for the CommonStore Server. All trace information is
stored in this file. The value filename specifies the path and the name of this
file. CommonStore uses this setting only if tracing has been activated. The
default value is <INSTANCEPATH>\archint.trace, where <INSTANCEPATH> is
the value of INSTANCEPATH.

Example
TRACEFILE C:\CSLD\server\instl\archint.trace

Attention:

Do not delete a trace file while the CommonStore Server is running. Stop the
CommonStore Server first by using the archstop command.

TRACEMAX number
Specifies the maximum size of the CommonStore Server trace file in KB. The
default size is 1024.

Example
TRACEMAX 500

TRUSTSTORE_FILE filename
Path and file name of a truststore used by the CommonStore Server. This
keyword is required if you use HTTPS communication with client
authentication. The CommonStore Server compares the certificates in the
truststores with the certificates of connecting net clients for authentication. If
you do not specify the truststores using this keyword, client authentication
does not work.

Example
TRUSTSTORE_FILE C:\SSL\truststore.jks
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URL_ENCODING schema ID
The keyword URL_ENCODING specifies the encoding schema used by the
HTTP dispatcher for URLs. The default encoding schema is ISO-8859-1.

Example
URL_ENCODING 'UTF-8'

VIAGENTS number
For use with Content Manager for iSeries 5 only. Using this keyword, you

specify the number of archagentvi agents running in parallel. The default value
is 0.

Example
VIAGENTS 3

WEBDPS number
Specifies the number of parallel sessions for CommonStore Web access. The
default value is 0.

Example
WEBDPS 5

Note: By default, Web access to the CommonStore archive is not enabled. To
enable Web access, specify the WEBDPS keyword.

WEBPORT port
Using this keyword, you can specify the TCP/IP port number used to access
the Web dispatcher using a Web browser.

Example
WEBPORT 5501

Note: The HTTP protocol used for communication with the Web dispatcher
uses the TCP/IP port 8085 by default. If no Web server is running on the
machine on which the CommonStore Server is running, the default TCP/IP
port 8085 can be used.

WEBROOT path
Specifies the directory in which the HTTP interface of the CommonStore Server
expects to find the files necessary for Web operations, such as browser
viewing. If the keyword is not set, the default is the path set by the
INSTANCEPATH keyword.

Example
WEBROOT /home/csadml/webroot

Archive-specific keywords

This section deals with the keywords that are only valid for particular archives
when set. To configure or enable a feature for an archive, you add these keywords
to the corresponding ARCHIVE statements in the server configuration profile. This
implies that using a feature or setting with more than one archive requires you to
add the appropriate keywords to each ARCHIVE statement individually.
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ACCESS_CTRL YES | NO
Causes CommonStore to call the CSExit.DLL file, which replaces the registered
archive logon user with another Content Manager user. The CSExit.DLL file
must be provided by the customer.

Default
NO

Example
ACCESS_CTRL YES

ADDVIEWFILTERATTR ON | OFF
Used in connection with Content Manager 8 item-type subsets. If an attribute
is filtered, but does not exist in the documents to be archived, CommonStore
can add it automatically and assign a value allowed by the filter definition.
This is only done if the attribute is not included in a property mapping. To
switch this function on, set the keyword ADDVIEWFILTERATTR to ON.

Example

ARCHIVE A1l
STORAGETYPE CM
LIBSERVER ICMNLSDB
CMUSER CMUSER
ITEM_TYPE ItemTypeSubset

ADDVIEWFILTERATTR ON

ADSMNODE nodename
For use with Tivoli Storage Manager only. Using this TSM-specific keyword,
you can specify the node name for the Tivoli Storage Manager login procedure.
Do not add this keyword to the ARCHIVE statement if you use the
PASSWORD GENERATE option of Tivoli Storage Manager.

ALLOW_TSM_COMPRESSION ON | OFF
For use with Tivoli Storage Manager only. The keyword allows you to archive
with or without TSM compression.

If ALLOW_TSM_COMPRESSION is set to OFF (or not specified),
CommonStore sets the flag already compressed for all archive operations in the
respective TSM archive. This flag prevents TSM from compressing the
document, independent of any TSM compression settings.

If ALLOW_TSM_COMPRESSION is set to ON, CommonStore does not set the
flag already compressed during an archiving operation. Depending on the TSM
configuration, the documents are stored in a compressed or decompressed

format.

Example

ARCHIVE Al
STORAGETYPE TSM
SERVER ADSMSERVER
MGMT_CLASS DEMO
ADSMNODE CSLD
ALLOW_TSM_COMPRESSION ON

APPGROUP group

For use with Content Manager OnDemand only. This keyword allows you to
specify the name of the Content Manager OnDemand application group.
Enclose application group names containing spaces in single quotation marks.

Example
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APPGROUP 'CSLD Mail Demo'

APPLICATION app
For use with Content Manager OnDemand only. This keyword allows you to
specify the name of the CMOD application. Enclose application group names
containing spaces in single quotation marks.

Example
APPLICATION 'CSLD Mail Demo'

ARCHIVE archive_ID
The value archive_ID specifies the logical archive ID, for example Al. The
archive ID must be unique. CommonStore uses it to identify the requested
archive. The STORAGETYPE keyword must be specified as the second
keyword. All following keywords depend on the storage type. Keywords
belonging to different storage types must not be combined in a single
ARCHIVE statement. See the following example:

ARCHIVE Al
STORAGETYPE M
LIBSERVER sampleLibServer
ITEM_TYPE sampleltemType
CMUSER sampleUser
ARCHIVETYPE GENERIC_MULTIPART
Important:

* You must not use VI as an archive ID of a Content Manager for iSeries 5
archive. In general, keywords of the server configuration profile must not be
used as names.

¢ It is recommended that you save these settings and do not change them
after you have completed the setup; this is because retrieval operations
depend on them.

 The specification ARCHIVE DEFAULT is no longer valid. If you cannot access an
archive, check if this statement is in the server configuration profile (usually
archini.ini). If the answer is yes, replace DEFAULT with the logical archive ID.

ARCHIVETYPE GENERIC | GENERIC_MULTIPART | GENERIC_MULTIDOC
| BUNDLED
This is an additional keyword for the ARCHIVE statement. It takes the
following values:

GENERIC
For use with Content Manager for iSeries 5, Content Manager OnDemand,
and Tivoli Storage Manager. Do not use this setting with Content Manager
8 archives. It is no longer supported.

GENERIC_MULTIPART
For use with Content Manager 8 only. If the chosen archiving type is
Component, all document components or parts (attachments, document
body) are stored in a single archive document. If another archiving type is
used, the behavior is the same as for GENERIC_MULTIDOC.

GENERIC_MULTIDOC
For use with Content Manager 8 only. This keyword instructs the archiving
agent to convert each document or message part to a document of its own.
As a result, each part is stored as a single document in the archive.
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BUNDLED
For use with Content Manager 8 only. This keyword instructs the archiving
agent to merge all message parts into one Content Manager 8 resource
item.

ATTRMAPPING_FILE filename
For use with all supported archive systems except for Tivoli Storage Manager.
Specifies the full file name (including the path) of an attribute mapping file. An
attribute mapping file allows you to map the CommonStore system attributes
to other attributes in the archive. Hence the values of the CommonStore system
attributes are stored in attributes with other names. An attribute mapping file
is a simple text file that contains a table of mappings.

Entries in an attribute mapping file must follow this pattern:
INTERNAL_<CS_ATTR_NAME> <custom attribute name>

where <CS_ATTR_NAME> is one of the CommonStore system attribute names used
for the respective archive and <custom attribute name> is the name of the
attribute that you want to store the system attribute value in.

Example of an entry in an attribute mapping file
INTERNAL_CSORIGINATOR ORIGIN

Example of an archive section including a reference to
an attribute mapping file

ARCHIVE Al
STORAGETYPE M
LIBSERVER sampleLibServer
ITEM TYPE sampleltemType
CMUSER sampleUser
ARCHIVETYPE GENERIC_MULTIPART

ATTRMAPPING_FILE "C:\CSLD\Server\instance0l\csmapping.txt"

CMUSER user ID
For use with Content Manager Version 8 only. The keyword allows you to
specify a user ID to log on to Content Manager Version 8. This way,
CommonStore logs on to Content Manager Version 8 automatically, that is, at
the time when you start the CommonStore Server.

Example
CMUSER CSTORE
ECLIENT_PROTOCOL HTTP | HTTPS
For use with Content Manager 8 only. Determines the transmission protocol

that is used when archived documents are displayed in the Content Manager 8
eClient. The default value is HTTP.

Example
ECLIENT_PROTOCOL HTTPS

HTTPS is used for communication between the Web browser (eClient) and the
eClient server.

ECLIENT_VIEWING YES | NO
For use with Content Manager 8 only. Enables the viewing of archived content
in the Content Manager 8 eClient. The default value is NO.

FOLDER folder
For use with Content Manager OnDemand only. Using this CMOD-specific
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keyword, you can specify the name of the Content Manager OnDemand folder.
The term folder must be the name of a folder which references the CMOD
application group specified using the keyword APPGROUP. Folder names
containing spaces must be enclosed in single quotation marks.

Example
FOLDER 'Lotus Notes EMails'

FULLTEXTSEARCH_INIFILE path
For use with Content Manager 8 only. The keyword specifies the name and
path of the virtual-content attribute-definition file that is to be used by the
CommonStore text-search function.

Example
FULLTEXTSEARCH_INIFILE '<path>\csld_map_entire.ini'

INDEX_CLASS index_class_name
For use with Content Manager for iSeries 5 only. Specifies the index class that
the CommonStore Server uses to archive document content. This index class
must be defined on the corresponding Content Manager library server.

Example
INDEX_CLASS TestClassl

INDEX_CLASS_COMP index_class_name
For use with Content Manager for iSeries 5 only. The keyword allows you to
specify the Content Manager index class which the CommonStore Server uses
to archive the single components of a document. This index class represents
the final index class where the components of an archived document are
stored. If this keyword is omitted, a default index class name is taken, which
consists of the name of the primary index class (specified by keyword
INDEX_CLASS) and the suffix comp. This index class must be defined on the
corresponding Content Manager library server.

ITEM_TYPE name
For use with Content Manager Version 8 only. Specifies an item type (formerly:
index class) that the CommonStore Server archives to. You must also define
this item type on the Content Manager library server.

Example
ITEM TYPE TestTypel
LIBSERVER server_name
For use with Content Manager for iSeries 5 or Content Manager 8 only.

Specifies the name of a library server. CommonStore establishes a connection to
this server using the subsequent parameters.

Example
LIBSERVER LIBSRVESD

Note: Check if you have a valid FRNTABLE file.

MGMT_CLASS management_class
For use with Tivoli Storage Manager only. You must specify this keyword. It
defines the TSM management class that the CommonStore Server uses to
archive documents. The parameter string can consist of up to 16 characters.
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Attention:

Keep in mind that Tivoli Storage Manager automatically deletes all files as
soon as the expiration period is reached. Therefore, check the Tivoli Storage
Manager expiration date (specified in the management class in the Tivoli
Storage Manager archive storage pools).

MULTIPART ON | OFF
For use with Content Manager for iSeries 5 only. Specifies if documents are
stored on the Content Manager server in multiple parts. It is recommended
that you store the documents in one part because documents in multiple parts
can cause problems if they are displayed in the Content Manager viewer.
Setting the value of MULTIPART to OFF or NO stores any content in one part.
Setting the value of MULTIPART to ON or YES stores documents in multiple
parts on the Content Manager server.

Default
OFF

Example
MULTIPART ON

ODHOST hostname
For use with Content Manager OnDemand only. Using this keyword, you can
specify the instance name of the CMOD library server. In the OnDemand
remote library configuration, you can specify the host name or IP address of
this instance, and the communication port. If the instance is not configured, the
default instance is taken as the value of ODHOST, and the default port 1445 is
used.

Example
ODHOST cmodsrv

ODUSER username
For use with Content Manager OnDemand only. Using this CMOD-specific
keyword, you can grant a CMOD user the right to view, add, and delete
documents contained in the application group that you specified by using the
APPGROUP keyword. At the same time, this user gains access to the folder
specified by the FOLDER keyword.

Example
ODUSER admin

PROTECTION prot_flags | OFF
Using this keyword, you can specify the default protection for an archive.

The value of prot_flags is a combination of the letters r (read), ¢ (create), u
(update), and d (delete). The default value depends on the value of
ARCHIVETYPE. If the value is SAP, the default is rcud. For all other values of
ARCHIVETYPE, the default is PROTECTION OFF. When set to OFF, the archive is
not protected, that is, all operations are allowed. Typically, OFF is used in
connection with CommonStore Web access.

Example
PROTECTION rcu
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In this example, READ, CREATE, and UPDATE operations are protected,
meaning that the permissions needed to carry out the operation are checked.
The DELETE operation is unprotected, meaning that no permission checks are
performed.

SERVER server_name
For use with Tivoli Storage Manager only. Using this keyword, you specify the
name of the Tivoli Storage Manager library server. CommonStore establishes a
connection to this server with the subsequent definitions. The dsm.sys file
contains all necessary communication parameters for Tivoli Storage Manager.

Example
SERVER ADSMSERVO1

SISCHILDNAME child_component
For use with Content Manager 8 only. The keyword specifies the name of the
Content Manager 8 child component required for single-instance storing.

Example

ARCHIVE TEST
STORAGETYPE (M
ITEM_TYPE SISTESTS
LIBSERVER CHAMPAGNE
ARCHIVETYPE GENERIC_MULTIDOC

CMUSER ICMADMIN
SISCHILDNAME SISCHILD
SSL ON | OFF

Enforces HTTPS communication for an archive. When set to ON, the archive
can only be accessed through an HTTPS connection. The default value is OFFE.

STORAGETYPE TSM | CM | VI400 | ONDEMAND
Using this keyword, you specify the archive system to which the logical
archive is attached. CommonStore needs this information to select the proper
archiving agent. You must specify the storage type for each logical archive that
you define. Specify one of the following values:
* TSM for Tivoli Storage Manager archives
* (M for Content Manager 8 archives
* VI400 for Content Manager for iSeries archives

* ONDEMAND for Content Manager OnDemand archives

Example
STORAGETYPE TSM

Note:
* This keyword is mandatory.
¢ This keyword must appear first after the ARCHIVE keyword.

TEXT_SEARCHABLE [YES | NO] | [CS_ALL | CS_BODY CS_ATTR

CS_ATTACH ]
For use with Content Manager 8 in connection with the CommonStore
text-search function. The keyword setting determines the internal TIEFLAG
value. Setting the keyword to a value other than NO, you allow text-search
operations on the documents stored in the item type and at the same time
select the sources that contribute to the text-search index. Only terms that were
added to the text-search index can be found by using the text-search function.
Use one or a combination of the following values:
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CS_ALL
A shorthand for a combination of CS_BODY, CS_ATTR, and CS_ATTACH.

CS_BODY
Indexes the document or message body.

CS_ATTR
Indexes the values of the following document fields in a mail file:
* Subject
* From
* To
¢ Cc
* Bcc

CS_ATTACH
Indexes attachments.

CS_CMATTR
Indexes the Content Manager attributes that are listed in the
icmfce_config.ini file of the text-search user-exit. The values are copied
from the Content Manager attributes rather than from the Lotus Notes
document.

In contrast to CS_ATTR, this value can be used to index any Content
Manager attribute, and not just a subset. Furthermore, it is also suitable for
attribute indexing in connection with attachment archiving.

NO
Disables text-search operations for the item type.

YES
Enables text-search operations using the (less powerful) Content Manager 8
text-search capabilities rather than the CommonStore text-search user-exit.
This setting guarantees backward compatibility with CommonStore
versions before 8.2.3. An installation of the CommonStore text-search
user-exit is not required for this setting.

Example

ARCHIVE B1
STORAGETYPE CM™
ITEM_TYPE MATL1
LIBSERVER BERLIN
ARCHIVETYPE GENERIC_MULTIDOC
CMUSER ICMADMIN

TEXT_SEARCHABLE CS_BODY CS_ATTR

Note: You must also enable the item type itself for text search. See |”Creatin§|
item types for the document models GENERIC_MULTIPART and|
GENERIC_MULTIDOC” on page 37| or [‘Creating item types for the document|
model BUNDLED” on page 38| for more information.

TIMEOUT seconds
Causes the agents to close the connections to the archive server after they have
run idle for longer than the period specified by the value of TIMEOUT. This
value must be an integer and denotes a number of seconds. The default value
for the TSM agent is 0 and for all other agents 86 400 (one day). A connection
is re-established automatically when a new request is sent to the archive server.

TRUNCATE_ATTRIBUTE ON | OFF
For Content Manager for iSeries 5, Content Manager 8, and Content Manager
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OnDemand. If you switch truncation on, attribute values that are longer than
the maximum length defined for the field in the archive are cut off so that the
values fit in the space reserved for them. If you switch truncation off,
documents with attribute values longer than the specified maximum cannot be
archived. To switch truncation on, you add the following line to the ARCHIVE
section in the server configuration profile:

TRUNCATE_ATTRIBUTE ON
The default value is OFF

Note: The setting is valid for all archive attributes. It is impossible to truncate
only a subset of the available attributes.

CommonStore does not cut off attribute values if their completeness is
considered to be crucial. So if values that are longer than the defined
maximum are to be stored in one of the following attributes, an error is
returned:

+ CSCDISIS

+ CSCRISIS

* CSLDOrigUser

* CSLDOrigDB

¢ CSLDDocUNID

VIUSER username
For use with Content Manager for iSeries 5 only. Using this keyword, you can
specify the user name for the login procedure.
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Appendix B. CommonStore commands

This command reference serves as a quick lookup guide that allows more
experienced users to control CommonStore from a command-line or Windows
Command Prompt. To illustrate the command syntax, syntax diagrams are
employed. If you are not familiar with reading syntax diagrams, read the brief
explanation in[Appendix J, “Reading syntax diagrams,” on page 349

archadmin
Purpose
This program allows a connection to a CommonStore Server to be opened in order

to view the messages issued by the CommonStore Server. It is possible to open the
connection across machine and platform boundaries.

Format
»>—archadmin >
(1)
rchint.ini localhost ARCHPRO_PORT—l
[ L -p—port number: ><

LL -i—ini fz'le—I I— - m—machine—
-h

L —check_ah’ve—I

Notes:
1 If the .ini file is found, the value for ARCHPRO_PORT is used.

Parameters

-m machine
Specifies the machine name or IP address of the computer on which the
archpro program is running.

-p port number
Specifies the fixed port used by the archpro program.
-i ini file
Specifies the path and the file name of the server configuration profile used by

the archpro program. Using this parameter, you can specify a file on the local
machine only.

-check_alive
Checks to see if the CommonStore Server is running. A return code 0 indicates
the server is alive.

-h Displays help information on how to use the archadmin command.
Comments

You connect a computer to another computer running the archpro program by
specifying the machine name and the port number (parameters -m and -p). If you
do not specify a machine name, CommonStore assumes that the machine to
connect to is the one named local_host. The fixed port number can also be read
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from the server configuration profile. If you neither specify -p, nor -i, the required
information is taken from the standard server configuration profile, the archint.ini
file. Only port numbers above 5000 are accepted. Connections between different
operating systems, for example Windows and AIX, are supported.

Examples

archadmin
Connects to the archpro program by reading the port number from the
archint.ini file.

archadmin -p 5510
Connects to the archpro program by using the fixed port 5510.

archadmin -m obelix -p 5510
Connects to the archpro program running on a computer named obelix; the
connection is established by using the fixed port 5510.

archadmin -m 9.164.10.20 -p 5510
Connects to the archpro program running on a computer whose IP address
is 9.164.10.20; the connection is established by using the fixed port 5510.

archadmin -i C:\Program Files\IBM\csld\server\archint2.ini
Connects to the archpro program running on the local machine. The port
number is read from the specified server configuration profile
(archint2.ini).

Note: The archadmin command does not work if you start it from a remote
machine and the CommonStore Server is installed on an iSeries computer.

archpro

Purpose

The archpro program is the continuously running CommonStore main program
which controls all other CommonStore components.

Format
»»—archpro >
l— -i—ini file—l -f license l— -n—name—I
-f serverpasswd
Lsr |
R v
passwd-
-f keystore_passwd—passwd:
-f truststore_passwd—passwd-
-f eclientpasswd—passwd:
— -h
Parameters
-i ini file

Specifies the path and the file name of the server configuration profile that you
want to use, where ini file is the file name including path information.

-f serverpasswd [srv [node [passwd]]]
Use this parameter to specify the passwords for Tivoli Storage Manager,
Content Manager, and Content Manager OnDemand. You only have to do this
once, when you set up CommonStore.
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-f eclientpasswd passwd
Use this parameter to submit the password of a Content Manager 8 user ID in
order to make this ID the common user ID for eClient access, that is, to allow
eClient access without individual user authentication. Using this option
presupposes that you set the ECLIENT_USER keyword in the server
configuration profile.

-f keystore_passwd passwd
When using secure HTTP (HTTPS) communication for browser viewing, use
this parameter to specify the password of the keystore containing the certificate
for the CommonStore Server.

-f license
Use this parameter to enroll a production license. You are then prompted to
specify the license file.

-f truststore_passwd passwd
When using secure HTTP (HTTPS) communication with client authentication
for browser viewing, use this parameter to specify the password of a truststore
containing client certificates.

-n name
Specifies the instance name of the server instance that you want to use.

-h Displays help information on how to use the archpro command.
Comments

Specify the name of the server configuration profile (ini file) by using the -i
parameter if the CommonStore software is distributed among several
subdirectories of the root directory. Specify the -i parameter before any other
parameter.

Examples

archpro
Starts the CommonStore Server with the default server configuration
profile.

archpro -i C:\Program Files\IBM\csld\server\archint2.ini
Starts the CommonStore Server with the specified server configuration
profile.

archpro -f serverpasswd
Causes CommonStore to prompt you for all archive passwords.

archpro -f serverpasswd SRV
Causes CommonStore to prompt you for the passwords of the archive and
of all nodes or users with access to this archive on the server named SRV.

archpro -f serverpasswd SRV USR
Causes CommonStore to prompt you for the passwords of the archive and
of the node or user named USR on the server named SRV.

archpro -f serverpasswd SRV USR PWD
Specifies the password PWD for the node or user USR with access to the
archive on the server named SRV. Using the parameter in this way omits
the prompting for the password.

archpro —f license
Causes CommonStore to prompt you for a license file of a productive
license in order to enroll it.
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archservice

Purpose
This program provides Windows service functionality for CommonStore.

Format

»»—archservice >

v
A

install

I— -i—ini fiZe—| l— -c—cfg file—l I— -n—name—|

start
stop
remove
status
-h

Parameters
-c cfg file

Specifies the path and file name of the configuration file for the enhanced
CommonStore service on Windows

The enhanced service allows you to also run the CSLD Task and the CSLD
crawler as a Windows service.

-h Displays help information on how to use the archservice command
-i ini file
Specifies the path and file name of the server configuration profile that you

want to use, where ini file stands for the full path and the file name

-n name
Specifies the name for an instance of the CommonStore service

install
Installs the CommonStore service

remove
Removes the CommonStore service

start
Starts the CommonStore service

status
Displays the current status of the CommonStore service

stop
Stops the CommonStore service

Comments

You must specify the name of the server configuration profile (ini file) by using the
-i parameter if the CommonStore software is distributed among several direct
subdirectories of the root directory.

The instance name permits multiple installations of CommonStore service on a
single machine.
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The corresponding service instance is labeled CommonStore_<name>.

Examples

archservice install
Installs CommonStore as a Windows service

archservice install -i C:\Program Files\IBM\csld\server\archint2.ini -n 2
Installs an instance of the CommonStore service using the server
configuration profile archint2.ini, located in the C:\Program
Files\IBM\csld directory. The new instance is named CommonStore_2 (the
prefix CommonStore_ plus the value that you specify).

archservice remove -n 2
Removes the instance CommonStore 2 of the CommonStore service

archservice start -n 2
Starts the instance CommonStore_2 of the CommonStore service

archservice stop -n 2
Stops the instance CommonStore_2 of the CommonStore service

archservice status -n 2
Displays the status of the CommonStore service instance CommonStore_2

Note: Do not start the archservice program from the command line without
parameters. This way of running the archservice program is restricted to internal
calls.

archstop

Purpose

This program completely stops the CommonStore Server by means of a regular
shutdown.

Format
(1)
rchint.ini ARCHPRO_PORT—|
»»—archstop |_ _| |_ -p—port number |_ _| ><
L -i—ini file now
-h
Notes:

1 If the ini file is found, the value of ARCHPRO_PORT is used.

Parameters

-p port
Stops the archpro instance that uses the specified port

-i ini file
Stops the archpro instance using the port listed in the specified server
configuration profile

now
Stops the specified archpro instance immediately, without waiting for active
jobs to complete
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-h Displays help information on how to use the archstop command
Comments

The port number is essential in establishing a connection between a computer and
the archpro program. The fixed port number can also be read from the server
configuration profile. If you neither specify -p, nor -i, the required information is
taken from the standard server configuration profile, the archint.ini file. Only port
numbers above 5000 are accepted.

Examples

archstop
Stops archpro using the port number listed in the standard server
configuration profile

archstop -p 5510
Stops the archpro instance using port 5510 after all jobs have been
completed

archstop -p 5510 now
Stops the archpro instance using port 5510 immediately

archstop -i C:\Program Files\IBM\csld\server\archint2.ini
Stops the archpro instance using the port listed in the specified server
configuration file

CcsC

Purpose

Starts and stops crawler instances, which are required to run the automated
functions of CommonStore, for example, policy-driven archiving.

Format
»»—csc—— -n—confdbname— -s—server— -p—scheduled_task: ><
I— —1'—nmfesinifileJ -shutdown—
-retrieve—
-once——
Parameters

-n confdbname
This parameter specifies the file name of the CSLD Configuration database.
The file name is relative to the Notes data directory on the server.

-s server
This parameter is used to specify the name of the Lotus Domino server on
which the CSLD Configuration database is located.

-p scheduled_task
This parameter is used to specify the name of the scheduled task that you
want to use.

-shutdown
Stops a crawler instance when appended to the command that started it, that
is, when entered in addition to the -n, -s, and -p parameters.

-i notesinifile
Optional parameter used to specify a Lotus Notes initialization file other than
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notes.ini. When specified, CSLD uses the Lotus Notes user ID listed in that file
to start the crawler instance. If you do not specify this parameter, the ID in
notes.ini is taken. When you enter this parameter, you are asked for a
password.

Note: This parameter is only enabled for Windows systems. If the crawler runs
on an AIX system, the parameter has no effect.

-retrieve

Starts a crawler instance in order to perform administrator-triggered retrieval.
All documents that were archived from the databases specified in the
scheduled task document (by means of a database set or server address book)
are retrieved in one go.

-once

Performs only one crawler run. This means that a crawler instance stops after
the actions that were scheduled for the active period, as defined in the
scheduled task (-p parameter), have been performed exactly one time. This
option is useful if you want to use features of the operating system for
scheduling instead of CSLD’s scheduling functions or if you want to test a
crawler instance. To use this parameter, add it to the command you entered to
start the crawler instance.

Comments

When a crawler instance is shut down, all pending jobs are completed before the
crawler stops. This can take a while, but is necessary to ensure the consistency of
archiving applications. When the crawler is inactive (not running or checking mail
databases), shutting down can take up to 30 seconds. You should not stop crawler
instances by killing the processes because this might leave the entire Lotus Notes
runtime environment in an unpredictable state.

Examples

csc

csc

csc

csc

-n csldconf.nsf -s ARKTIS/ESDA -p schedl
Starts a crawler instance using the parameters of a scheduled task called

schedl in the CSLD Configuration database csldconf.nsf on Lotus Domino
server ARKTIS/ESDA.

-n csldconf.nsf -s ARKTIS/ESDA -p schedl -shutdown
Stops the crawler instance from the example above.

-n csldconf.nsf -s ARKTIS/ESDA -p schedl -i csldnotes.ini
Starts a crawler instance using the parameters of a scheduled task called
sched1 in the CSLD Configuration database csldconf.nsf on Lotus Domino
server ARKTIS/ESDA. The instance is started under the user ID listed in
the csldnotes.ini file.

-n csldconf.nsf -s ARKTIS/ESDA -p schedl -retrieve
Retrieves all documents archived from the databases specified in the
scheduled task document sched1.

csld

Purpose

Starts and stops CSLD Task instances.
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Format

csid

»»—csld -n—confdbname— -s—server— -p—dbprofil
|_ (1) |—-shutdown—I
-i—notesinifile

-shutdown—port

(2)
-f—serverpasswd-
L (3)
-i—notesinifile

Notes:

1 Windows only.

2 Only works if you have already started a CSLD Task instance.
3  Windows only.

Parameters

-n confdbname
This parameter specifies the file name of the CSLD Configuration database.
The file name is relative to the Notes data directory on the server.

-s server
This parameter is used to specify the name of the server with the CSLD
Configuration database on it.

-p dbprofile
This parameter is used to specify the name of the database profile for a
CSLD Task instance. See [“Creating database profiles” on page 83| for details
on profiles.

-shutdown port
Stops a CSLD Task instance when appended to the command that started
the CSLD Task, that is, when entered in addition to the -n, -s, and -p
parameters. If you know the TCP/IP port number that the instance uses,
you can alternatively stop it by just providing the port number.

-i notesinifile
Optional parameter used to specify a Lotus Notes initialization file other
than notes.ini. When specified, CSLD uses the Lotus Notes user ID listed
in that file to start the CSLD Task instance. If you do not specify this
parameter, the ID in notes.ini is taken. When you enter this parameter, you
are asked for a password.

Note: This parameter is only enabled for Windows systems. If the CSLD
Task runs on an AIX system, it has no effect. On AIX, CSLD takes the first
notes.ini file that can be found by resolving the setting of the PATH
environment variable.

-f serverpasswd
Specify this parameter for a running CSLD Task instance to avoid
password prompts in the future. The password is stored in encrypted
format in the csld.cfg file. CSLD reads the password from this file the next
time you start the task.

Notes:
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* To be able to use this feature, you must configure the Lotus Notes
initialization file accordingly. See [“Setting up the Lotus Notes|
lenvironment for CSLD” on page 76| for more information.

* By default, the csld.cfg file is stored in the \instance01 directory on the
CommonStore Server machine. The location is determined by the setting
of the CSNINSTANCE environment variable, which is set during the
installation of CSLD. If you want to delete or rename the \instance(1
directory, you also need to make the following adjustments:

1. Change the setting of CSNINSTANCE so that it points to the
directory you want to place csld.cfg in.

2. Enter the csld -f serverpasswd command again to create the
csld.cfg file in the directory that CSNINSTANCE points to.

* The only other parameter allowed in combination with this one is the -i
parameter.

* On an AIX system, this parameter only works if you use Lotus Notes R5
or higher.

Comments

Whether a CSLD Task instance performs archiving or retrieval jobs is specified in
the database profile for the instance in the CSLD Configuration database.

When a CSLD Task is shut down, all pending jobs are completed before the task
stops. This can take a while, but is necessary to ensure the consistency of archiving
applications. When the task is inactive (not polling for jobs), shutting down can
take up to 30 seconds. You should not stop CSLD Task instances by killing the
processes because this might leave the entire Lotus Notes runtime environment in
an unpredictable state.

Examples

csld -n csldconf.nsf -s ARKTIS/ESDA -p tsklprof
Starts a CSLD Task instance using the parameters in a database profile
called tsklprof in the CSLD Configuration database csldconf.nsf on Lotus
Domino server ARKTIS/ESDA.

csld -n csldconf.nsf -s ARKTIS/ESDA -p tsklprof -shutdown
Stops the CSLD Task instance from the example above.

csld -shutdown 7001
Stops the CSLD Task instance that uses the TCP/IP port 7001.

csld -n csldconf.nsf -s ARKTIS/ESDA -p tsklprof -i csldnotes.ini
Starts a CSLD Task instance using the parameters in a database profile
called tsklprof in the CSLD Configuration database csldconf.nsf on Lotus
Domino server ARKTIS/ESDA. The instance is started under the user ID
listed in the csldnotes.ini file.

csld -f serverpasswd -i csldnotes.ini
Stores the password of the user ID listed in csldnotes.ini in a file called
csld.cfg if the currently active CSLD Task instance was started with that ID
(You must enter the command in the same command-line window after
starting the task). The password is stored in encrypted format. When you
restart the instance, you will not be required to enter a password. The use
of this parameter in conjunction with the -i parameter is strongly
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recommended. See [“Setting up the Lotus Notes environment for CSLD” on|
and the note under |-f serverpasswd|in this section for more
information.
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Appendix C. Java commands for Records Enabler

This appendix lists commands for the setup of IBM Records Enabler. You run these
commands in conjunction with the Java runtime program (java.exe).

AddOneUser
Purpose

Maps a Lotus Notes user to a DB2 Content Manager Version 8 user ID. This
mapping is required if you want to declare and classify records with that ID.

Format

There are two different syntax versions for AddOneUser depending on the location
of the user mapper database.

¢ The user mapper database is remote:

v

»>—java— -cp— <keypath>;<usermapper.jar

»— com.ibm.rme.csexit.AddOneUser— hostname— port >

»— keyfile— DN— libserver— userID—password ><

¢ The user mapper database is local:

(1)

»>—java

-cp— <propertiespath>;<usermapper.jar>;<csrepexit.jar>———»

»— com.ibm.rme.csexit.AddOneUser— DN— libserver— userID—passwordq————»<

Notes:
1 In front of the java command, you must enter the relative or the absolute
path to the java.exe program, for example ..\java\jre\bin\
Variables

<keypath>
The full path to the location of <keyfile>, for example:

"C:\Program Files\IBM\CSLD\Task"

<propertiespath>
The full path to the location of the file CSExit.properties, for example:
"C:\Program Files\IBM\CSLD\Task"

Enclose the file name in double quotes if it contains space characters.

<usermapper.jar>
The full name (including the path) of the file usermapper.jar, for example:

"C:\Program Files\IBM\CSLD\bin\usermapper.jar"

Enclose the file name in double quotes if it contains space characters.
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<csrepexit.jar>
The full name (including the path) of the file csrepexit.jar, for example:

"C:\Program Files\IBM\CSLD\bin\csrepexit.jar"

Enclose the file name in double quotes if it contains space characters.

hostname
Host name or IP address of the CommonStore Server.

port
Number of the port used to communicate with the CommonStore Server.

keyfile
The file name (without extension) that you specified for the private and public
Content Manger Records Enabler encryption files. The file name must match
the name of file located at the instance directory of the DB2 CommonStore
server.

DN
Name of the Lotus Notes user that you want to map to a Content Manager 8
user ID.

libserver
Name of the Content Manager 8 library server on which the Content Manager
8 user ID is registered.

userlD
The Content Manager 8 user ID that you want to map the Lotus Notes user to.

password
The password belonging to the Content Manager 8 user ID.

Comments

You can use the same program to map Lotus Notes user to a Content Manager 8
user ID. However, the mapping is also created the first time a user manually
declares a message as a record. When this happens, the user is prompted for his or
her credentials, which are then mapped to the archive logon user ID. It is certainly
easier to let the user perform this task because then, the administrator does not
need the user’s password.

However, it is possible to let an administrator define all required mappings, and
also let this person determine the passwords. In this scenario, the individual
mailbox users would not know their passwords. The central administration of the
mappings gives you a greater transparency and overall mapping correctness. It
also takes the burden of having to maintain yet another user ID and password off
the users” shoulders.

Example

..\java\jre\bin\java

-cp "C:\Program FilesIBM\CSLD\server\instance0l";
"C:\Program Files\IBM\CSLD\bin\usermapper.jar";
"C:\Program Files\IBM\CSLD\bin\csrepexit.jar"
com.ibm.rme.csexit.AddOneUser

cs1d01 1234 csldrmekey "CN=admin/O=ibm"

ICMNLSDB icmadmin password
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CSExit
Purpose

Displays all mappings of Lotus Notes user names to Content Manager 8 user IDs,
including the name of the mapping database.

Format

(1)
»>—java -Cp— <properties>;<usermapper.jar>;<csrepexit.jar >
»— com.ibm.rme.csexit.CSExit >
Notes:

1 In front of the java command, you must enter the relative or the absolute
path to the java.exe program, for example ..\java\jre\bin\

Variables

<properties>
The full path to the location of the file CSExit.properties, for example:
"C:\Program Files\IBM\CSLD\server\instance0l"

Enclose the file name in double quotes if it contains space characters.
<usermapper.jar>

The full name (including the path) of the file usermapper.jar, for example:

"C:\Program Files\IBM\CSLD\bin\usermapper.jar"

Enclose the file name in double quotes if it contains space characters.
<csrepexit.jar>

The full name (including the path) of the file csrepexit.jar, for example:

"C:\Program Files\IBM\CSLD\bin\csrepexit.jar"

Enclose the file name in double quotes if it contains space characters.

Example

..\java\jre\bin\java

-cp "C:\Program FilesIBM\CSLD\server\instance0l";

"C:\Program Files\IBM\CSLD\bin\usermapper.jar";

"C:\Program Files\IBM\CSLD\bin\csrepexit.jar" com.ibm.rme.csexit.CSExit

The output returned for this command is:
ICMNLSDB,CN=admin/0=1bm,icmadmin

MapOneUser
Purpose
Displays the DB2 Content Manager V8 user ID that a Lotus Notes user name is

mapped to. This command allows you to check if a mapping exists or if a mapping
is correct.
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Format

There are two different syntax versions for MapOneUser depending on the location
of the user mapper database.

* The user mapper database is remote:

(1)
»>—java -cp— <keypath>;<usermapper.jar >
»— com.ibm.rme.csexit.MapOneUser— hostname— port >
»— keyfile— DN— libserver ><
Notes:

1 In front of the java command, you must enter the relative or the absolute
path to the java.exe program, for example ..\java\jre\bin\

¢ The user mapper database is local:

»»>—java— -cp— <propertiespath>;<usermapper.jar>;<csrepexit.jor>——
»— com.ibm.rme.csexit.MapOneUser— DN— Llibserver ><
Variables
<keypath>

The full path to the location of <keyfile>, for example:
"C:\Program Files\IBM\CSLD\Task"

<propertiespath>
The full path to the location of the file CSExit.properties, for example:
"C:\Program Files\IBM\CSLD\Task"

Enclose the file name in double quotes if it contains space characters.

<usermapper.jar>
The full name (including the path) of the file usermapper.jar, for example:

"C:\Program Files\IBM\CSLD\bin\usermapper.jar"

Enclose the file name in double quotes if it contains space characters.

<csrepexit.jar>
The full name (including the path) of the file csrepexit.jar, for example:

"C:\Program Files\IBM\CSLD\bin\csrepexit.jar"

Enclose the file name in double quotes if it contains space characters.

hostname
Host name or IP address of the CommonStore Server.

port
Number of the port used to communicate with the CommonStore Server.

keyfile
The file name (without extension) that you specified for the private and public
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Content Manger Records Enabler encryption files. The file name must match
the name of file located at the instance directory of the DB2 CommonStore
server.

DN
Name of the Lotus Notes user that you want to map to a Content Manager 8
user ID.

libserver
Name of the Content Manager 8 library server on which the Content Manager
8 user ID is registered.

Example

..\java\jre\bin\java

-cp "C:\IBM\CSLD\server\instance0l";
"C:\IBM\CSLD\bin\usermapper.jar";
"C:\IBM\CSLD\bin\csrepexit.jar"
com.ibm.rme.csexit.MapOneUser
"CN=admin/0=1bm"

ICMNLSDB

Here is the output returned for this command:
USER=1icmadmin
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Appendix D. CSLD design elements in the sample mail
template

Basically, the sample mail template is a template for a standard Lotus Notes mail
database. However, some design elements have been added or modified to
integrate CSLD functions. This section lists the design elements in question and
briefly describes what has been added or modified.

Actions

The sample mail template contains the following CSLD actions, available from the
CommonStore submenu of the Actions menu, or from the CommonStore button on
the action bar.

Archive Selected Documents

This action opens a dialog box based on the (ArchiveDialog) form. Controls vary
according to the chosen archiving type.

Methods page
Archiving type
Allows users to select the archiving type. The following types are available:
¢ Attachments only (Attachment)
* Entire document, including attachments (Entire)
* Archive document components, separately (Component)
e Convert and archive document (Convert note)
* Signed Document. Call an external application for processing signed
documents.

Archiving format
Allows users to select the archiving format. [Table 43| lists the available
formats for each archiving type:

Table 43. Archiving formats available for each archiving type

Attachment Entire Component Convert note Signed Document

N/A * Notes native * Notes native e ASCII format N/A
format (Notes) format (Notes) * RTF format
e Domino XML ¢ Domino XML e Other raster
format (DXL) format (DXL) format

Remove Document(s) From Lotus Notes
If selected, successfully archived document content is removed from the
original documents.

Leave Request In Job Database
If selected, the job documents are left in the job database no matter if a job
was processed successfully or not. If the box is not selected, the job
documents of successfully processed jobs are removed.

Enable Single Instance Storage (SIS)
Creates a new Lotus Notes item in the selected documents that is named
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DocType. This item contains the string SIS. This can be used to configure
single-instance storing in the configuration database.

Basics page

The Basic page contains common controls for all archiving types as well as controls
that are only available for certain types. See

Table 44. Common and archiving-type dependent controls on the Basic page

Common controls for all

. ) Add to Workbasket
archiving types:

Allows you to select a workbasket. The selected
documents will be placed in this workbasket.

Remove Attachment(s) From Documents
If selected, successfully archived attachments
are removed from the original documents.

Additional controls for the
archiving types

* Entire

* Component

Remove Rich Text from Document(s)
Removes all formatting from the document if
there are corresponding settings in the
configuration database. An abstract will be
created and replaces the original message text.

Additional controls for archiving

Remove Rich Text from Document(s)
type Convert note:

Removes all formatting from document, if
corresponding settings in Config-DB, abstract
will be created and replaces original message
text.

Raster To TIFF Format
Converts the document content to the TIFF
format.

Raster To PDF Format
Converts the document content to the PDF
format.

And Append Attachments
The converted attachments are
“inflated” and appended at the ends of
the documents.

And Embed Attachments
The attachments are converted and
“inflated” in their original positions.

Raster Attachments Only
Converts and archives only the
attachments of the selected documents.

Advanced page

Check Archive Integrity
Sets/Disables the CheckArchivelntegrity flag — see [’Checking the archivel
fintegrity” on page 234 for details.

Enable Document Type Based Archiving
Only available if single-instance storing is not enabled. Offers a sample
selection of document types which can be used to trigger field-value based
archiving (to be configured in the configuration database). The available
document types are:
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* Invoice
¢ Proposal
* Correspondence

The document type is written to a new Lotus Notes item that is added to
the selected documents. The item name or field name is DocType and
contains the selected document type as a string.

eMail Archives selected documents as is.

Invoice
Replaces the Form item in the selected documents with the item DocType
and sets the value of DocType to Invoice (string).

Correspondence
Replaces the Form item in the selected documents with the item DocType
and sets the value of DocType to Correspondence (string).

Proposal
Replaces the Form item in the selected documents with the item DocType
and sets the value of DocType to Proposal (string).

Note: If you select Attachments only as the archiving type, an archiving job is
created for each document containing attachments. If the archiving type is one of
the other options, only one archiving job is created for all selected documents.

Deletions\Delete Selected Documents in Archive and Notes

Deletes the archived content and the original documents or document stubs the
user selects in Lotus Notes. A deletion job is created for each selected document.

Deletions\Delete Selected Documents in the Archive

Deletes just the archived content of documents the user selects in Lotus Notes. A
deletion job is created for each selected document.

Notes:

e The action removes the CSNDArchivelD field from the selected Lotus Notes
documents.

 After a successful operation, the selected documents move from the Archived
view to the Normal view.

* Icons indicating the archiving status disappear.
Folder Operations\Archive All Documents In View/Folder

The action archives all documents in the currently opened view or folder. When a
user selects it, the same dialog box as for Archive Selected Documents is
displayed.

However, the process behind the function is slightly different: Rather than the
UNID of each document in the view or folder, only the UNID of the view or folder
itself is passed on as a job parameter. This UNID is determined by the PostOpen
event of the Inbox folder. During this event, the UNID is stored in a global
variable to be later used by the ArchiveSelectedDocuments function. You thus need
to copy the code for the PostOpen event too if you want to use this action in
another database.
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Attention: Be careful using this action if views or folders your users might
archive from contain other folders. Each folder is treated like a document, meaning
that the folder structure will not be preserved.

Folder Operations\Archive entire folder structure

This action archives the current view or folder with all its subfolders, and stores
the folder structure in the archive. The Inbox folder has no subfolders. To test this
feature, switch to folder RootFolder which has a subfolder named SubFolder. Both
folders inherit their design from the Inbox folder, so both have the same set of
actions. If you delete documents from the folder structure, and you retrieve them
via action Restore current folder, the documents will be retrieved to their original
position within the folder structure. If you remove a number of subfolders of the
original folder structure, it will be restored starting from the folder from which you
created the request. Suppose you archive the RootFolder folder. All documents in
Subfolder will be archived as well. Suppose you switch to Subfolder and click
Restore current folder. Then, CSLD restores the documents in Subfolder only. If
you have deleted SubFolder, and you restore RootFolder, then SubFolder will be
recreated. Do not forget to close and reopen the database to make the new folder
visible.

The code creates an archive job containing the UNID of the folder you want to
archive. The job has the preserve folder structure flag set.

Folder Operations\Restore current folder

This action assumes that you have archived a folder structure using the Archive
entire folder structure action, and that you have not removed the root folder of
the folder structure from Lotus Notes.

The action restores a complete folder structure by ID. That is, this action reads the
document ID from the archived folder, and restores all documents and subfolders
in this folder. A retrieval job with the folder ID is created. If you have deleted the
folder and you do not have its parent folder available, you must restore the folder
by its name.

Folder Operations\Restore folder by name

This action assumes that you have archived a folder structure using the Archive
entire folder structure action, and that you have deleted the folder from Notes
after archiving. Since the folder ID is no longer available, you must retrieve the
folder by its name. A dialog box pops up, asking for the name of the (sub)folder to
restore. A retrieval job is created with the folder name in it. You can also retrieve
only a subfolder of the folder you archived. Use the following syntax to specify a
particular folder:

folder\subfolder\subsubfolder

Important: When you use this action, new folders are created in the database. To
be able to view these folders, you must close and reopen the database.
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Retrieve Selected Documents

This action creates a retrieval job for all selected original documents or stubs in the
Inbox folder. Retrieval results vary with respect to the format that was used to
archive the documents:

Attachments
Archived attachments are re-attached to the original documents.

Entire Original documents are fully restored.

Convert note

The converted and archived content is attached to result documents using
the MemoShell form.

Component
Original documents are fully restored.

Signed
If a digital signature is associated with the archived content, the external
user-exit createNoteFromSignedContent is called for verification and
restoration of the content to the Lotus Notes database.

For more information on document retrieval from the sample mail application, see
[“(Create Stub from Native Document)” on page 314

Search in archive

This action opens a new document that uses the Query for ‘Memo” form, that is, a
CSLD query form. Filling in the search fields in this form and executing one of the
following actions creates a search request.

create query
Starts a query using the information in the search fields.

create query and make it parent
Starts a query just like create query. In addition, the query details are
stored in a document that is placed in the Search and Retrieve Results view
(see [‘Search & Retrieve Results” on page 313|for more information). The
query results (hit lists or multiple result documents) become responses to
the query documents.

Update Index Information

This action updates the index information of already archived documents (values
of attributes, key fields, or database fields). The user selects a number of originals,
document stubs or result documents in the inbox and then selects the action.

Important:

* When started, the function creates a CSLD update job, which uses the UNIDs
and the archive IDs in the CSNDArchivelD field of the selected documents.

* If single-instance storing is enabled, starting this action will have no effect.
Workbasket\List Documents in Workbasket

This action opens a dialog box asking for the name of a workbasket, and creates a
list workbasket job, containing the workbasket name. It returns a hit list with all the
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documents in the workbasket. The hit list (or the multiple result documents) will
be displayed in the search and retrieval results view.

Since CSLD can support multiple archive servers, one parameter to the list
workbasket request is the archive ID (defined in archint.ini) that specifies the CM
server with the desired workbasket. For simplicity, the script behind this action
assumes archive ID for the workbasket is SM. Adjust this value if you want to list
other workbaskets. You can also write code that asks the user for the archive ID of
the workbasket.

Workbasket\Move Selected Documents to Workbasket

This action takes all documents that have been successfully archived, and moves
them to a workbasket. A dialog box pops up asking for the target workbasket
name. This feature is not supported for TSM. For OnDemand, the workbasket
name will be a virtual one.

Workbasket\Remove Selected Documents from Workbasket

Removes all documents that have been archived successfully from their current
workbasket. The user does not have to know in which workbasket the document
resides. If a document currently does not reside in a workbasket, the job completes
without any action. The action creates an update job of request type
CSN_REMOVE_FROM_WORKBASKET, containing the document IDs of all
selected documents.

Note: Moving documents from one workbasket to another, that is, using a
combination of the Move Selected Documents to Workbasket and Remove Selected
Documents from Workbasket actions, does not work in Content Manager for
iSeries archives. The move action will be carried successfully, but not the remove
action. Hence you end up with a copy of the document in each workbasket.

Forms
The following forms have been added or modified:
(ArchiveDialog) form

This hidden form is used when you select the action Archive selected documents
from another form or folder. The form contains the actions that are described in
[“Archive Selected Documents” on page 305,

(CSLD Profile Document)

This is a profile form that holds all information necessary to connect the mail
database with a CSLD Task instance. For the time being, this is the database name
and server of the CSLD job database name. The profile document that uses this
form is not updated when the design of the sample mail database is refreshed.

Using this profile document makes it unnecessary to newly hard-code the

CSLDJobDatabaseName and CSLDJobDatabaseServer in the script library
CreateCSN]Jobs every time the script library is updated.
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notesFolderNameDialog form

This is a hidden form that is used when you select the action Folder
Operations\Restore folder by name. The form asks for the folder name to be
restored.

CSNHitlistDoc form

The form for hit-list documents. If you search for documents in the archive using
the Search in Archive action, and choose to display the search results in a hit list,
this form is used to create the hit-list document that is returned after the query.

A document based on this form lists the query result in the document body. Each
list entry is provided with a Fetch button. Clicking it, users can retrieve the
corresponding document from the archive.

In addition, the form offers the Fetch all action. When used, all the documents on
a hit list are retrieved.

Note: If iNotes Web access is used, retrieval via the Fetch or Fetch all button only
works if the database profile of the CSLD Task is not limited to selected databases
or data directories.

Memo and Reply forms

The following actions have been added to the Memo and Reply forms:

Archive
Archives the content of selected documents

Retrieve
Retrieves the content of selected documents

Update Index Information
Updates the index, that is, the values of archive attributes

Search in Archive
Opens the CSLD query form to allow searches in the archive

Delete in Archive
Deletes the content belonging to the selected documents from the archive

Show Job
Shows the corresponding job document for an archiving or retrieval job in
the job database. This document might give you a hint or the reason for a
failed operation. The code behind this button uses the information in the
CSLDJobUNID field that CSLD adds to a document if an operation fails.

MemoShell form

This form is used to create result documents (containers) for content retrieval in
the following cases:

¢ Attachments were archived, but the original documents are lost.
* Documents were archived in RTF, ASCII, or an external format.

The retrieved content is attached to a document that uses this form.
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Query for 'Memo’ form

This form is used when you select the action Search in Archive. It is a query form
that allows you to search for documents in the archive, using the index
information in the archive attributes as search arguments. When you create a
document with this form, the action create query is carried out. The form contains
the following controls:

Search Arguments
A table that allows users to select an operator and enter a value for a
number of archive attributes. To use this form successfully, the fields in the
table must exist in the documents you want to archive. In addition, they
must be mapped to archive attributes in a document mapping.

Search Options
A set of controls that allows users to select the following additional
options:

Number of hits to be retrieved directly with content
Allows users to retrieve a number of matching documents directly,
that is, without creating a hit list or result documents before. The
value of this parameter is a number. If the search yields no more
than this number of matches, the documents are retrieved directly.
Otherwise, a hit list or result documents are created.

Maximum number of hits to be returned
Allows users to limit the number of results returned by an archive
query.

Store query results in folder
Allows users to specify an existing folder. Query results are written

to this folder. By default, this field is empty, which means that
query results are written to the ($Inbox) folder.

Folders

A number of elements have been added to the Inbox folder. In addition, a folder
named CSLD Trash has been added. The code for most of these elements is in the
script library CSNJobSamples.

Inbox folder

You can launch all actions described in [“Archive Selected Documents” on page 305|
from the Inbox folder. The actions Archive selected documents and Retrieve
selected documents can be launched from the CommonStore button on the action
bar. All other actions become available if you select Actions > CommonStore from
the main window in Lotus Notes.

The following columns have been added to the Inbox folder:

Untitled
Evaluates each document and assigns an archiving status

Untitled
Sorts by archiving status. Archived documents are placed in a category
labeled Archived Notes. Those that have not been archived are placed in a
category labeled Normal.
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Archived as
Shows the archiving type

CSLD Trash folder

This folder contains the documents which were deleted from Lotus Notes after
their content was archived. The documents remain in this folder, even after

shutting down Lotus Notes. To remove them entirely, you must manually delete
them from the CSLD Trash folder.

To make the CSLD Trash folder work, you need to make changes to the database
script as well.

Views

The following CSLD views are included in the sample mail template:
Archived Documents

This view shows all documents that were archived or where an attempt has been
made.

By Attachments

Sorts documents by the names of their attachments. If there is more than one
attachment, the sorting criterion is the name of the first attachment (from top to
bottom, left to right).

Non-archived Documents

Shows all documents that have not been archived and which are not in any way
related to CSLD functionality, such as hit lists and archived memos.

Queries

View that lists query documents. Each time a user creates and launches a query
using the Query for ‘Memo’ form, a document is created containing the details of
the query. These documents are displayed in the Queries view. This allows users to
reuse query arguments.

You find a CommonStore button on the action bar of this view. It provides the
following actions:
Archive selected documents

Retrieve selected documents
Search & Retrieve Results

This view displays the documents that are returned after a retrieval or query job.
The entries are sorted alphabetically by the name of the job requester.
The view shows the following columns:

Result Type
Shows the names of the Lotus Notes forms used by the documents. If the
form CSNHitListDoc is used, the view shows Hit List as the result type. If
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the form name cannot be determined, Memo is displayed. It indicates that
the MemoShell form had to be used. This applies if an archiving format
other than Lotus Notes was used, and the original documents have been
deleted.

Who Shows the sender or originator of each document
Subject
Shows the subject of each document
The action bar of the Search & Retrieve Results view shows a CommonStore

button, which allows users to start the following actions:

Define Query
Allows users to launch a new query

Retrieve Selected
Update Selected
Delete Selected in the Archive

($Sent)

The ($Sent) view includes columns indicating the Records state and the Archived
state of a document.

($Drafts)

The ViewSelection of the ($Drafts) view does not list the CSLD specific form types
as drafts.

Agents
The following CSLD agents are included in the sample mail template:

(Create Stub from Native Document)

This agent reduces an original document to a stub if it has been archived before in
Lotus Notes format. It is assumed that you have archived the document, but left
the original untouched. This agent is useful if you archive documents in native
format in a TSM archive.

Because TSM does not store index information (attributes) with the archived
documents, there is no way to search for documents in the archive. However, if
you leave document stubs in Lotus Notes, you can search for the stubs. By
retrieving the documents that belong to the stubs shown in the Lotus Notes search
result list, you can retrieve particular documents from TSM.

Clicking the Retrieve button retrieves the archived document. When the Retrieve
button is clicked from the Inbox view, a copy of the archived document is
retrieved, which can be found in the Search & Retrieve Results view. When the
Retrieve button is clicked within an open stub document, and the document was
archived in Lotus Notes format, the stub document is overwritten with the entire
document. However, you must close and reopen the document to see that the stub
has been replaced with the document from the archive.
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This agent should only be invoked via a post-archiving agent. Do not invoke it
manually. See the information about the Agents page in [“Defining document]
[mappings” on page 91| for details.

CommonStore Administration\Create Stub from Native
Document Manually

This agent removes the Rich Text and the embedded objects from all documents
that have been archived with archiving type Entire or Component.

CommonStore Administration\Delete Folder Archive IDs

This agent scans all Lotus Notes folders in the sample mail templates and removes
the CSLD-specific items from the folder note.

Important: Only use this agent should if the archive to which Notes folders are

stored has also been cleaned up. If you delete folder archive IDs in Lotus Notes,
but leave the archived folder itself in the archive, you will not be able to retrieve
that folder anymore, even if you archive it again.

CommonStore Administration\Edit CSLD Profile Document

This agent opens the CSLD profile document in edit mode. In this document, you
can enter the name and the location of the CSLD job database.

CommonStore Administration\Show Job Database

This agent shows a pop-up window displaying the currently active CSLD job
database.

Script libraries

The following script libraries exist in CSLD.
CreateCSNJobs

CreateCSN]Jobs contains all functions required to create the respective job
containing the operation requested by any action executed. The CreateCSNJobs
script library is the programming interface for CSLD.

CSNJobSamples

The CSNJobSamples script library contains sample code that shows how functions
in the script library CreateCSNJobs can be integrated into an application. It is
required in the CSLD Mail Archiving Sample Application and contains helper
functions for the sample application.

CSNWebFunctions

The script library CSNWebFunctions contains code to support Web functionality in
CSLD.
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CSLD - Records Enabler design elements in the sample mail template
Actions

Records\Records Configuration
Set properties in the profile document

Records\Declare Record
Declare record for the selected document. One document at one time is
supported.

Records\View Record Information
View record information for the selected document.

Records\Refresh Record Indicator
Check if the archived document is a record. Show the record icon if the
document is a record.

Agents

RMEDeclareProgAgent
Declares a record programmatically based on the schedule of the Lotus
Domino server. This agent must be enabled to support the drag and drop
function.

(RMEArchivPollingAndDeclareAgent)
Polls the archive status. If the archive is finished successfully, launch the
Web page for manual declaration.

(RMEDeclareAgent)
Launches the Web page for the manual declaration.

(RMERecordIndicatorAgent)
Checks if the archived document is declared as a record.

(RMEUserMappingForClient)
Communicates with the User Mapping Proxy server to retrieve or update
the Content Manager user ID and password.

(RMEViewRecordAgent)
Launches the Web page to show the record information.

(RMERecordVersionAgent)
Checks the record version.

Folders

The following columns have been added to the ($Inbox) folder:
R(164) Display the icon indicating the record status.
(SampleAutoRecordFolder)

Used as the sample to create the folder for auto declaration.
Forms

(RME Configuration)
This form allows the user to set properties in the profile document.

(RME CMLogin)
This form is used to prompt for the user ID and password of the Content
Manager system.

Memo The following actions have been added to the Memo form:
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Declare Record
Sets properties in the profile document.

View Record Information
Allows the user to view record information for the selected
document.

Send And Declare
Allows the user to declare the e-mail while sending the e-mail.

Script libraries

The following script libraries are required by the Records Manager Enabler
functionality:

* RMEJavaLibrary

* RMESample

¢ RMEScriptLibrary

* RMEScriptMsgLibrary
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Appendix E. Additional information about recomputed
attachment placeholders

The recomputation of attachment placeholders was introduced with CSLD Version
8.2.3. Adminstrators and programmers might ask for the impact of this behavior
change under certain conditions. This section discusses the most common issues
regarding this subject.

Migration

Existing placeholders created by earlier versions of CSLD will be “migrated”
automatically. That is, after a retrieval and a subsequent archiving of an
attachment, the placeholder will be recomputed.

Error situations

If the insertion of the attachment placeholder fails, the attachment will not be
removed.

Duplicate attachments

Several attachments of the same Lotus Notes document might have the same
name. In this case, the attachment name is no longer a unique reference, which
poses a problem for the calculation of placeholders. CSLD handles this as follows:

If the same name is used for several attachments in the same document, CSLD
generates a unique internal name for each attachment and stores this name in the
CSNDOrigFilenames item it creates. This internal name is included in the
placeholder and assigned to an attachment when a user retrieves it from the
archive. Hence, the original attachment name will not be restored.

However, the original file extension is preserved and added to the internal file
name generated by CSLD. This ensures that these attachments can still be viewed
in a Web browser.

Time stamps

Since the placeholders are recomputed when a document is archived again, the
time stamp included in the placeholder also changes. The time stamp always
shows the date and time of the last archiving operation rather than the first.
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Appendix F. Troubleshooting

This section provides solutions to known problems. Refer to this section before you
call IBM technical support. The most common problems are covered here.
Applying a solution described in this book is usually less time-consuming than
using external help. In case of problems with the supported archive systems, see
the corresponding sections in this book:

+ [“Content Manager Version 8 — troubleshooting” on page 325|

+ |[“Content Manager for iSeries — troubleshooting” on page 327

+ [“Content Manager OnDemand — troubleshooting” on page 327

+ [“Tivoli Storage Manager — troubleshooting” on page 327

CSLD Task — common problems

Problem: Instead of error messages, jobs contain a message starting with "No
message found for...".

Solution: The message catalog cannot be found because the environment variable
CSNBASE is not set correctly to the CommonStore binary directory, or because the
message catalog has been deleted. The name of the message catalog is:

On AIX
csld<version>.cat

where <version> indicates the CSLD version, for example, 8300.

On Windows
CSLD<version>.DLL

where <version> indicates the CSLD version, for example, 8300.

Problem: I cannot shut down a task instance for some reason. After I stopped an
instance using the Windows Task Manager, my mail client shows strange behavior.

Solution: The internal thread and session handling of most supported mail clients
is highly volatile. Log out and in again, or reboot.

Problem: After starting a task, it displays the CommonStore user name, then
“hangs” (does not display a login prompt).

Solution: You have two copies of the nnotes.dll file, one of which was installed
with your mail client software. Remove one of them.

Problem: When starting up a CommonStore task, it stops with the error message
"The ID file is locked by another process. Try again later”.

Solution: You started another CommonStore Task that is still waiting until you
type in the password. When the input prompt appears, the ID file is locked.

During job processing, starting a CommonStore Task does no harm.

Problem: A job contains the error message "The archive server returned error
code <errorcode>.".
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Solution: Content Manager returns error IDs rather than error messages. Look up
the error description in your Content Manager or Content Manager OnDemand
documentation.

Problem: After processing, a job document contains the Content Manager error
"Archiving to CommonStore failed. The archive server returned error code
6056.".

Solution: Most probably a Content Manager setup problem. Error 6056 indicates a
generic Content Manager error. To find out the exact error code, perform the
following steps:

1. Look up the error code, the extension error code, and the reason code in the
CommonStore csserror.log file. The extension error code contains the “real”
error number.

2. Look up the extension error code in the Content Manager documentation for a
description of this error code.

Extension Code = 7389
When an index class is created, you must wait for a while until you can
use it because Content Manager must create a dynamic link library (.dll
file) for the index class.

Extension Code = 7937
A field in the document that you want to archive exceeds the length
specified in the attribute definition. For example, if you reserve 100
bytes for a subject character attribute, and you try to archive a mail
document whose subject field is 110 bytes, you receive this error
message.

Problem: "Export filter is unable to export document to <format> file."

Solution: For document rasterizing (RTF, ASCII), CommonStore uses the export
filters shipped with Lotus Notes. These export filters provide only basic
functionality. Thus, complex documents containing sections and tables easily cause
the export filter to fail.

Problem: I have set the mail client password using the csld -f serverpasswd
command, but the task still prompts for the mail client ID.

Solution: Check whether the initialization file of your mail client contains the line
EXTMGR_ADDINS=CSLDExtPwd.d11. Also check whether the ID the task is running
under is the same as the ID for which you set the password. Use the -i parameter
to specify an initialization file containing a particular ID.

Problem: How do I find out under which ID my task is running?

Solution: When the task starts, it displays the current ID. The ID is always stored
in your default initialization file. If you use the -i parameter to specify a different
ini file, the task uses the ID in that file. When you switch to a different ID in Lotus

Notes, the ID is stored in the default initialization file.

Problem: When starting a CSLD task (csld.exe), it aborts with an error message
saying that nnotes.dll cannot be found.

Solution: CommonStore for Lotus Domino is a Lotus Notes application, and
therefore requires that the dynamic link libraries of Lotus Notes are installed. The

322  CommonStore for Lotus Domino: Administrator’s and Programmer’s Guide



nnotes.dll library belongs to the Lotus Notes client application, and resides in the
Lotus Notes installation directory. Add this directory to the PATH environment
variable.

Problem: I have selected a user name in the Notify the following CSLD
administrators dialog of the profile document, but instead of an e-mail I receive an
error message saying that the user ID does not exist.

Solution: The user name must be added by selecting it from the local address
book. You probably entered the user name manually.

Problem: A CSLD Task instance ignores the jobs that I created.

Solution: First, make sure that the value in the database server field sourceSrv
submitted with the job is identical to the server name given in the task profile
(case is ignored). Then, check if both are specified in abbreviated format, for
example, BOEDOM1/IBM_IDE. Also, check the requestType field of the job. See
[“Creating job documents” on page 229|for a description of job parameters. Also
check if the CommonStore user ID (the ID the CommonStore task is running
under) is assigned the role CSLDUsers. See [“Creating the job and configuration|
[databases” on page 75| for details.

Problem: The archive server returned error code 1.

Solution: The archive does not have an index class with the name you specified.
Check the spelling of your index class name in the server configuration profile
(usually archint.ini). Index class names are case-sensitive.

Problem: I started the archpro program but it does not process my jobs.

Solution: The archpro program has nothing to do with your mail client. It is an
independent application that archives the files it receives from a task instance. A
task is a job that the CommonStore Server component processes.

Problem: When using the browser viewing feature, the browser shows weird
characters instead of the real content.

Solution: You probably forgot to add an entry to the csmimes.properties file in
order to map the content type to a MIME type that the browser can understand.
Another explanation is that you used the default mapping (file extension unk on
Windows) to map all files to the same content type instead of assigning every file
extension its own content type.

Odd or missing characters on AIX console

If you run the CSLD Task on AIX, it might happen that odd characters are
displayed on the console, or that some characters are not displayed at all.

Reason
The error might be due to a wrong local settings.
Solution

Set the environment variable LANG to the proper locale and code page, that is, the
locale and code page that you want CSLD to use.
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Example
export LANG=Ja_JP.IBM-943

This setting causes CSLD to use code page 943 (Japanese) for the display of
messages on the console.

Errors
Message catalog not found

If this message is displayed on the console after the setting of the LANG
environment variable, you must additionally set the LC_MESSAGES environment
variable to the proper locale.

Example
export LCMESSAGES=Ja_JP

This setting causes CSLD to look for the message catalog in the directory
usr/lpp/csld/nls/Ja_]JP.

Important:

* Set the variables LANG and LCMESSAGES before you set the NLSPATH
environment variable.
* Under very rare circumstances, it might still happen that messages are not

displayed properly on the console. This does not impair the functioning of
CSLD.

CommonStore

Server — common problems

Problem: Archiving takes too long. Where is the bottleneck?

Solution: See the most common reasons:

* The archive server is overloaded. Content Manager and Tivoli Storage Manager
can import only a limited number of documents simultaneously.

* The number of archiving agents is too low. If you create archiving jobs faster
than the current number of agents can import documents, the documents are
written to a queue. Increase the number of agents by setting the values of the
appropriate keyword accordingly in the server configuration profile (usually the
archint.ini file):

ADSMAGENTS
For ADSM and Tivoli Storage Manager

CMAGENTS
For Content Manager 8

ODAGENTS
For Content Manager OnDemand

VIAGENTS
For Content Manager for iSeries
Do not specify more than ten agents because this slows down the system due to
swapping.
* The CommonStore Server has not enough memory.
¢ Tracing is enabled.
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Problem: The CommonStore Server does not start.

Solution: The CommonStore Server checks at startup whether all settings are
correct and whether it was possible to establish a connection to the archive servers.
Furthermore, all paths and files specified in the server configuration profile
(usually archint.ini) must be accessible. Proceed as follows:

1. Make sure that the paths and files are accessible for the user. Do not use file
names where directories are expected or vice versa. When there is no screen
output of archpro.exe, enable tracing by setting the keyword as follows:

TRACE = ON

Look for error messages in the CommonStore Server trace files archint.trace and
startup.trace.

2. Determine which child process has problems with the connection. The
archpro.exe program normally displays a corresponding error message.

The same error message is also found in the trace file. If you cannot find out
which component failed, check them separately. Enable only one agent at a
time.

Problem: How can I tell that a CommonStore child component is working (is
ready)?

Solution: The connection is working when the archpro program displays the
following messages:

¢ archpro.exe is informed that xxx has started (from the agents)

* archpro.exe is informed that xxx is ready to obtain order (from the agents)

The message about xxx’s start is sent by the child process immediately after the
start. It means that a connection between archpro.exe and the child process has
been established. The ready message is sent by the child after the corresponding
check has been done. For the agents, this means that they have performed a log-on
to the archive server and have verified all corresponding settings (user name,
password, item type, management class, and so on). When you see the ready
message, you know that this component is working correctly.

Problem: The Windows commands net start and net stop do not start or stop the
CommonStore service.

Solution: Use archservice start and archservice stop instead.

Problems with archive systems

Refer to the appropriate section if you think your problem is related to your
archive system.

Content Manager Version 8 — troubleshooting

If you encounter errors or unexpected behavior in connection with CommonStore
and Content Manager Version 8, follow this procedure:

1. Change to the Content Manager common directory (default: C:\Program
Files\IBM\CMgmt).

2. Open the cmblogconfig.properties file.
3. Set the field DKLogPriority to the value DEBUG.
4. Save the cmblogconfig.properties file.
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5. Restart the CommonStore Server.
6. Run the problematic CommonStore Server process again.

7. Submit the trace file dklog.log along with the other information to the
CommonStore support team.

If the original file name is not stored correctly

The original file name might not be stored correctly in Content Manager 8.2 with
fix pack 6 or earlier if one of the following conditions applies:

* The original file names contain double-byte characters.

* You use Content Manager 8.2 for z/OS.

* The size of stored files is 0 bytes.

To fix this problem, proceed as follows:

1. Create an additional attribute. See |’Creating Content Manager 8 attributes for]
[CommonStore” on page 36| for instructions.

Minimum Maximum
Attribute name | Attribute type |Character type |character length |character length
OrigFilename Variable Other 1 256
character
2. Create the following part item-types:
Name of part item-type Media Object (XDO) Class
ICMBASECSG DKLobICM
ICMBASETEXTCSG DKTextICM

a. If necessary, start the Content Manager System Administration Client and
log on.

b. Right-click the item Item Types in the tree view on the left.

C. Select New from the context menu. A tabbed notebook opens with the
Definition page in front.

d. On the Definition page, enter the name of the first part item-type in the
Name field.

e. From the Item type classification drop-down list, select Document Part.
f. From the Media Object (XDO) Class drop-down list, select the appropriate
media object class.

For ICMBASECSG:
DKLobICM

For ICMBASETEXTCSG:
DKTextICM

g. Click the Attributes tab. The available attributes are listed in the box on the
left.

h. Select the OrigFilename attribute.

i. Click Add. The OrigFilename attribute is displayed in the box labeled
Selected attributes and components on the right.

j. Click OK to complete the part item-type.
k. Repeat steps @l through |2j| to create the remaining part item-type.
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3. Create an item type that includes the new part item-types. See |”Creating iteal
types for the document models GENERIC_MULTIPART and|
GENERIC_MULTIDOC” on page 37 for instructions.

Content Manager for iSeries — troubleshooting

If you encounter problems with CommonStore and Content Manager for iSeries,
try to track down and solve the problem by using the following procedure:

1. Stop the CommonStore Server.
2. Specify TRACE ON in the server configuration profile.

3. Manually restart the CommonStore Server.
4. Check the resulting trace file (usually archint.trace).
5. See the book IBM Content Manager for Multiplatforms: Messages and Codes, Version

7.1 for detailed error descriptions or the IBM Content Manager for Multiplatforms:
System Administration Guide, Version 7.1 for further trace information.

6. When in doubt, double-check the Content Manager key fields, the index
classes, and workflow definitions.

Content Manager OnDemand - troubleshooting

If you encounter problems with CommonStore and Content Manager OnDemand,
try to track down and solve the problem by using the following procedure:

1. Stop the CommonStore Server.
2. Specify TRACE ON in the server configuration profile.

3. Enable the message logging facility for all problematic operations by changing
the corresponding application group definitions accordingly. Use the Content
Manager OnDemand Administrator for that purpose.

4. Manually restart the CommonStore Server by using the archpro command from
a Command Prompt window.

5. Check the resulting trace file (usually archint.trace) and the CMOD error
protocol.

6. Check the CMOD system log on the library server to which the problematic
logical archive refers.

7. When in doubt, double-check the CMOD application group and the application
definitions.

If the CommonStore Server does not start
The information in this section is relevant for Content Manager OnDemand 7.1.1.2
archives.

If the CommonStore Server does not start, add the Content Manager OnDemand
installation path to the PATH environment variable.

Example
PATH=%PATH%;C:\Program Files\IBM\OnDemand\bin

Tivoli Storage Manager — troubleshooting

Problem: The PASSWORDACCESS GENERATE option does not work.

Solution: Make sure that the node name is not specified in the server
configuration profile, but rather in <my_srv>.opt
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Important: The PASSWORDACCESS GENERATE option has been verified to work
with the Tivoli Storage Manager application programming interface (API) Version
3.1.3. It does not work with API Version 3.1.0.

Reporting errors to the support team

To report an error to the CommonStore support team, open a problem
management record (PMR). Make sure that you include the information listed in
this section. When asked for files, include the versions that were created at the
time when the error occurred.

* Description of your environment. Try to be as precise as possible when
specifying the number of Lotus Domino servers, the hardware configuration, the
client configuration, the archive systems and their version numbers, any
installed fixpacks, and other relevant software.

* Scenario description. What do you want to do? What exactly does not work?
* Error messages (literally)

* Is the problem reproducible? If yes, tell us how.

* Crawler trace files

* Error log file

* Server configuration profile (usually archint.ini)

* Server trace files (usually archint.trace, archint.startup_trace, and, if the
CommonStore service is used, the service trace file (see [“Trace files” on page
). Note that the service trace file is truncated when it has reached its
maximum file size. So make sure that it contains trace information of the time
when the problem occurred. If not, try to reproduce the problem and stop the
system.

* Screen shots of your configuration dialog boxes. This way, the support team can
verify the values that you entered.

 If CommonStore does not retrieve a document, can you retrieve it using the
Content Manager Client or the Content Manager OnDemand Client?

Important

* For information on troubleshooting record declaration issues see the following
manuals:
— IBM DB2 Content Manager Enterprise Edition: Installing and Configuring the DB2
Content Manager Records Enabler, Version 8.3
— IBM DB2 Content Manager Enterprise Edition: DB2 Content Manager Records
Enabler User’s Guide, Version 8.3

* The CommonStore support team expects the administrator to have read the
documentation. Most problems occur in connection with incorrectly configured
archives. In such cases, consult Tivoli Storage Manager, Content Manager, or
Content Manager OnDemand support.
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Appendix G. CommonStore Server return codes

Refer to the following list to look up the meaning of a particular return code. The
codes are listed in numerical order. Therefore, take down the number in
parentheses when you receive a return code message.

CS_RC_OK (0)
Operation completed successfully (no error).

CS_RC_CLOSE_SOCKET (-1)
This return code indicates that the corresponding socket will be closed.
Typically, this does not mean that an error occurred.

CS_RC_CHILDINIT_FAILED (-3)
Initialization of a CommonStore child process failed. This indicates a
startup problem of a CommonStore child process.

CS_RC_CHECKARCHIVE_FAILED (-5)
A CommonStore agent could not be started because the startup check of
the corresponding archive failed.

CS_RC_VERSION_ERROR (-6)
CommonStore does not start because it detected a child process that was
created by the wrong version of a program file. Replace the corresponding
executable file with the correct version.

CS_RC_SHUTDOWN (-99)
CommonStore was shut down by a shutdown request from the archstop
program.

CS_RC_SHUTDOWN_NOW (-100)
CommonStore was shut down by an immediate shutdown request from
the archstop program.

CS_RC_NOMEM (-110)
A CommonStore process is running out out of memory.

CS_RC_NOTFOUND (-115)
The requested data was not found. See the CommonStore trace file for
further details.

CS_RC_ERRDELETE (-116)
The archived document or component cannot be deleted. This error code
can also occur when data is appended to a component or a component is
updated.

CS_RC_NOTSUPPORTED (-118)
CommonStore is unable to carry out requested operation. Such operations
can be, for example, index transfer requests sent to an agent of Tivoli
Storage Manager or invalid actions for an update operation.

CS_RC_NOTTEXTSEARCHABLE (-120)
The Content Manager 8 attribute or item type is not enabled for text
search.

CS_RC_SISBADCONFIGURATION (-121)
This error occurs if the SISCHILDNAME keyword is set for a Content
Manager 8 archive, but the corresponding item type is not set up correctly
for single-instance storing. This might have the following reasons:
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* The required child component is missing entirely.

* One or both of required attributes CSCDISIS and CSCRISIS have not
been selected for the item type.

* The attribute CSCRISIS is not an attribute of the child component.

CS_RC_SISINVALIDENTRY(-122)
One of the following conditions causes an error of this type:

* For two or more items in the same item type, the CSCDISIS attribute has
the same value.

¢ For two or more items in the same item type, the CSCRISIS child
attribute has the same value.

CS_RC_SISDOCKEY_FAILED (-123)
This error occurs if no value or no valid value can be detected for the
single-instance-storing attribute CSCDISIS.

CS_RC_SISRECKEY_FAILED (-124)
This error occurs if no value or no valid value can be detected for the
single-instance-storing attribute CSCRISIS.

CS_RC_VIEWFILTER_USAGEERROR (-125)
A filter for a Content Manager 8 view (subset) has been used incorrectly.
Before archiving, CommonStore checks if the attributes meet the filter
criteria set in the Content Manager 8 view. This is a logical check. If the
criteria are not met, this error message is issued.

CS_RC_SISRECKEY_ATTEMPTDUPLICATE (-126)
This error occurs in connection with single-instance storing. A value of
CSCRISIS has been encountered more than once. This happens, for
example, if for some reason CommonStore tries to archive the same
message again. The value of CSCRISIS must be unique for each item.

CS_RC_FILENOTFOUND (-200)
CommonStore cannot find a file or document.

CS_RC_UNKNOWNDOC (-201)
The requested document cannot be found in the archive.

CS_RC_QUERYNOTFOUND (-202)
The document cannot be found in the archive. The query was unsuccessful.

CS_RC_ACCESSDENIED (-203)
You do not have the proper access rights to process the archived document
in this way.

CS_RC_DOCEXISTS (-204)
The document cannot be archived because the same document already
exists in the archive.

CS_RC_ERRCERT (-205)
CommonStore failed when it tried to administer a certificate.

CS_RC_COMPNOTFOUND (-206)
The component you want to append data to cannot be found in the
archive. It probably does not exist.

CS_RC_CONTREP_NOTFOUND (-207)
The content repository (archive ID) you specified cannot be found in the
server configuration profile (usually archint.ini).
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CS_RC_INVALIDOFFSET (-208)
The offset specified for the part retrieval goes beyond the end of
document.

CS_RC_FREESEARCH_NOTFOUND (-210)
The specified pattern cannot be found in a free search request.

CS_RC_ATTRSEARCH_NOTFOUND (-211)
The specified pattern cannot be found in an attributed search request.

CS_RC_OK_VERSIONT1 (-213)
A document archived with CommonStore Version 1 was found (no error).

CS_RC_READONLY (-214)
The document cannot be modified in the archive because it was archived
with CommonStore Version 1.

CS_RC_LOGSYS_NOTFOUND (-215)
The DESTINATION statement in the server configuration profile does not
contain the specified logical system or it does not contain any logical
system at all.

CS_RC_NO_ATTR_ARCHIVED (-216)
The plain document data was archived successfully, but all attributes
provided in the attribute list were dropped because the archive cannot
store them. This message is typically issued by the TSM agent when
processing an archiving request with additional attributes created by
CommonStore.

CS_RC_NOCOPYGROUP (-217)
CommonStore cannot use the specified TSM management class due to a
problem with the copy group.

CS_RC_RETRY (-218)
The CommonStore dispatcher is unable to find a free worker thread during
the timeout interval.

CS_RC_TRANSFORM_FAILED (-219)
The invocation of the TRANSFORM command failed.

CS_RC_NO_AGENT (-220)
The CommonStore Server has received a request for an agent that is not
configured in the server configuration profile (usually archint.ini). This
request has been cancelled immediately.

CS_RC_QUEUE_ERROR (-221)
The CommonStore Server cannot queue asynchronous jobs on disks. This
job has been cancelled immediately. The CommonStore Server shuts down
because a normal (safe) operation is not possible any more. Check the
CommonStore Server queue directory before restarting the CommonStore
Server.

CS_RC_JOB_NOT_ACCEPTED (-225)
This error occurs if the CommonStore Server is not yet fully initialized and
therefore not ready to process jobs.

CS_RC_SAP_ATTR_NOTALLOWED (-240)
An archiving operation failed because the attribute list in the archiving
request contains one of the reserved SAP attributes. CommonStore creates
these attributes automatically. They must not be specified a second time.
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CS_RC_SAP_ATTR_MISSING (-241)
Certain SAP attributes required by CommonStore are missing in the index
class or application group.

CS_RC_FILEOPEN_ERROR (-250)
An error occurred when CommonStore tried to open a file or request its
status.

CS_RC_FILEREAD_ERROR (-251)
An error occurred when CommonStore tried to read data from a file.

CS_RC_FILEWRITE_ERROR (-252)
An error occurred when CommonStore tried to write data to a file.

CS_RC_ADSM_ERROR (-260)
An error has occurred in the TSM agent, but the related API call did not
fail.

CS_RC_VI_ERROR (-261)
An error has occurred in the Content Manager agent, but the related API
call did not fail.

CS_RC_OD_ERROR (-262)
An error has occurred in the OnDemand agent. Check the csserror.log file
for a description of the error.

CS_RC_ATTR_TOOLONG (-263)
The value of an attribute is too long to be stored in an archive.

CS_RC_ATTR_USAGEERROR (-264)
An attribute is used in a wrong way.

CS_RC_ATTR_NOTFOUND (-265)
An attribute could not be found in the repository.

CS_RC_USEREXIT_LOAD_FAILED (-266)
An error occurred as CommonStore tried to load the security-user exit.

CS_RC_CONNECTION_FAILED (-267)
An error occurred as CommonStore tried to log on to the repository.

CS_RC_HTTP_REQUEST_WRONG_VERSION (-500)
The HTTP request sent to CommonStore HTTP dispatcher contained a
newer version. This request is not yet supported by the current
CommonStore HTTP dispatcher.

CS_RC_HTTP_REQUEST_WRONG_METHOD (-501)
The HTTP request sent to CommonStore HTTP dispatcher contained a
wrong HTTP method.

CS_RC_HTTP_REQUEST_MISSING_PARAMETER (-502)
The HTTP request sent to CommonStore HTTP dispatcher did not contain
all (or empty) mandatory parameters.

CS_RC_HTTP_REQUEST_MISSING_ENTITY (-503)
The HTTP request sent to CommonStore HTTP dispatcher did not contain
a body.

CS_DO_WRONG_SEARCHATTR (-1003)
The search attribute pattern is incorrect.

CS_DO_ARCHIVELIST_EMPTY (-1004)
A search operation failed because the list of archive IDs is empty.
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CS_DO_FOLDER_ISEMPTY (-1006)
The folder operation cannot be completed because the folder is empty.

CS_VI_RETRIEVE_ERROR (-1112)
The retrieval operation failed although the API functions did not return an
error. The error occurred during additional consistency checks.

CS_VI_TOO_MANY_HITS (-1114)
When searching a folder with the specified doc ID in the archive index
class more than one hit was found.

CS_VI_PARTS_INCONSISTENT (-1116)
The part numbers returned by the Content Manager API are inconsistent.
There are numbers missing in the sequence.

CS_VI_INDEXCLASS_NOTFOUND (-1118)
The index class cannot be found on the specified Content Manager server.

CS_VI_CONTENTCLASS_NOTFOUND (-1120)
The content class cannot be found on the specified Content Manager
server.

CS_VI_NO_DATA_RETURNED (-1121)
An API function does not return the requested data. However, the API
function itself did not fail.

CS_VI_ITEM_IN_WRONG_INDEXCLASS (-7111)
An item cannot be re-indexed because it neither resides in the scan index
class nor in the target component index class.

CS_VI_ARCHIVE_HAS_NO_SCAN_IC (-7125)
The operation failed because a scan index class for the specified content
repository (archive ID) is not defined.

CS_VI_ARCHIVE_HAS_NO_SCAN_WB (-7127)
The operation failed because a scan workbasket for the specified content
repository (archive ID) is not defined.

CS_VI_ARCHIVE_HAS_NO_ERROR_WB (-7128)
The operation failed because an error workbasket for the specified content
repository (archive ID) is not defined.

CS_RC_SOCKET_PROBLEM (-10000)
A problem with the socket communication in CommonStore occurred. See
the CommonStore trace file for further details.

CS_RC_NO_HANDLER (-10001)
A CommonStore process received a request for which a message handler
was not installed.

CS_RC_INTERNAL_ERROR (-10002)
An internal error occurred in CommonStore or in the socket
communication. See the CommonStore trace file for further details.

CS_RC_WRONG_TYPE (-10003)

The parser detects a wrong data type when it receives a message over a
socket.
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Appendix H. Log and trace files

The various program components of CommonStore for Lotus Domino create
different log and trace files for problem analysis and recovery, which are described
in this appendix.

CSLD Task Report log files

Report log files produced by CSLD Task instances give you detailed information
about operations and events.

The file name scheme is as follows: Each log file starts with Id followed by an
identifier (value of CSLD_LOGGING_KEY) and the date on which the file was
written. The file extension is log.

Example

1dretr20050821.1og

This could be a log file pertaining to a retrieval task. It was written on August 21,
2005.

A CSLD Task log file is a table whose values are separated by commas (CSV file).
This means that you can display it in a spreadsheet program. shows a log
file that has been opened in Microsoft Excel.

E Microsoft Excel - ldecs|d20050929.log
B File Edit View Insert Format Tools Data Window Help Adobe PDF

Figure 8. A CSLD Task report log opened in Microsoft Excel

DeEan &RV aBR-<¢ % = -2 W100% ~ (@ 7 Aral
™R W .
Al v # Report 1D

A B c D E F G H | J K
; Reéort D _| Archive ID Documeni Operation Start Time Duration [ CS RC Originator Server Source | Type
3 |433C4B55 BATTLEY A10010014Archive  16:15:33.5 13001 0 CN=0ne Fpinkfibm | mail\opink.Entire
4 |433C4B55 BATTLE1 A10010014Archive  16:15:46.7 3085 0 CN=0ne Fpinkfibm | 'mail\opink.Entire
5 |433C4B55 BATTLE1 A1001001s Archive | 16:16:57.4 849026 0 CWN=0ne F pinkfibm  mail\opink. Compone
6 |433CABS55 BATTLE1 A10010014 Archive | 16:31:34.4 14008 0 CN=0ne Fpinkfibm  mailopink. Compone
T |433C56T5!BATTLET A1001001s Archive  17:04:52 2 76 0 CWN=0ne F pinkfibm  mail\opink. Compone
& |433C5675¢BATTLE1 A10010014Archive  17:04:53.1 1004 0 CN=0ne Fpinkfibm  mail\opink. Compone
9 |433C56B3 BATTLEY A10010014Retrieve | 17:05:04 4 72 0 CN=0ne Fpinkfibm mail\opink.nsf
10 |433C56B3 BATTLE1 A10010014Retrieve | 17:05:05.3 65 0 CN=0ne Fpinkfibm | 'mail\opink.nsf
11 |433C56B3 BATTLRY A1001001Retrieve | 17:05:06.1 81 0 CN=0ne Fpinkfibm mail\opink.nsf
12 |433C56B3 BATTLE A10010014Retrieve | 17:05:05.1 74 0 CN=0ne Fpinkfibm | 'mail\opink.nsf
13 |433C56B3 BATTLE1 A1001001Retrieve | 17:05:16.4 74 0 CN=0ne Fpinkfibm mail\opink.nsf
14 |433C56B3 BATTLE1 A10010014Retrieve | 17:05:17.3 91 0 CN=0ne Fpinkfibm 'mail\opink.nsf
15 |433C5675! BATTLEY A1001001:Update | 17:05:34.7 44 0 CN=0ne F pinkfibm  mail\opink. Compone

The first block of columns is the same under all conditions, whereas the second
block varies with respect to the type of the operation. The structure of the first
block of columns is reflected in the example shown in [Table 45 on page 336/ and

[Table 46 on page 336}
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Table 45. The common block of columns in a CSLD Task Report log file

1 2 3 4 5
Report entry ID Archive Document ID Operation Start time
ID

433C4B550608484FA5 BATTLE1 A1001001A05129B70547F31453  Archive  18:47:32
433C56B34803AC4FA5 BATTLE1 A1001001A05128B35255G40142  Retrieve — 14:02:21

433C56755B07F84FA5 BATTLE1 A1001001A05128B35254125189 Search 09:42:04
433C582A2D08B44FA5 BATTLE1 A1001001A05129B71143D20931  Retrieve  09:42:05

Table 46. The common block of columns in a CSLD Task Report log file (continued)

6 7 8 9 10

Duration [ms] CS RC Originator Server Source

14008 0 CN=0One ARKTIS/ESDA  mail\opink.nsf
Pink/O=ibm

76 0 CN=One ARKTIS/ESDA  mail\opink.nsf
Pink/O=ibm

1004 -118 CN=0One ARKTIS/ESDA  mail\opink.nsf
Pink/O=ibm

72 0 CN=One ARKTIS/ESDA  mail\opink.nsf
Pink/O=ibm

The following list briefly explains the meaning of the data in each column:

Report ID
A combination of the timestamp, process ID, and the IP address of the
CSLD Task machine.

Archive ID
The logical archive IDs of the archives addressed in the operations, as
specified in the server configuration profile and the document mapping.

Document ID
The unique archive server identifiers of the documents that were
processed.

Operation
Indicates the operation type. See [Table 47| for reference.

Table 47. Operation types as indicated in CSLD Task Report log files

Value Meaning

Archive Archiving

Retrieve Retrieval

Delete Deletion

Search Searching the whole content of archived documents

Update Update of the index information (archive attribute values) of an

archived document
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Start time
The processing start time.

Duration [ms]
The time that was needed to process the document. The number reflects
the time in milliseconds.

CS RC
The code returned by the CommonStore Server after the completion of an
operation.

Originator
The Lotus Notes ID of the user who started the CSLD Task instance.

Server The name of the Domino server on which the job database is located.
Source
The path to the job database, relative to the Notes\Data directory.
Variable columns for operation type Archive

If the operation type of a job is Archive, the second block of a CSLD Task log file
shows the columns of the example in [Table 48| and [Table 49}

Table 48. Columns in a CSLD Task log for operation type Archive

11 12 13 14 15 16

Archiving Type Archiving Doc < Arc Archived CDI CRI
Format

Entire Notes 554 1598 CSCDISIS

Component Notes 14512 12062 CSCDISIS

Table 49. Columns in a CSLD Task log for operation type Archive (continued)

17 18 19 20 21 22

Postproc Doc UNID Comp ID Cont # Filename
Type Comps

stub F0419A1BDDE89B888525 A1001001A05129 CSN 1 native.CSN

document  70880079F1AE B61641A04497

stub 3BDFD9CAG6EF3AF3D8525  A1001001A05129 CSN 3 native.CSN

document  708BOO6F5E1F B62117F03264

The following list briefly explains the meaning of the data in each column:
Type The archiving type

Format
The archiving format

Doc < Arc
The size of the document before it was archived

Archived
The archived document size
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CDI Indicates if single-instance storing is used. If the name of the attribute
CSCDISIS appears, single-instance storing is enabled.

CRI

Postproc
Indicates what type of postprocessing is applied to the original after
archiving, for example, stubbing.

Doc UNID
The unique Notes identifier

Comp ID
The component ID

Cont Type
The content type. Depending on the archive system, this can be a MIME
type or a Content Manager data type.

# Comps
The number of components archived. If this number is greater than one,
the values of the first component are used for Doc UNID, Comp ID,
Content Type and Filename.

Filename

The internal CSLD file name assigned to a document

Variable columns for operation type Retrieve

If the operation type of a job is Retrieve, the second block of a CSLD Task log file
shows the columns of the example in [Table 50| and [Table 51}

Table 50. Columns in a CSLD Task log for operation type Retrieve

14 16 18 19

Archived CRI Doc UNID Comp ID

1598 B155D98F2977D8388525708 A0061CF36 ~ A1001001A05128B35253B84064
2023 F28D7D64CB6CD1558525708A0061D014  A1001001A05128B35254125189

Table 51. Columns in a CSLD Task log for operation type Retrieve (continued)

20 21 22

Cont Type # Comps Filename
CSN 1 native.CSN
CSN 3 native.CSN

The following list briefly explains the meaning of the data in each column:

Archived
Size of the retrieved document. Do not be confused by the column label. It
is the same for all size calculations regardless of the operation type.

CRI

Doc UNID
The unique Notes identifier
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Comp ID
The component ID

Cont Type
The content type. Depending on the archive system, this can be a MIME
type or a Content Manager data type.

# Comps
The number of components retrieved. If this number is greater than one,
the values of the first component are used for Doc UNID, Comp ID,
Content Type and Filename.

Filename
The internal CSLD file name assigned to a document

Variable columns for operation type Delete

If the operation type of a job is Delete, the second block of a CSLD Task log file
shows the columns of the example in|Table 52

Table 52. Columns in a CSLD Task log for operation type Delete

16 17 18
CRI Postproc Doc UNID
delete original B155D98F2977D83885257
08A0061CF36
delete original F28D7D64CB6CD15585257
08A0061D014

The following list briefly explains the meaning of the data in each column:
Type The archiving type

Format
The archiving format

CDI  Indicates if single-instance storing is used. If the name of the attribute
CSCDISIS appears, single-instance storing is enabled.

CRI

Postproc
Indicates what type of postprocessing is applied to the original after
archiving. In the example in [Table 52} postprocessing consists in a deletion
of the original documents.

Doc UNID
The unique Notes identifier

Comp ID

The component ID

Variable columns for operation type Search

If the operation type of a job is Search, the second block of a CSLD Task log file
shows the columns of the example in [Table 53 on page 340

Appendix H. Log and trace files 339



Table 53. Columns in a CSLD Task log for operation type Search

14 16 15
Archived CRI # Comps
412062 5

The following list briefly explains the meaning of the data in each column:

Archived
Total size of all documents captured by the search. This size equal to the
size of all components that make up the documents. Do not be confused
by the column label. It is the same for all size calculations regardless of the
operation type.

CRI
# Comps

The number of hits returned by the search

Variable columns for operation type Update

If the operation type of a job is Update, the second block of a CSLD Task log file
shows the columns of the example in |Table 54

Table 54. Columns in a CSLD Task log for operation type Update

15 18

CDI Doc UNID

CSCDISIS B155D98F2977D8388525708 A0061CF36
CSCDISIS F28D7D64CB6CD1558525708 A0061D014

The following list briefly explains the meaning of the data in each column:

CDI Indicates if single-instance storing is used. If the name of the attribute
CSCDISIS appears, single-instance storing is enabled.

Doc UNID
The unique Notes identifier

Log and trace files created by the CommonStore Server

The CommonStore Server creates a number of log and trace files at run time. The
most important ones are described in this section.

CommonStore Server log file

Log files produced by the CommonStore Server give you detailed information
about the most recent operations or events. The file name scheme is as follows:
Each server log file starts with ai followed by a number which represents the date
on which the file was written. The file extension is log.
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Example
ai20050417.log
This is a CommonStore Server log file written on April 17, 2005.

You can use the data in the server log to display information about performance
bottlenecks or errors in self- developed applications. The server log file contains
one line for each operation. These lines contain an error code. If you encounter
problems, you can look up the error codes in the server log file. Unless your errors
go back to a misconfigured setup, you rarely need to switch on the additional trace
facility.

The CommonStore Server log file is basically a table. The first block of columns is
the same under all conditions, whereas the second block varies with respect to the
type of the operation. The structure of the first block of columns is reflected in the
example shown in [Table 55 and [Table 56}

Table 55. The common block of columns in the server log file

1 2 3 4 5

Time stamp Return code Job number Operation Archive ID
18:47:32 -50 17 Archive Al

14:02:21 0 16 Append Al

09:42:04 0 1 Att Search Al

09:42:05 0 8 Retrieve Al

Table 56. The common block of columns in the server log file (continued)

6 7 8 9

CS server exec. time Agent exec. time Agent PID IP Address
0.456 0.123 660031

0.217 0.035 45388

0.158 0.020 13564

0.149 0.018 12406

The following list briefly explains the meaning of the data in each column:

Time stamp
Completion times of CommonStore Server job processing

Return code
The validation codes that the CommonStore Server returned for each
processed job. A return code of 0 indicates a successful operation. All other
codes indicate an error.

Job number
The numbers assigned to the jobs that were processed by the
CommonStore Server.

Operation
Indicates the type of an operation or the stages in the process of
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completing it. See for reference.

Table 57. Operation types as indicated in the server log file

Value Meaning

ARCHIVE Archiving

FULL_RETRIEVE Retrieval of entire messages or documents

COMP_RETRIEVE Retrieval of the specified document components

DELETE Deletion

QUERY Searching the archive for documents that match a query pattern
created with the search pattern template of Lotus Domino

UPDATE Replacement of an archived document with a newer version

Archive ID

The logical archive IDs of the archives addressed in the operations, as
specified in the server configuration profile.

CS server exec. time
The times that the CommonStore Server needed to process the jobs. The
numbers reflect the times in seconds.

Agent exec. time
The times that the agent needed to process the jobs. The numbers reflect
the times in seconds.

Agent PID
The identification numbers (process IDs) that an agent assigns to the jobs
that it processes. These are decimal values.

IP Address
This column is empty because this CommonStore product does not use it.

Variable columns for operation type ARCHIVE

If the operation type of a job is ARCHIVE, the second block of the CommonStore
Server log file shows the columns of the example in [Table 58

Table 58. Columns in the server log for operation type ARCHIVE

10 11 12 13 14 15

DocID CRI CDI Content type Full source file name Content
length

2000021421141232# application/msword D:\cstore\test\ 102717.0

405A.0908 notice.doc

1000911493141728# text/plain D:\cstore\test\ 4367.0

405A.0908 invoice.txt

Variable columns for operation type FULL_RETRIEVE

If the operation type of a job is FULL_RETRIEVE, the second block of the
CommonStore Server log file shows the columns of the example in [Table 59 o
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Table 59. Columns in the server log for operation type FULL_RETRIEVE

10 11 12 13 14
DocID ComponentID CRI Full target file name Content

length
2000021421141232#405A.0908 data D:\cstore\test\notice.txt 102717.0
1000911493141728#405A.0908 data D:\cstore\test\ 4367.0

invoice.txt

Variable columns for operation type COMP_RETRIEVE

If the operation type of a job is COMP_RETRIEVE, the second block of the
CommonStore Server log file shows the columns of the example in [Table 60

Table 60. Columns in the server log for operation type COMP_RETRIEVE

10 11 12 13 14
DocID ComponentID CRI Full target file name Content

length
2000021421141232#405A.0908  data D:\cstore\test\notice.txt 102717.0
1000911493141728#405A.0908 data D:\cstore\test\ 4367.0

invoice.txt

Variable columns for operation type DELETE

If the operation type of a job is DELETE, the second block of the CommonStore
Server log file shows the columns of the example in [Iable 61

Table 61. Columns in the server log for operation type DELETE

10 11 12
DocID ComponentID CRI
2000021421141232#405A.0908 data

1000911493141728#405A.0908 data

Variable columns for operation type SEARCH

If the operation type of a job is SEARCH, the number of columns in the second
block of the CommonStore Server log file varies according to the number of
arguments that you specified for the query. See [Table 62 on page 344| for an
example.
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Table 62. Columns in the server log for operation type SEARCH

10 11 12 13 14 15 16 17
Number Search Attribute Operator Attribute Attribute Operator Attribute
of hits pattern name value name value
template
5 pl and p2 Last name == Jones First I= Tom
name
16 pl Last name Rogers

A search request consists of a set of basic search terms, which are combined by the
search pattern template. Each of these search terms occupies three columns because
it consists of an attribute name, an operator, and an attribute value. Search requests
are recorded completely in the CommonStore Server log file. The number of hits is
also shown in this log file, but the individual hits are not.

Variable columns for operation type UPDATE

If the operation type of a job is UPDATE, the second block of the CommonStore
Server log file shows the columns of the example in [Table 63

Table 63. Columns in the server log for operation type UPDATE

10 11 12 13 14
DocID Action Target workbasket From To
folder folder
2000021421141232#405A.0908 attributes WORKFLOW_WB  Folderl Folder2
+workbasket
+folder
1000911493141728#405A.0908 attributes STACK_1 New Old
+workbasket
+folder

The values of the Action field are converted to strings and written to the
CommonStore Server log file. The Target workbasket,From folder, and To folder
fields are left empty when you do not specify a value for these in the request
message.

Variable columns for operation type ATTR_SPEC

There are no additional variable columns for this operation type.

Trace files

The CommonStore Server can produce different trace files to provide you and the
support team with information about error cases. You can configure tracing in the
CommonStore Server profile. The following trace files are available:

archint_startup.trace
This file contains only error information on starting and stopping the
CommonStore Server.
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Service trace file (Windows only)
This file contains error information regarding the start and stop of the
CommonStore service. The name of this file is determined by the keyword
SERVICE_TRACEFILE in the service initialization file. CommonStore is
delivered with a sample service initialization file called
csservice_sample.ini. If you use this file, you have probably renamed it to
csservice.ini. Open this file and check the value of SERVICE_TRACEFILE
therein. This will give you the name of the service trace file.

archint.trace
This file is written by the CommonStore Server if specified in the server
configuration profile. You can also change the name of this file in the
server configuration profile. The file contains all CommonStore Server trace
information, including information about starting, stopping, file names,
and errors.

Log and trace files created by the Content Manager 8 agent

The following log and trace files are created by the CommonStore agent for
Content Manager 8:

Content Manager 8 agent error log
This file is written by the CommonStore agent for Content Manager 8 and
helps analyzing problems that are related to the communication and data
transfer between the CommonStore Server and a Content Manager 8
backend archive. The name of this file is cm8errors.log. The file is written
to the directory that is determined by the INSTANCEPATH keyword in the
server configuration profile. The format of the text in this file is very
similar to that of the csserror.log file. See the entry Error log in this list.

Content Manager 8 agent trace file
This file is written by the CommonStore agent for Content Manager 8 and
contains trace information to further assist in solving problems related to
CommonStore and Content Manager 8. The name of this file is cmtrace.trc.
The file is written to the directory that is determined by the
INSTANCEPATH keyword in the server configuration profile.
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Appendix I. Frequently asked questions

Question: We have database replicas distributed over several Domino servers.
When I archive documents with the "retrieve documents to original database,
only” feature enabled, can I restore them to one of the replicas?
Answer: Yes, as long as those replicas are server replicas, you can archive
from one replica and retrieve to another one.

Question: Can I run multiple instances of CommonStore on one server?
Answer: Yes, you can. CommonStore can be started in multiple instances
on the same system. You only have to take care of distinct values of some
ini parameters (for example, port and trace / log files should be different).
Thus, you must use distinct parameters for all used ini files. The
executables can be unique and do not have to be copied.

Question: Is Lotus Domino R6 supported, too?
Answer: Yes, it is.

Question: Is CSLD DBCS-enabled?
Answer: Yes. Lotus Notes itself fully supports DBCS (double-byte character
sets) on document/item base. CommonStore’s internal communication is
done in Unicode.

Question: When archiving in the Notes native format, will the document’s UNID
be restored when I retrieve an archived document?
Answer: Yes, if no document with the original UNID has been created in
the meantime.

Question: What does "Folder archiving” mean?
Answer: In terms of CSLD, folder archiving means archiving all documents
residing in a certain folder within a Notes database. The documents to be
archived are identified through the folder containing them rather than each
separately by its UNID.

Question: Does CSLD always use the "Notes” content type for natively archived

documents?
Answer: CSLD uses whatever content class a certain file extension was
mapped to in the configuration database. This means that the
administrator is responsible for mapping the correct files to their respective
content classes. For natively archived Notes documents, there is no
predefined content class in Content Manager. The administrator will
therefore have to create a new one and map that to the file extension csn in
the CSLD configuration database, thereby making sure that all natively
archived Notes documents will be archived into this particular content
class.

Question: While starting up a task, or during job processing, I (sometimes)

receive the error message, "Cannot establish connection to CommonStore

Server...", but most of the jobs are processed correctly. What should I do?
Answer: There are the following possibilities:

1. The CommonStore Server (archpro) has not been started.

2. The number of CSLD dispatchers (keyword DOMINODPS in file
archint.ini) is too low. Increase the number step by step until you do
not receive any more messages.
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Appendix J. Reading syntax diagrams

This appendix explains how to read the syntax diagrams as used in

[“CommonStore commands,” on page 289

To use a diagram, follow a path from left to right, top to bottom, adding elements
as you go. In these diagrams, all spaces and other characters are significant.

Each diagram begins with a double right arrowhead and ends with a right and left
arrowhead pair. Lines beginning with single right arrowheads are continuation

lines.

»>—keyword—variable value ><

Keywords are all in lowercase, but can be entered in uppercase or in lowercase.
Variable values that you provide are shown in italics and are usually in lowercase.
Where values are shown in uppercase, they should be entered as they appear.

In a choice of items, the default item is always shown above the main line:
efault_value—

»>—keyword ther_value
ther_value—

Optional syntax elements are shown below the main line:

v
A

»»>—keyword |_ <
vaZue—|

In some cases, when an item has additional items associated with it, an additional
syntax diagram is shown that represents the full syntax of that item. For example,
in the following syntax diagram, additional information that can or must be
specified for ITEM1 appears in the “ITEM1 Variables” syntax diagram.

»—keywor‘d—keyword_name—-l ITEM1 |—ITEM2 >«

ITEM1 Variables:
variablel }
variabl eZ:‘
variable3

Sample syntax diagram

The following is a sample syntax diagram. It shows the expressions that you can
form with the hello command.
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Hello Command

v
A

»»—hello
L‘ Name ’J LI Greeting ’J

Name

f— —name_of_person |

Greeting

f—, —how are you? I

Valid versions of the hello command are:

hello

hello name

hello, how are you?
hello name, how are you?

Note that the space before the name_of _person value is significant and that, if you

leave out a value for name_of _person, you still code the comma before how are
you?.
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Notices

This information was developed for products and services offered in the U.S.A.
IBM may not offer the products, services, or features discussed in this document in
other countries. Consult your local IBM representative for information on the
products and services currently available in your area. Any reference to an IBM
product, program, or service is not intended to state or imply that only that IBM
product, program, or service may be used. Any functionally equivalent product,
program, or service that does not infringe any IBM intellectual property right may
be used instead. However, it is the user’s responsibility to evaluate and verify the
operation of any non-IBM product, program, or service.

IBM may have patents or pending patent applications covering subject matter
described in this document. The furnishing of this document does not give you
any license to these patents. You can send license inquiries, in writing, to:

IBM Director of Licensing
IBM Corporation

North Castle Drive
Armonk, NY 10504-1785
US.A.

For license inquiries regarding double-byte (DBCS) information, contact the IBM
Intellectual Property Department in your country or send inquiries, in writing, to:

IBM World Trade Asia Corporation
Licensing

2-31 Roppongi 3-chome, Minato-ku
Tokyo 106, Japan

The following paragraph does not apply to the United Kingdom or any other
country where such provisions are inconsistent with local law:
INTERNATIONAL BUSINESS MACHINES CORPORATION PROVIDES THIS
PUBLICATION “ AS IS” WITHOUT WARRANTY OF ANY KIND, EITHER
EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS
FOR A PARTICULAR PURPOSE. Some states do not allow disclaimer of express or
implied warranties in certain transactions, therefore, this statement may not apply
to you.

This information could include technical inaccuracies or typographical errors.
Changes are periodically made to the information herein; these changes will be
incorporated in new editions of the publication. IBM may make improvements
and/or changes in the product(s) and/or the program(s) described in this
publication at any time without notice.

Licensees of this program who wish to have information about it for the purpose
of enabling: (i) the exchange of information between independently created
programs and other programs (including this one) and (ii) the mutual use of the
information which has been exchanged, should contact:

IBM Deutschland GmbH
Department 0790
Pascalstrasse 100

© Copyright IBM Corp. 1997, 2007 351



70569 Stuttgart
Germany

Such information may be available, subject to appropriate terms and conditions,
including in some cases, payment of a fee.

The licensed program described in this information and all licensed material
available for it are provided by IBM under terms of the IBM Customer Agreement
or any equivalent agreement between us.

Any performance data contained herein was determined in a controlled
environment. Therefore, the results obtained in other operating environments may
vary significantly. Some measurements may have been made on development-level
systems and there is no guarantee that these measurements will be the same on
generally available systems. Furthermore, some measurement may have been
estimated through extrapolation. Actual results may vary. Users of this document
should verify the applicable data for their specific environment.

Information concerning non-IBM products was obtained from the suppliers of
those products, their published announcements or other publicly available sources.
IBM has not tested those products and cannot confirm the accuracy of
performance, compatibility or any other claims related to non-IBM products.
Questions on the capabilities of non-IBM products should be addressed to the
suppliers of those products.

All statements regarding IBM’s future direction or intent are subject to change or
withdrawal without notice, and represent goals and objectives only.

All IBM prices shown are IBM’s suggested retail prices, are current and are subject
to change without notice. Dealer prices may vary.

This information is for planning purposes only. The information herein is subject to
change before the products described become available.

This information contains examples of data and reports used in daily business
operations. To illustrate them as completely as possible, the examples include the
names of individuals, companies, brands, and products. All of these names are
fictitious and any similarity to the names and addresses used by an actual business
enterprise is entirely coincidental.

COPYRIGHT LICENSE:

This information contains sample application programs in source language, which
illustrates programming techniques on various operating platforms. You may copy,
modify, and distribute these sample programs in any form without payment to
IBM, for the purposes of developing, using, marketing or distributing application
programs conforming to the application programming interface for the operating
platform for which the sample programs are written. These examples have not
been thoroughly tested under all conditions. IBM, therefore, cannot guarantee or
imply reliability, serviceability, or function of these programs.

If you are viewing this information softcopy, the photographs and color
illustrations may not appear.
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Trademarks

The following terms are trademarks of the IBM Corporation in the United States,
other countries, or both:
IBM
The IBM logo
ibm.com
AIX
Application System /400
AS/400
DB2
Domino
i5/08S
iSeries
Lotus
Notes
Operating System /390
Operating System /400
0S5/390
0S/400
S/390
System /390
Tivoli
z/0S

Java

COMPATIBLE

ActionMedia, LANDesk, MMX, Pentium and ProShare are trademarks of Intel
Corporation in the United States, other countries, or both.

Adobe, the Adobe logo, PostScript, and the PostScript logo are either registered
trademarks or trademarks of Adobe Systems Incorporated in the United States,
and/or other countries.

Intel, Intel logo, Intel Inside logo, Intel Centrino, Intel Centrino logo, Celeron, Intel
Xeon, Intel SpeedStep, Itanium and Pentium are trademarks of Intel Corporation in
the United States, other countries, or both.

Java and all Java-based trademarks are trademarks of Sun Microsystems, Inc. in the
United States, other countries, or both.

Linux is a trademark of Linus Torvalds in the United States, other countries, or
both.

Microsoft, Windows, Windows NT, and the Windows logo are trademarks of
Microsoft Corporation in the United States, other countries, or both.

UNIX is a registered trademark of The Open Group in the United States and other
countries.
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Other company, product, and service names may be trademarks or service marks
of others.
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folder archiving 48
troubleshooting 327
Content Manager Records Enabler 213
CS Server, configuring 215
Domino Server, configuring 217
Lotus Notes client, configuring 222
content type
Content Manager 8 101
Content Manager for iSeries 101
Content Manager OnDemand 101
description 100
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mapping 100
Tivoli Storage Manager 101
copy group, Tivoli Storage Manager 57
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starting 116, 294
stopping 117, 294
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content-type mappings 100
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document mappings 91
job database 75
scheduled task 109
user to start CSLD Task 75
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description 23
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settings 129
stopping daemon manually 129
starting 104, 295
stopping 104, 295
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database set 108
database, initial setup 250
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archived documents 236
job fields 237
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HTTP 23
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displaying
query results 83, 243
using multiple result documents 245
document
result, multiple 19
document mapping
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TMPDIR 278
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codes 329
CSNERR_INVALIDREQTYPE 262, 263, 264, 267
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list 255
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FAQ 347
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text 240
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created at run time, CommonStore Server 340
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log file
CommonStore Server 340
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H
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description 64
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installing
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job state (continued)
CSN_JOB_TOBEPROCESSED 231
symbolic values 255

K

key fields, defining 43

keyword
ACCESS_CTRL 280
ADDVIEWFILTERATTR 280
ADSMAGENTS 272, 321, 324
ADSMNODE 58, 280
ALL_PORTS_FIXED 161, 272
ALLOW_TSM_COMPRESSION = 280
APPGROUP 280, 282, 284
APPLICATION 281
ARCHIVE 271, 280, 281
ARCHIVETYPE 281
ARCHPRO_PORT 272
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BROWSERCACHING 273
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CMAGENTS 273, 321
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CONFIG_FILE 273
DOMINODPS 273, 347
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ECLIENT_PROTOCOL 282
ECLIENT_URL_PREFIX 274
ECLIENT_USER 274
ECLIENT_VIEWING 282
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