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Chapter 1. About This Tutorial

Intended Audience

Thistutorial isfor the IBM® Lotus® Sametime® Community Server Toolkit.

Thistutoria isintended for Java™ devel opers who have used the Sametime Java Toolkit and
want to use the Sametime Community Server Toolkit to enhance application logic on the server.

This guide does not include information about Sametime Java programming or Java programming
in general. For more information on Sametime Java programming, see the Sametime Java Client
Toolkit documentation. For more information on the Java language and Java programming, see
http://java.sun.com/.

Requirements

For information about software requirenments for the Sametinme Conmunity
Server Toolkit, see releaseNotes.txt, included with the toolkit.

How to Use this Guide
This guide contains the following main sections.

Chapter title Description

Chapter 2: Introduction Provides an overview of the Sametime
Community Server Toolkit

Chapter 3: HackersCatcher Demonstrates how to build the HackersCatcher

sample sample

Chapter 4: OfflineM essages Demonstrates how to build the OfflineM essages

sample sample

Chapter 5: PlacesL ogger sample Demonstrates how to build the PlacesL ogger
sample

Chapter 6: UserAttributeSA Demonstrates how to use the UserAttributeSA

sample service that enables athird-party server

application to set attributes for a user

Chapter 7: Telephony Presence Demonstrates how to build atelephony

sample application that can publish telephony attributes,
add and remove watch on a Sametime user, and

get notifications about the user's status changes

IBM Lotus Sametime Community Server Toolkit Tutorial 1
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Guide Conventions
The following conventions are used in this guide:
e SamplecodeisintheCouri er Newfont.

e Sample code that has been added to a previous sample stepisin bold Cour i er New.

Related Documents

e  Sametime Community Server Toolkit Developer’s Guide

Additional Information

Additional information can be found on the following websites:

http://ww. | otus. com saneti nme
http://ww. i bm com devel operwor ks/ | ot us

Y ou may also want to read “Working with the Sametime Client Toolkits,” available at the IBM
Redbooks site (http://www.redbooks.ibm.com).
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Chapter 2. Introduction

The Sametime Community Server Toolkit is one member of a comprehensive, Java-based
application SDK that devel opers can use to embed real-time capabilities into e-business
applications. This server toolkit is a collection of components used by developersto build
applications that affect the functionality and services provided by a Sametime server. These
components can be used in any standard devel opment environment that supports JDK 1.1.

Thistutorial demonstrates implementing the Sametime Community Server Toolkit components
through these sampl e applications:

e TheHackersCatcher sample— Notifies of “login failed” events through the
implementation of the UserL oginFailedListener Listener.

e The OfflineM essages sample — Allows online users to send messages to other users who
are currently offline using the UserHandler object. Those messages are then sent to their
intended recipients when they come online.

e ThePlacesl ogger sample — Using the ActivityService component, monitors the life
cycle of acertain type of place and lists some of their propertiesin a swing-based table.

e TheUserAttributeSA sample — Uses the UserAttributeSA Service component to set and
remove attributes associated with specific users. These attributes are visible to other users
and server applications viathe awareness service (i.e., buddy list), and look the same as
the attributes set by the user.
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Chapter 3. HackersCatcher Sample

Overview

This sample demonstrates how to build the HackersCatcher application. The HackersCatcher
sample logs in to the Sametime community as a server application. It then subscribes to get “login
failed” events from the community. For demonstration purposes, the information on each “login
failed” attempt is sent to the console but that action could easily be changed to some other action.

Running the Sample
To use the HackersCatcher sample:
1. Add stcommsrvrtk.jar to your class path to enable using the Community Server Toolkit.

2. Open your server. (To run aserver application from your machine, first configure the
Sametime server.)

Note You will not be ableto log in to the Sametime server as a server application if the IP
address of your machineis not in the server’ strusted IP list.

To log in to the Sametime server as a server application, perform one of the following:

e Addyour IPto the server trusted IP list. To do so, open stconfig.nsf and add the IP to the
Community Trustedl PS field in the CommunityConnectivity document. Separate multiple
| P addresses with commas or semicolons.

e Configure the server to accept al 1Ps as trusted (a less secure option):

a.  Onthe server machine, open the Sametime.ini file that islocated in the
Sametime folder.

b. Add thefollowing lineto the Debug section of the Sametime.ini file:
[ Debug]

VPS_BYPASS TRUSTED_ | PS=1

Imported Packages

The five packages used in this sample are:

i mport com | otus. saneti ne. core. conparch. *;

i mport com | otus. sanetine.core.types. *;

i mport com | otus. sanetine. conmunity. *;

i nport com | otus. sameti nme. comruni tyevents. *;
i nport java.net. | net Address;

IBM Lotus Sametime Community Server Toolkit Tutorial 4



Chapter 3. HackersCatcher Sample

Class Members

The table below identifies the three class members used in the HackersCatcher sample.

Class Member Description

STSessi on m sessi on Represents the Sametime session.

Server AppServi ce m saServi ce Represents the server application service and
enables logging in to the server as a server
application.

Commruni t yEvent sSer vi ce Represents the CommunityEvents service and

m ceSer vi ce provides the “login failed” notifications.

Initializing and Logging In to Sametime

Add a“run” method to your class. This method has one parameter, which is the server name. The
code for this method is as follows:

private void run(String serverNane)
{

try

{

m sessi on = new STSession("" + this );

String [] conmpNanes = { Server AppServi ce. COMP_NAME,
Commruni t yEvent sSer vi ce. COMP_NAME };
m sessi on. | oadConponent s( conpNanes ) ;

m saServi ce = (Server AppServi ce)
m_sessi on. get ConpApi ( Server AppSer vi ce. COMP_NAME) ;
m ceServi ce = (ConmunityEvent sService)
m _sessi on. get ConpApi (Communi t yEvent sServi ce. COMP_NAME) ;

catch (DuplicateObject Exception e)
{

System out. println("STSession or Conponents created
twice.");

}

m session.start();

m saServi ce. addLogi nLi stener( this); short |oginType =
STUser I nstance. LT_SERVER _APP; m saServi ce. | ogi nAsSer ver App(
server Name, |ogi nType, "Hacker Catcher", null);

}

As shown above, the ST Session object is created, the needed components are loaded within atry-
catch block, and the session is started. Finally, you add yourself as a listener to login/logout
events and log in to the community as a server application with the login type
LT_SERVER_APP.

IBM Lotus Sametime Community Server Toolkit Tutorial



Chapter 3. HackersCatcher Sample

Implementing the Login Listener

In the “run” method described above, the sample class was added as alogin listener to
m_saService. To implement the m_saService interface:

1. Declareaclassto implement LoginListener:
public class HackersCatcher inplenents LoginListener

2. Add the two methods of LoginListener to this new class:
public void | oggedl n(Logi nEvent event)

{

m ceSer vi ce. addComuni t yEvent sServi ceLi stener (this);

}
public void | oggedCut (Logi nEvent event)

{

m ceServi ce. renmoveConmuni t yEvent sServi celLi stener (this);

}

To get notifications on the availability of the CommunityEventsService, add the sample classas a
CommunityEventsServiceListener interface in the implementation.

Implementing the CommunityEventsService
Listener

Add the CommunityEventsServicelL istener to the implemented interface list of this class.
The CommunityEventsService listener interface has two methods:

e serviceAvail able

e serviceUnavail abl e

To implement the Community EventsServicelL istener, add the following:
public void serviceAvail abl e(Communi t yEvent sServi ceEvent event)

{

m ceServi ce. addUser Logi nFai | edLi st ener (t hi s);

}

public void serviceUnavai l abl e( Communi t yEvent sServi ceEvent event)
{

m ceServi ce. renovelLogi nFai | edLi stener (this);

}

To receive “login failed” eventsin the implementation, add the sample class as a L oginFailed
Listener.

IBM Lotus Sametime Community Server Toolkit Tutorial



Chapter 3. HackersCatcher Sample

Implementing the UserLoginFailedListener
Listener

Add the UserLoginFailedListener to the implemented interface list of this class. Thisinterface has
only one method. It printsinformation on the failed login attempt.

public void userlLogi nFail ed(UserLogi nFai | edEvent event)

{

String s = new String("login failed:");
s += " Name=" + event. get Logi nName();
s += ", ip=" + event.getLoginlp();

s += ", type=" +

I nteger.toHexString(event. getLogi nType());
s += ", reason=" +

I nt eger.toHexString(event. get Reason());

System out. println(s);

}

Main Implementation

In Main, call the run method and pass it the server name from the command line: public static
void main(String[] args)

{
if ( args.length '= 1)

System out . println("Usage: HackersCatcher
server Name") ;
System exit(0);
}

new Hacker sCatcher().run(args[0]);

}

Building and Running

Now you can build the program. It should compile with no errors.

After building, run the program from the command line for Windows platforms, or from the
command line resulting from issuing STRQSH command on IBM iSeries, passing the server
name. After the console is ready, open Sametime Connect and try to log in to the server with an
incorrect password. Y ou should see an entry for the failed login attempt on your program’s
console.

IBM Lotus Sametime Community Server Toolkit Tutorial



Chapter 4. OffineMessages Sample

Overview

This sample demonstrates how to build an Offline Messages Server application by using the
various server toolkit components. The application allows clients to send messages to a user who
is currently offline. The message is saved and then transferred to its intended recipient when that
user goes online.

The Offline Messages Server application works as follows:
e When amessageto a user who is offlineis received, the message is saved together with
details about both the sender and the intended receiver. The server application then waits

for the receiver to login.

¢ When thereceiver logsin to Sametime, the server application logsin on behalf of the
sender, sends the message, and immediately logs out.

The receiver gets the message as if the sender sent it directly. If the receiver responds, the
response is sent back to the original sender and not to the server application.

OfflineMessages Sample Content

The sample contains four files.

File name Description

O fli neMessagesSA The server application that listens to messages from clients and to
usersthat log in to the community

User Handl er An object that handles a single message to an offline user

cient A sample contact list client that is able to send (but not receive)
offline messages

MessageFr ame The frame on which clients can write a message

IBM Lotus Sametime Community Server Toolkit Tutorial



Chapter 4. OfflineMessages Sample

Running the Sample

To use the OfflineM essages sample:

1

Add stcommsrvrtk.jar and commres.jar to your class path to enable using the Community
Server Toolkit.

Open your server.
To run a server application from your machine, first configure the Sametime server. Refer
to the Chapter 3. HackersCatcher Sample chapter of this tutorial for more information.

From a command prompt for Windows platforms or from the command line resulting
fromissuing STRQSH command on IBM iSeries, first run the server application of the
sample. For example:

j ava —cp .;[server toolkit jar filelocation] OF f | i neMessages SA [server name]

Run the sample client (which is like any other Sametime Java Toolkit Client). For
example:

j ava —cp .;[javatoolkit jar files];[resource jar file] O i ent [user name] [password]
[server name]. For IBM iSeries, run the sample client on a Windows client machine or
use a Sametime Connect client for this step.

Send a message to a user who is currently offline.

The offline user can then log in with aregular Sametime Connect client to receive the
message.

OfflineMessages Sample Components

These components are used in this sample:

Component Description

Ser ver AppSer vi ce Used for logging in to the Sametime community as a server
application

Channel Servi ce Used for receiving channels from clients

Communi t yEvent sSer vi ce Used for getting notifications on usersthat log in to the

Sametime community

Li ght Logi nServi ce Used for logging in on behalf of the message sender

SATokenSer vi ce Used for getting the sender login token

I nst ant Messagi ngServi ce | A client toolkit component used to send an instant message

(IM)
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Chapter 4. OfflineMessages Sample

Initializing the Sample
Look at the constructor of the OfflineM essage Server application class.
Follow these steps:

1. Create asession of components:

public O flineMessagesSA(String host Nane)
{

/1 Create and | oad the session of conponents.
try

{
m sessi on = new STSession("OflineMessages");
String [] conpNanmes = {
Server AppSer vi ce. COVP_NANME
Commruni t yEvent sSer vi ce. COMP_NANME,
SATokenSer vi ce. COVP_NAME} ;
m sessi on. | oadConponent s( conmpNanes ) ;

m session.start();

}
cat ch(Dupli cat eObj ect Excepti on e)

{
e.printStackTrace();

exit();

m_host Name = host Nane;

2. Addressthe session to get areference for each component that will be used later. These
components are the Community Events Service and the Channel Service. Also, add the
sample class as alistener to each of the components to receive notifications.

/1 Get a reference to the needed conponents.

m comrEvents =
(Comuni t yEvent sServi ce) m sessi on. get ConpApi ( Comuni t yEvent sSer vi ce
. COVP_NAME) ;

m comrEvent s. addCommuni t yEvent sSer vi ceLi st ener (t hi s);

Channel Servi ce channel Service =

(Channel Servi ce) m sessi on. get ConpApi ( Channel Servi ce. COVW_NAME) ;
channel Ser vi ce. addChannel Servi celLi stener(this);

IBM Lotus Sametime Community Server Toolkit Tutorial



Chapter 4. OfflineMessages Sample

Logging In to Sametime

Use the login method to log in to Sametime. For information about the login process, refer to the
Chapter 3. HackersCatcher Sample chapter of thistutorial.

Implementing the Channel Listener

Upon logging in, a server application declares the type of service it provides. When clients want
to communicate with the application, they create and open a channel providing that same service

type.

The natification about a new incoming channel is received in the channel Received event.

The server application unwraps the message information and creates a UserHandler abject for the
message. The message is kept in the watchedUsers hashtable. Since you do not need to respond to
the client, close the channel.

The following is the implementation of the Channel Listener:
public void channel Recei ved( Channel Event event)

/1 Get the incom ng data.
Channel cnl = event. get Channel ();

try

Ndr | nput Stream i nStream = new Ndr | nput Strean(cnl . get CreateData());

STId receiverld = new STId(inStream;

String receiverName = inStream readUTF();
String nessage = inStream readUTF();
STUser receiver = new STUser(receiverld, receiverNanme, "");

User Handl er handl er = new User Handl er (m_sessi on, m _host Nane,
cnl.getRenptel nfo(), receiver, message);
m wat chedUsers. put (receiverld.getld(), handler);

catch (1 OException e)

{
e.printStackTrace();

cnl.close(STError. ST_I NVALI D_DATA, null);
return;

/1 No need for the channel anynore.
cnl.close(STError.ST_OK, null);

}

IBM Lotus Sametime Community Server Toolkit Tutorial
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Chapter 4. OfflineMessages Sample

Implementing the Community Events Service

The Community Events Service is used to get notifications on users who log in to Sametime. The
following code implements the Channel Listener:

m_conmmrEvent s. addUser Logi nLi st ener (thi s);

When auser logs in to Sametime, you receive a userL oggedin event. If the user isin your
watched users ligt, the receiverOnline method is invoked on the UserHandler object of that
message.

public void userLoggedln (UserLogi nEvent event)

{
/1 Check if we are interested in this user.
STUser user = event.getUserlnstance();
Obj ect o0 = mwatchedUsers.renmove(user.getld().getld());
if (o!=null)
((UserHandl er)o).receiverOnline();
}
}

UserHandler Object — Message Handling

The UserHandler object is used for handling a single message to an offline user. As described
earlier, the server application creates one UserHandler object for every incoming message and
invokes the receiverOnline method when it receives notification that the receiver haslogged in.
When the receiver logsin, the UserHandler does the following:

o Usesthe SATokenServiceto get the sender’ s login token

o Usesthe LightL oginServiceto perform avirtual login on behalf of the sender

e UsesthelnstantM essagingServiceto send an IM to the receiver with the message

e Usesthe LightL oginServiceto log out

Initialization

public User Handl er (STSessi on saSession, String serverNane, STUser
sender, STUser receiver, String nmessage)

m sender = sender;
m receiver = receiver
m nmessage = nessage;

m server Name = server Nane,

IBM Lotus Sametime Community Server Toolkit Tutorial 12



Chapter 4. OfflineMessages Sample

/1 We need the sender's token for | ogin.
m t okenSer vi ce

( SATokenSer vi ce) saSessi on. get ConpApi ( SATokenSer vi ce. COVP_NAME) ;
m_t okenSer vi ce. addTokenSer vi ceLi st ener (t hi s);

m_mai nLogi n

(Server AppServi ce) saSessi on. get ConpApi ( Server AppSer vi ce. COVP_NAME) ;
}

The session of the server application is saSession. The mainLogin variable holds the
ServerAppService instance used by the server application to log in. Thisinstance is used later for
the Light Login Service.

ReceiverOnline Implementation
This method is called when the offline receiver logsin to Sametime.

Tolog in on behalf of the sender, create another session of components to differentiate between
the login IDs. The server application Token Service is used to get the sender’ s login token. See
the Sametime Community Server Toolkit Developer’s Guide for more information.

voi d receiverOnline()

{

/'l First, create a session for the user
try
{

m sessi on = new STSession("Offli neMessageUser"” + this);
String [] compNames = {

Li ght Logi nSer vi ce. COVP_NANME,
| nst ant Messagi ngSer vi ce. COVP_NAME };

m sessi on. | oadConponent s( conmpNanes );
m session.start();
cat ch(Dupl i cat eObj ect Excepti on e)

e.printStackTrace();
return;

}

m_| ogi nService =
(Li ght Logi nServi ce) m sessi on. get ConpApi (Li ght Logi nSer vi ce. COVP_NAME

m_ i nService =
(I nstant Messagi ngSer vi ce) m sessi on. get ConpApi (| nst ant Messagi ngSer vi
ce. COVP_NAME) ;

/1 Now, try to get the sender’s token.
m_ t okenSer vi ce. gener at eToken(m_sender) ;

}

IBM Lotus Sametime Community Server Toolkit Tutorial 13



Chapter 4. OfflineMessages Sample

Implementing the Token Service Listener

If atoken for the sender was successfully generated, try to log in to Sametime on behalf of the
sender:

public void tokenGenerated(TokenEvent event)

{

/1 Now, we |login as the sender.

m_| ogi nServi ce. set Logi nType( STUser I nstance. LT_LI GHT_CLI ENT_USER)
m | ogi nServi ce. addLogi nLi stener (this);

/1 Alight client has to provide its IP explicitly, giving nul
as |IP
/'l prevents the server from disconnecting the real sender
Token token = event. get Token();
m | ogi nServi ce. | ogi nByToken(t oken. get Logi nNane(),
t oken. get TokenStri ng(), m mainlLogi n,
nul l);

}

Note When logging in using the Light Login Service, areferenceto the main login ID and the IP
address must be provided. The Sametime server automatically disconnects every additional login
occurrence of a user that was made from a different machine. An IP address is not given to avoid
having the server disconnect the real sender.

Implementing the Login Listener

After logging in to the Sametime server, send the waiting message to its recipient. Use the IM
service of the client toolkit. Refer to the Sametime Java Toolkit Tutorial and the Sametime Java
Toolkit Devel oper’s Guide for more information.

public void | oggedl n(Logi nEvent event)

{
System out. println("SA: Handl er Loggedlin");

/1 Finally we can send the nessage.

Imim= m.inBervice.createlmmreceiver, EnclLevel.ENC LEVEL ALL,
1);
i m addl nLi st ener (new | nHandl er());
i mopen();

Note Use 1 asthe ImType to integrate with a Sametime Connect client that uses that type.
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Chapter 4. OfflineMessages Sample

Implementing the IM Listener

Use an inner classto listen for the IM events since you do not need them all. If the IM was
created, the message text is sent and the user isimmediately logged out.

class | nHandl er extends | mAdapter

{
public void i mOpened(| mEvent event)

{

/1 Send the nessage and | eave asap.
event.getln().sendText (true, m nmessage);
m | ogi nServi ce. | ogout () ;

cl eanUp();

}
public void openlnfail ed(| mEvent event)
{

System out. println("SA HANDLER: Coul dn't open IM" +
event. get Reason());

cl eanUp();

}

}

Cleaning up

It isimportant to completely remove the session once it is no longer used so it can be eliminated
during “garbage collection” (the Java Virtual Machine identifies objects that are no longer in use
and reclaims the memory). Use the following cleanup method to remove the session:

private void cleanUp()

{

m sessi on. stop();
m _sessi on. unl oadSessi on() ;

}
The Sample Client

The sample client uses the Sametime Awareness Tree Ul component to create a simple contact
list that can send offline messages. Refer to the Sametime Java Toolkit Tutorial and Sametime

Java Toolkit Developer’s Guide for more information. For IBM iSeries, the sample client must be

run on a Sametime client machine.

Note that the sample client can only send offline messages, not receive them. After you run this
sample and send an offline message, log in with aregular Sametime Connect client to receive the

message.

IBM Lotus Sametime Community Server Toolkit Tutorial
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Chapter 5. PlacesLogger Sample

Overview

The PlacesL ogger sample application monitors the life cycle of a certain type of place and lists
some of their propertiesin a swing-based table. This sample demonstrates the basic use of the
Places server components and serves as a starting point for devel opers who want to develop more
elaborate applications. This sample is not supported on IBM iSeries since it requires native AWT
GUI support. To run on iSeries, the PlacesHandler.java and L ogFrame.java samples would need
to be changed to store/retrieve the log information to file instead of a Swing-based table.

PlacesLogger Sample Content

The following table identifies the files contained in the sample.

File Name

Description

Pl acesLogger. j ava

Thisfile contains the main application that logs in to the
community, registers your activity as one that will be
added to places of the desired type, and listens to the
newly created places.

Pl acesHandl er . j ava

Thisfile creates awrapper on top of each place that
monitors the properties of the place and updates the output
frame when required.

LogFrane. j ava

Thisfile creates a swing-based table that implements the
Graphical User Interface (GUI) for the sample.

Running the Sample

To use the PlaceslL ogger sample:

1. Add stcommsrvrtk.jar to your class path to enable using the Community Server Toolkit.

2. Open your server.

To run a server application from your machine, first configure the Sametime server. Refer
to the Chapter 3. HackersCatcher Sample chapter of this tutorial for more information.

3. Point acommand prompt to the classes’ directory and type:
java — cl asspat h [path for the server toolkit package] Pl acesLogger

[serverName]

IBM Lotus Sametime Community Server Toolkit Tutorial 16



Chapter 5. PlacesLogger Sample

4. Using the Sametime Connect client, create a meeting of any type on the Sametime server
and see the resultsin the Logger.

PlacesLogger Sample Components

The following table identifies the components used in this sample.

Component Description
Ser ver AppSer vi ce Used for logging in to the Sametime community
Pl acesAdni nSer vi ce Used for registering an activity as one that should always

be added to places of a specific type

ActivityService Used for registering as an activity provider in the place
service and for receiving notifications on newly created
places

How It Works

Every server application must first log in to the Sametime community by using the login method.

An activity can be added to a place in two ways. A user can explicitly request the activity in that
place, or it can be registered as a*“ default activity” of a certain place type. A default activity is
automatically added to any place of that type whenever the placeis created.

For alogger application use the default activity. To do so, use the setDefaultActivity method of
the PlacesAdminService. Look at the implementation of the serviceAvailable event to see how it
is done.

public void serviceAvail abl e(Pl acesAdni nEvent event)

{

/1 Set our activity as a default activity for the place
type we

/1l are interested in.

System out. println("Adm nServi ce avail abl e");

m adm nServi ce. set Defaul t Activity(PLACE TYPE
ACTIVITY_TYPE, null);

}

Now listen to places being created. Whenever an activity is requested by a place, the
ActivityServicelL istener.activityRequested method is called. The activity provider application
should determine whether to accept the request or not.

public void activityRequested(ActivityServiceEvent event)
{
/1 A place was created and our activity is requested.
Pl ace place = event.getPl ace();

Systemout.println("Place: " + place.getNane());
m activityService.acceptActivity(event.get WActivity(), null);
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new Pl aceHandl er (event. get \yActivity(), mframe);

}

Look at the activityRequested implementation in the sample. Since there is no reason to decline
such arequest, accept it immediately. Also create a PlaceHandler object for every new place. The
place handler will monitor the place for specific events.

In this sample, you monitor three properties of a place: its name, the time of its existence, and
whether certain activities were added to it. Y ou start atimer on the constructor and then stop it
whenever you receive a Placel eft event (which should only happen if the place has been
destroyed). Y ou also listen to the activityAdded event to get the activitiesin the place. All the
changes are displayed in the LogFrame, which uses standard swing components.

A place that is empty of users gets destroyed automatically after atimeout of three (3) minutes.
To establish adifferent timeout, set the VPPLACE_DEFAULT_TTL flag, under the Debug
section of the Sametime.ini file, to the desired time.

To monitor the activities that are added to the place:
/**
* An activity was added to the place.
*/
public void activityAdded(Pl aceEvent event)

{
int type = event.getActivityType();
switch (type)
case CHAT_ACTIVITY:
m_hasChat = new Bool ean(true);
break;
case AUDI O_ACTI VITY:
m_hasAudi o = new Bool ean(true);
br eak;
case VI DEO ACTI VITY:
m_hasVi deo = new Bool ean(true);
br eak;
case SCREEN_SHARE_ACTI VI TY:
m_hasShare = new Bool ean(true);
br eak;
case WH TEBOARD_ACTI VI TY:
m _hasWb = new Bool ean(true);
br eak;
}
m frame.refreshAll ();
}

To monitor the time that the place exists:

public PlaceHandl er( MyActivity activity, LogFrane frane)
{

mtime = new Tinme(mfranme, this);

}

The Time class uses athread to update the frame' s table every second.
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Chapter 6. UserAttributeSA Sample

Overview

This sample demonstrates how to build a server application that can set and remove attributes
associated with specific users. These attributes are visible to other users and server applications
viathe awareness service (i.e., buddy list), and look the same as the attributes set by the
user/client.

This service enables the creation of athird-party server-side component that can contribute
additional information about the current state of the user. For example, the component could
indicate that the user is currently on the phone by receiving the information from its PBX.

ONLY server-side components have the permission to use this service. Client-side logins cannot
change attributes for other usersin the system.

UserAttributeSA Sample Content

The sample includes two files:

File name Description

User Attri bSASanpl e | Thisfileincludes Sample SA, which usesthe
UserAttributeSA Service to manipulate the user's attributes

dient Sanpl e Thisfileisasimple client application that views and enables the
monitoring of the user's attributes. Together with the
UserAttribSA Sample, ClientSample demonstrates how user
attributes can be manipulated by a server application.

UserAttribSASample Structure

1. The sample imports the following Java Toolkit packages and classes:

i mport com | otus. saneti
i mport com |l otus. saneti
i mport com | otus. saneti
i mport com | otus. saneti
i mport com | otus. sameti
i mport com | otus. saneti
i mport com | otus. saneti
i mport com | otus. saneti
i mport com | otus. saneti
i mport com | otus. sameti

.comuni ty. Logi nEvent;
.conmuni ty. Logi nLi st ener;

communi ty. Server AppSer vi ce

.core. conparch. Dupl i cat eCbj ect Excepti on
. core. conpar ch. STSessi on

.core.types. STAttri bute;

.core.types. STUser;
.core.types. STUser | nst ance;

| ookup. LookupSer vi ce;

| ookup. Resol veEvent ;

3333333333
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i mport com | ot us.
i mport com | ot us.
i mport com | ot us.
i mport com | ot us.
i mport com | ot us.
i mport com | ot us.
i mport com | ot us.

sanet i
sanet i
samet i
samet i
saneti
sanet i
sanet i

3333330

| ookup. Resol veli st ener;

| ookup. Resol ver;

onl i nedirectory. OnlineDirectoryService;
userattributesa. User Attri but eSAEvent ;

.userattributesa. UserAttri but eSALi st ener;
.userattributesa. UserAttri but eSAServi ce;
.userattributesa. UserAttri but eSAServi ceEvent

2. The _userAttri bSvc object provides accessto the User At t ri but eSASer vi ce.

3. UserAttribSA Sample implements the following interfaces:

Interface

Implementation

User At tri but eSALi st ener

Receives the UserAttributeSA Service service events

Logi nLi st ener

Receives the login to Community events

Resol velLi st ener

Receives events that verify whether or not the user nameis
resolved

How It Works

1. Themain UserAttribSA Sample class method reads two necessary values from the input

argument array:

e Sametime Server name/| P address

e User name whose attribute the UserAttribSASampleis going to push

2. If both arguments are provided correctly, a new UserAttribSA Sample class object is

created.

3. Whileanew UserAttribSA Sample class instance is being built, all required Sametime
components are loaded:

session = new STSession("UserAttri bSASanpl e" + this);
String[] conps = { Server AppServi ce. COVP_NAME,

Onl i neDi rect oryServi ce. COVP_NAME,
User Attri but eSASer vi ce. COVP_NAME,
LookupSer vi ce. COW
_NAME };

_session. | oadConponent s( conps) ;

_session.start);

4. The newly created session starts and the UserAttribSA Sample object adds itself into both
theUser At tri but eSALi st ener and Logi nLi st ener lists. The
UserAttribSA Sample object then logs into Sametime Community as a server application:
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saSvc. | ogi nAsServer App(server, STUserlnstance. LT _SERVER APP,
"User Attributes SA", null);

5. If the object getsthe User At t ri but eSASer vi ce service available, it activates
LookupSer vi ce, addsitself to the Resol veli st ener list, and triesto resolve a user
name provided as an input parameter:

public void serviceAvail abl e(User Attri but eSAServi ceEvent event) {
Systemout.println("User Attributes SA Service
Avai | abl e");
[1'Wait for service avail able before attenpting to user
the service

/I Resol ve the user nane into STUser object
LookupServi ce | ookupSvc = (LookupService)

_sessi on. get ConpApi (LookupSer vi ce. COVP_NAME) ;

Resol ver resol ver = | ookupSvc. creat eResol ver (true,
false, true, false);

resol ver. addResol velLi stener(this);
resol ver.resol ve(_user Nane) ;

}

6. If the user nameisresolved successfully (i.e., if ther esol ved event has occurred), then
the class object is alowed to set/remove the user attribute. For example, the 778877
attribute ID is set:

public void resol ved(Resol veEvent event) {

/1lnlcude a tinme stanp in the attribute content so we
will //get an event each tinme it is updated
java.util.Date d = new java.util.Date();
STAttribute attr = new STAttribute(778877, "Sone
exciting new value" + ", Date: " + d.toString());
Systemout. println("User Resol ved successfully,
updating attribute: " + attr.getKey());
_userAttribSvc.setAttribute((STUser)
event . get Resol ved(), attr);

}

7. AttributeSet/attributeRenoved eventsof theUser Attri but eSAServi ce
service indicate that an attribute has been updated or removed successfully.
Set AttributeFail edandrenmoveAttributeFail ed eventspoint to the operation
failure.

8. All the events of the required services are implemented viathe Syst em out . println
logging mechanism.
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ClientSample Structure

1. The sample imports the following Java Toolkit packages and classes:

i mport com | otus. saneti ne. awar eness. Attri but eEvent;

import com | otus. saneti ne. awar eness. Attri but eLi stener

i mport com | otus. saneti ne. awar eness. Awar enessSer vi ce;

i mport com | ot us. saneti ne. awar eness. Wat chlLi st ;

i mport com | otus. sanmeti ne. conmmuni ty. Comuni t yService

i mport com | otus. saneti ne. conmuni ty. Logi nEvent;

i mport com | otus. sanetine. community. Logi nLi st ener;

i mport com | otus. saneti ne. core. conparch. Dupl i cat eCbj ect Excepti on

i mport com | otus. sanmeti ne. core. conpar ch. STSessi on

i mport com | otus. sanmetine.core.types. STAttri bute;
2. UserAttribSA Sample implements the following interfaces:

Interface Implementation

Logi nLi st ener Receives the login to Community events

Attribut eli st ener Receives the attribute change events
How It Works

1. Themain method of the sample reads the required parameters from the argument array:

Sametime server name
User name

User password

2. If al the arguments are provided correctly, anew C i ent Sanpl e object is created.

3. Thedi

ent Sanpl e class constructor creates a new Sametime session object, loads all

the necessary components, adds itself to the Listeners lists, and logs into Sametime
Community as a client application:

_session = new STSession("dientSanple" + this);
_session. | oadSemant i cConponent s();
_session.start();

Conmruni t yServi ce commBvce = (Conmuni t yServi ce)
_sessi on. get ConpApi Conmruni t ySer vi ce. COVP_NAME)
combvc. addLogi nLi st ener (this);
commBvc. | ogi nByPasswor d( host, | ogi nNanme, password);
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4. Receiving al oggedl n event indicates that the user successfully logged into Sametime
Community. The Cl i ent Sanpl e class activates Awar enessSer vi ce and creates a
filter of attributes whose status it wants to watch (i.e., 778877) . It then builds awatch
list and adds itself to it:

public void | oggedl n(Logi nEvent event) {
Systemout.println("Client |ogged In");
Awar enessServi ce svc = (Awar enessServi ce)

_sessi on. get ConpApi ( Awar enessSer vi ce. COVP_NAME) ;
/1Set up the filter to include the attribute we want
to watch
int[] attrFilter = { 778877 };
svc. addToAttrFilter(attrFilter);

/[l Create a watch list and add our self to the watch
list.

Wat chLi st wat chLi st = svc. creat eWatchLi st ();

wat chLi st . addAttrLi stener(this);

wat chLi st. addl t en{ event . get Logi n() . get MyUser | nst ance()
)i
}
5. When the attribute below is changed by the User At t ri bSASanpl e application, the

ClientSample classgetsan at t r Changed event. The event may deliver more than one
change at atime. An updated attribute value is printed viathe Syst em out . println
logging mechanism.

This example shows that the use of anew User At t ri but eSASer vi ce component does not
require a code update on the client side.

Running the Sample

To use the UserAttributeSA Sample sample:
1. Add stcommsrvrtk.jar to your class path to enable using the Community Server Toolkit.

2. Open your server.
Note: To run aserver application from your machine, first configure the Sametime server.

Y ou will not be able to log in to the Sametime server as a server application if the | P address of
your machineis not in the server’ strusted P list.

To log in to the Sametime server as a server application, perform one of the following:
e Addyour IPto the server trusted IP list. To do this, open stconfig.nsf and add your IPto
the Community Trustedl PS field in the CommunityConnectivity document. Separate

multiple | P addresses with commas or semicolons.

e Configure the server to accept al 1Ps as trusted (a less secure option):
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On the server machine, open the Sametime.ini file located in the Sametime folder. Add
the following line to the Debug section of the Sametime.ini file:

[ Debug]
VPS_BYPASS_TRUSTED | PS=1

3. Torunthe sample, start by running the client application. The application requires three
parameters: host name, user name, and password.

4. Now run the SA side that updates attribute 778877 for a specific client. The application
requires two parameters: host name and user name.

5. Once both applications are running you should see the client receiving an attribute update
(viathe system.out/logs) each time the SA is launched.
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Chapter 7. Telephony Presence Sample

Overview

This sample demonstrates how to build a telephony application that can publish telephony
attributes, add and remove watch on a Sametime user, and get notifications about the user's status
changes.

Telephony Sample Content

The sample includes the following files:

File name Description

Tel ephonySanpl e Thisfile includes a sample application that uses the Telephony
Presence Adapter.

RunSanpl e. bat Thisfileisasimple batch file for activating the sample program.

| oggi ng. properties | Thelogger propertiesfile which is configured to display only the
Telephony Presence Adapter log messages.

TelephonySample Structure

TelephonySampl e implements the following interfaces:

Interface Implementation

Tel ephonyAdapt er Li st ener Receives the Telephony Presence Adapter events

How It Works

The TelephonySampl e instantiates the Telephony Presence Adapter as follows:

1. Create the telephony component:
telephonyComp = TelephonyA dapterComp.getl nstance();

2. Additself asalistener to receive sametimeStatusChanged events:
telephonyComp.setListener(this);
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3. [Initiate the component:
telephonyComp.initiate();

When the Sametime community is available and ready to get requests, the
CommunityAvailable event is sent.

The public void communityAvailable() method is activated. When this event is
received the telephony application might use any of the Telephony Presence Adapter
services, for example:

1. Subscribe for user's status changes events:
telephonyComp.addWatch(USER_TELEPHONY _ID);
2. Publish user'stel ephony status:
telephonyComp.publishTelepohony Status(USER_TELEPHONY _ID,
TelephonyStatus. TELEPHONE_STATUS BUSY);

The public void sametimeStatusChanged(String telephonyUser1d, int
sametimeStatus) method is activated when a watched user's status has been
changed. It receives the user's telephony 1D and the updated Sametime status.

Running the Sample

Customize the source
Change the USER_TELEPHONY _ID to a user ID which can be resolved by the Sametime
environment.

Compile
Compile the TelephonySample.javato create the file TelephonySample.class

Set the telephony adapter properties
1. Extract thefile st.telephony.adapter.properties from the server toolkit jar
(stcommsrvrtk.jar).
2. Unmark and set the following attributes to match your environment:
connecting.server.dns - the qualified DNS name of the Sametime server

Set the RunSample.bat
1. Setthe JAVA_HOME variable to your Java home directory. (Java 1.4)
2. Setthe ADAPTER_JAR variable to the server toolkit jar (slcommsrvrik.jar).
3. Setthe ADAPTER PROPERTIES FILE variableto the Telephony Presence Adapter
configuration file. (st.telephony.adapter.properties).
4. Setthe LOGGING_PROPERTIES FILE variableto the Logger propertiesfile
(logging.properties).

Run
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Notices

This information was developed for products and services offered in the U.S.A.

IBM may not offer the products, services, or features discussed in this document in
other countries. Consult your local IBM representative for information on the
products and services currently available in your area. Any reference to an IBM
product, program, or service is not intended to state or imply that only that IBM
product, program, or service may be used. Any functionally equivalent product,
program, or service that does not infringe any IBM intellectual property right may
be used instead. However, it is the user’s responsibility to evaluate and verify the
operation of any non-IBM product, program, or service.

IBM may have patents or pending patent applications covering subject matter
described in this document. The furnishing of this document does not grant you
any license to these patents. You can send license inquiries, in writing, to:

IBM Director of Licensing
IBM Corporation

North Castle Drive
Armonk, NY 10504-1785
US.A.

For license inquiries regarding double-byte (DBCS) information, contact the IBM
Intellectual Property Department in your country or send inquiries, in writing, to:

IBM World Trade Asia Corporation
Licensing 2-31 Roppongi 3-chome, Minato-ku
Tokyo 106-0032, Japan

The following paragraph does not apply to the United Kingdom or any other
country where such provisions are inconsistent with local law:
INTERNATIONAL BUSINESS MACHINES CORPORATION PROVIDES THIS
PUBLICATION “AS IS” WITHOUT WARRANTY OF ANY KIND, EITHER
EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS
FOR A PARTICULAR PURPOSE. Some states do not allow disclaimer of express or
implied warranties in certain transactions, therefore, this statement may not apply
to you.

This information could include technical inaccuracies or typographical errors.
Changes are periodically made to the information herein; these changes will be
incorporated in new editions of the publication. IBM may make improvements
and/or changes in the product(s) and/or the program(s) described in this
publication at any time without notice.

Any references in this information to non-IBM Web sites are provided for
convenience only and do not in any manner serve as an endorsement of those Web
sites. The materials at those Web sites are not part of the materials for this IBM
product and use of those Web sites is at your own risk.

IBM may use or distribute any of the information you supply in any way it
believes appropriate without incurring any obligation to you.



Licensees of this program who wish to have information about it for the purpose
of enabling: (i) the exchange of information between independently created
programs and other programs (including this one) and (ii) the mutual use of the
information which has been exchanged, should contact:

IBM Corporation

Software Interoperability Coordinator, Department 49XA
3605 Highway 52 N

Rochester, MN 55901

USA.

Such information may be available, subject to appropriate terms and conditions,
including in some cases, payment of a fee.

The licensed program described in this information and all licensed material
available for it are provided by IBM under terms of the IBM Customer Agreement,
IBM International Program License Agreement, or any equivalent agreement
between us.

Any performance data contained herein was determined in a controlled
environment. Therefore, the results obtained in other operating environments may
vary significantly. Some measurements may have been made on development-level
systems and there is no guarantee that these measurements will be the same on
generally available systems. Furthermore, some measurements may have been
estimated through extrapolation. Actual results may vary. Users of this document
should verify the applicable data for their specific environment.

Information concerning non-IBM products was obtained from the suppliers of
those products, their published announcements or other publicly available sources.
IBM has not tested those products and cannot confirm the accuracy of
performance, compatibility or any other claims related to non-IBM products.
Questions on the capabilities of non-IBM products should be addressed to the
suppliers of those products.

All statements regarding IBM’s future direction or intent are subject to change or
withdrawal without notice, and represent goals and objectives only.

All IBM prices shown are IBM’s suggested retail prices, are current and are subject
to change without notice. Dealer prices may vary.

This information is for planning purposes only. The information herein is subject to
change before the products described become available.

This information contains examples of data and reports used in daily business
operations. To illustrate them as completely as possible, the examples include the
names of individuals, companies, brands, and products. All of these names are
fictitious and any similarity to the names and addresses used by an actual business
enterprise is entirely coincidental.

COPYRIGHT LICENSE:

This information contains sample application programs in source language, which
illustrate programming techniques on various operating platforms. You may copy,
modify, and distribute these sample programs in any form without payment to
IBM, for the purposes of developing, using, marketing or distributing application
programs conforming to the application programming interface for the operating



platform for which the sample programs are written. These examples have not
been thoroughly tested under all conditions. IBM, therefore, cannot guarantee or
imply reliability, serviceability, or function of these programs.

Each copy or any portion of these sample programs or any derivative work, must
include a copyright notice as follows:

© (your company name) (year). Portions of this code are derived from IBM Corp.
Sample Programs. © Copyright IBM Corp. _enter the year or years_. All rights
reserved.

If you are viewing this information softcopy, the photographs and color
illustrations may not appear.

Trademarks

These terms are trademarks of International Business Machines Corporation in the
United States, other countries, or both:

IBM

AIX

DB2

DB2 Universal Database Domino
Domino Designer
i5/0S

Lotus

Lotus Notes
Notes

0S/400
Sametime
SecureWay

Tivoli

WebSphere

AOL is a registered trademark of AOL LLC in the United States, other countries, or
both.

AOL Instant Messenger is a trademark of AOL LLC in the United States, other
countries, or both.

Google Talk is a trademark of Google, Inc, in the United States, other countries, or
both.

Yahoo! is a registered trademark of Yahoo, Inc. in the United States, other
countries, or both.

Yahoo! Messenger is a trademark of Yahoo, Inc. in the United States, other
countries, or both.

Java and all Java-based trademarks are trademarks of Sun Microsystems, Inc. in the
United States, other countries, or both.

Microsoft, Windows, and Windows NT are registered trademarks of Microsoft
Corporation in the United States, other countries, or both.



Intel and Pentium are trademarks or registered trademarks of Intel Corporation or
its subsidiaries in the United States, other countries, or both.

UNIX is a registered trademark of The Open Group in the United States, other
countries, or both.

Linux is a trademark of Linus Torvalds in the United States, other countries, or
both.

Other company, product, or service names may be trademarks or service marks of
others.



Third Party Notices

For the XSL and XML Parser and Processor

The Apache Software License, Version 1.1
Copyright (c) 1999-2000 The Apache Software Foundation. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that
the following conditions are met:

1 Redistributions of source code must retain the above copyright notice, this
list of conditions and the following disclaimer.
2. Redistributions in binary form must reproduce the above copyright notice,

thislist of conditions and the following disclaimer in the documentation and/or
other materials provided with the distribution.
3. The end-user documentation included with the redistribution, if any, must
include the following acknowledgment: "This product includes software
developed by the Apache Software Foundation (http://www.apache.org/)."
Alternately, this acknowledgment may appear in the software itself, if and
wherever such third-party acknowledgments normally appear.
4, The names " Xerces' and "Apache Software Foundation™ must not be used
to endorse or promote products derived from this software without prior written
permission. For written permission, please contact apache@apache.org.
5. Products derived from this software may not be called " Apache,” nor may
"Apache" appear in their name, without prior written permission of the Apache
Software Foundation.
THIS SOFTWARE IS PROVIDED “AS IS" AND ANY EXPRESSED OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE APACHE
SOFTWARE FOUNDATION OR ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT
LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)

ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

This software consists of voluntary contributions made by many individuals on behalf of the Apache
Software Foundation and was originally based on software copyright (c) 1999, International Business
Machines, Inc., http://www.ibm.com. For more information on the Apache Software Foundation, please see
http://www.apache.org/.

For DSIG baseb64

COPYRIGHT 1995 BY: MASSACHUSETTS INSTITUTE OF TECHNOLOGY (MIT), INRIA

This W3C software is being provided by the copyright holders under the following license. By obtaining,
using and/or copying this software, you agree that you have read, understood, and will comply with the
following terms and conditions:

Permission to use, copy, modify, and distribute this software and its documentation for any purpose and

without fee or royalty is hereby granted, provided that the full text of this NOTICE appears on ALL copies of
the software and documentation or portions thereof, including modifications, that you make.

THIS SOFTWARE IS PROVIDED "AS IS," AND COPYRIGHT HOLDERS MAKE NO REPRESENTATIONS
OR WARRANTIES, EXPRESS OR IMPLIED. BY WAY OF EXAMPLE, BUT NOT LIMITATION,



COPYRIGHT HOLDERS MAKE NO REPRESENTATIONS OR WARRANTIES OF MERCHANTABILITY OR
FITNESS FOR ANY PARTICULAR PURPOSE OR THAT THE USE OF THE SOFTWARE OR
DOCUMENTATION WILL NOT INFRINGE ANY THIRD PARTY PATENTS, COPYRIGHTS, TRADEMARKS
OR OTHER RIGHTS. COPYRIGHT HOLDERS WILL BEAR NO LIABILITY FOR ANY USE OF THIS
SOFTWARE OR DOCUMENTATION.

The name and trademarks of copyright holders may NOT be used in advertising or publicity pertaining to the
software without specific, written prior permission. Title to copyright in this software and any associated
documentation will at all times remain with copyright holders.

For STLport

License Agreement

Boris Fomitchev grants Licensee a non-exclusive, non-transferable, royalty-free license to use STLport and
its documentation without fee.

By downloading, using, or copying STLport or any portion thereof, Licensee agrees to abide by the
intellectual property laws and all other applicable laws of the United States of America, and to all of the
terms and conditions of this Agreement.

Licensee shall maintain the following copyright and permissionnotices on STLport sources and its
documentation unchanged :

Copyright 1999,2000 Boris Fomitchev

This material is provided "as is", with absolutely no warranty expressed or implied. Any use is at your own
risk.

Permission to use or copy this software for any purpose is hereby granted without fee, provided the above
notices are retained on all copies. Permission to modify the code and to distribute modified code is granted,
provided the above notices are retained, and a notice that the code was modified is included with the above
copyright notice.

The Licensee may distribute binaries compiled with STLport (whether original or modified) without any
royalties or restrictions.

The Licensee may distribute original or modified STLport sources, provided that:

The conditions indicated in the above permission notice are met; The following copyright notices are
retained when present, and conditions provided in accompanying permission notices are met :

Copyright 1994 Hewlett-Packard Company
Copyright 1996,97 Silicon Graphics Computer Systems, Inc.
Copyright 1997 Moscow Center for SPARC Technology.

Permission to use, copy, modify, distribute and sell this software and its documentation for any purpose is
hereby granted without fee, provided that the above copyright notice appear in all copies and that both that
copyright notice and this permission notice appear in supporting documentation. Hewlett-Packard Company
makes no representations about the suitability of this software for any purpose. It is provided "as is" without
express or implied warranty.

Permission to use, copy, modify, distribute and sell this software and its documentation for any purpose is
hereby granted without fee, provided that the above copyright notice appear in all copies and that both that
copyright notice and this permission notice appear in supporting documentation. Silicon Graphics makes no
representations about the suitability of this software for any purpose. It is provided "as is" without express or
implied warranty.

Permission to use, copy, modify, distribute and sell this software and its documentation for any purpose is
hereby granted without fee, provided that the above copyright notice appear in all copies and that both that
copyright notice and this permission notice appear in supporting documentation. Moscow Center for SPARC
Technology makes no representations about the suitability of this software for any purpose. It is provided "as
is" without express or implied warranty.

Copyright 2001 by STLport



For MD5 hash

Copyright (C) 1990, RSA Data Security, Inc. All rights reserved. License to copy and use this software is
granted provided that it is identified as the "RSA Data Security, Inc. MD5 Message-Digest Algorithm™ in all
material mentioning or referencing this software or this function.

License is also granted to make and use derivative works provided that such works are identified as "derived
from the RSA Data Security, Inc. MD5 Message-Digest Algorithm" in all material mentioning or referencing
the derived work.

RSA Data Security, Inc. makes no representations concerning either the merchantability of this software or
the suitability of this software for any particular purpose. Itis provided "as is" without express or implied
warranty of any kind.

These notices must be retained in any copies of any part of this documentation and/or software.

For Log4J Logging

The Apache Software License, Version 1.1 at http://www.apache.org/LICENSE, 24 May 2002
The Apache Software License, Version 1.1
Copyright (c) 2000 The Apache Software Foundation. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that
the following conditions are met:

6. Redistributions of source code must retain the above copyright notice, this
list of conditions and the following disclaimer.

7. Redistributions in binary form must reproduce the above copyright notice,
thislist of conditions and the following disclaimer in the documentation and/or
other materials provided with the distribution.

8. The end-user documentation included with the redistribution, if any, must
include the following acknowledgment: " This product includes software
developed by the A pache Software Foundation (http://www.apache.org/)."
Alternately, this acknowledgment may appear in the software itself, if and
wherever such third-party acknowledgments normally appear.

0. The names "Apache" and " A pache Software Foundation" must not be used
to endorse or promote products derived from this software without prior written
permission. For written permission, please contact apache@apache.org.

10. Products derived from this software may not be called " Apache", nor may
"Apache" appear in their name, without prior written permission of the Apache

Software Foundation.
THIS SOFTWARE IS PROVIDED “AS IS" AND ANY EXPRESSED OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE APACHE
SOFTWARE FOUNDATION OR ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT
LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES: LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

This software consists of voluntary contributions made by many individuals on behalf of the Apache
Software Foundation. For more information on the Apache Software Foundation, please see
<http://www.apache.org/>.

Portions of this software are based upon public domain software originally written at the National Center for
Supercomputing Applications, University of Illinois, Urbana-Champaign.
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